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THE ADEQUACY OF COMMERCE 
DEPARTMENT SATELLITE EXPORT CONTROLS 


THURSDAY, J UNE 18, 1998 


U.S. Senate, 

Subcommittee on International Security, 
Proliferation, and Federal Services, 

OF THE Committee on Governmental Affairs, 

Washington, DC. 

The Subcommittee met, pursuant to notice, at 2 p.m. in room 
SD-342, Senate Dirksen Building, Hon. Thad Cochran, Chairman 
of the Subcommittee, presiding. 

Present: Senators Cochran, Collins, Stevens, Levin, Cleland, and 
Thompson [ex officio]. 

OPENING STATEMENT OF SENATOR COCHRAN 

Senator Cochran. Please come to order. 

We welcome you to this hearing of the Governmental Affairs 
Subcommittee on International Security, Proliferation, and Federal 
Services. The subject of today's hearing is 'The Adequacy of Com- 
merce Department Satellite Export Controls." 

J ust over 2 months ago the New York Times reported that two 
of America's leading commercial satellite manufacturers— Loral 
and Hughes— may have provided China with technical information 
capable of enhancing Chinese space launch vehicles. 

Last month at our Subcommittee's hearing, the Central Intel- 
ligence Agency provided us with a chart showing the applicability 
of space launch vehicle technology to intercontinental ballistic mis- 
siles. Except for the warhead, there is little difference between a 
space launch vehicle and an intercontinental ballistic missile. 

Therefore, any such assistance given to China could not only help 
them develop more capable space launch vehicles, but also could 
improve the capabilities of their ICBMs. 

In addition, there is the concern that China may transfer such 
information toother countries, such as Iran or Libya. 

Our export control system should prevent technology transfers to 
China that endanger American security. We have no defense 
against missile attack. Helping equip other nations directly or indi- 
rectly with the means to put our Nation's citizens at risk from bal- 
listic missile attack must be stopped. 

Today's witnesses are familiar with the policies and procedures 
established by the Clinton administration for reviewing and per- 
mitting satellite and missile technology exports to China. 

( 1 ) 
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The administration witnesses who are here with us today are: 
Hon. William Reinsch, Commerce Department Under Secretary for 
Export Administration; Hon. J ohn Holum, State Department Act- 
ing Under Secretary for Arms Control and International Security 
Affairs; and Hon. J an Lodal, Defense Department Principal Deputy 
Under Secretary for Policy. 

We thank you for your attendance and your assistance. We also 
appreciate having copies of statements which you have provided to 
our Subcommittee, and we will print them in the record in full as 
if read in full. 

I am going to start the hearing by first calling on Mr. Holum, 
who— I checked to be sure— is the senior member of the adminis- 
tration panel, and he will be followed by Mr. Reinsch, and then Mr. 
Lodal. 

Before hearing from the witnesses, I am happy to yield to my dis- 
tinguished colleague and friend from Maine, Senator Collins. 

OPENING STATEMENT OF SENATOR COLLINS 

Senator Collins. Thank you very much, Mr. Chairman. I want 
to commend you for once again taking the lead in exploring this 
important and timely topic. I know that your concern about pro- 
liferation issues is a longstanding one, and I appreciate your lead- 
ership in this area. 

The system of export controls that governs commercial satellite 
launches is complex, and has changed considerably over time. Nev- 
ertheless, it is vital that we in Congress understand these complex- 
ities, because a great deal is at stake. 

Export controls are one of the difficult balancing acts that public 
policymakers in a free country must continually undertake. They 
require us, Mr. Chairman, to weigh economic benefits against na- 
tional security costs in a delicate, ongoing effort to ensure that our 
eagerness to profit from trade does not betray our own best inter- 
ests by helping actual or potential adversaries acquire means to 
harm us that they would not otherwise possess. 

We are here today, in part, out of concern that the Clinton ad- 
ministration has gotten this balance wrong. In studying this issue 
over the past few weeks, I have developed serious concerns about 
the adequacy of export controls governing satellite technology now 
that jurisdiction for all such controls had been transferred to the 
Department of Commerce from the Department of State. Until rel- 
atively recently, most commercial satellite launch licenses— and all 
of the most militarily sensitive ones— were handled by the Depart- 
ment of State under the rigorous series of controls applied to the 
items on the U.S. Munitions List. Due to the efforts of the late 
Commerce Department Secretary Ron Brown and the determina- 
tion of President Clinton, however, satellite launch controls had 
been transferred to the Commerce Department in 1996, and they 
are now handled under a system built around the Commerce Con- 
trol List. It is the consequence of this shift that we will be exam- 
ining today. 

For my part, Mr. Chairman, I have several concerns about this 
shift in jurisdiction, concerns that I am hopeful that perhaps our 
witnesses today can alleviate. 
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First, in my judgment, the shift to the Commerce Controls means 
that satellite technologies are not subject to the so-called "Cat^ory 
2" sanctions that may be applied to countries violating the Missile 
Technology Control Regime by exporting missile components. To be 
sure, if a country such as China is discovered to be providing other 
countries with whole missiles, "Category 1" sanctions would apply 
even to Commerce Control List items. If it is discovered to be a 
prol iterator of missile components, however, China can still pur- 
chase items on the Commerce Control List. Moving satellites to the 
Commerce Control List, in other words, permits U.S. companies to 
sell "dual-use" satellites to ballistic missile prol iterators, as long as 
these prol iterators have the foresight to export their technology in 
merely component form. This, it seems to me, is neither rational 
nor conducive to national security. 

Second, I am concerned that the Clinton administration has 
adopted the view that items that would be subject to munitions list 
controls if sold overseas in their own right are not subject to such 
controls when built into larger hardware packages in communica- 
tions satellites. I am no engineer, but surely something that is dan- 
gerous to sell separately becomes no less dangerous when we sell 
it along with other items. Here too, the current control regime 
seems likely to facilitate sales of sensitive items to problem coun- 
tries such as China. 

Third, I am concerned that the shift of satellite jurisdiction to the 
Department of Commerce has removed Congress' role in overseeing 
such technology transfers. For munitions list items, as I under- 
stand it, the export-licensing process gives Congress a 30-day pe- 
riod in which to decide to object to any particular transfer. This is 
not true, however, for Commerce Control List items. The shift of 
satellite jurisdiction from the State Department to the Commerce 
Department, therefore, has had the effect of removing legislators' 
opportunity to raise questions about objectionable transfers. 

Finally, I am concerned that the transfer of jurisdiction has 
meant that satellite launches are accompanied by fewer technology 
transfer controls. When Chinese satellite launches were regulated 
by the State Department, every launch was required to have a 
Technical Assistance Agreement, a Technology Transfer Control 
Plan, and to be overseen— throughout the entire process of a U.S. 
company's dealings with a foreign customer— by Defense Manage- 
ment Monitors. This, it now appears, is not necessarily the case 
with launches undertaken under Department of Commerce super- 
vision; it is not clear that these launches are required to have all 
three of these important safeguards. Some launches have had these 
safeguards, but this usually appears to have been because the com- 
panies, rather than the government, requested them. 

I understand that Commerce Department officials have indicated 
to Subcommittee staff and to my staff that they are "moving to- 
ward" requiring such safeguards. Such movement would, of course, 
be welcome. This admission, however, underscores my point: It 
seems to be much easier to transfer sensitive "dual-use" technology 
today than it was before President Clinton moved all satellite juris- 
diction to the Department of Commerce. 

If I understand these complicated laws correctly, therefore, these 
differences between the Munitions List and Commerce Control List 
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systems are very significant ones. Taken together, they make the 
present Commerce-controlled system a much more permissive and 
potentially porous one than the State Department system that pre- 
viously governed commercial communications satellite technology. I 
have heard administration officials insist that the present system 
safeguards national security interests just as well as the previous 
one, but I am having trouble seeing how that could possibly be the 
case. 

Accordingly, I very much look forward to our discussions today. 
Our distinguished witnesses are among the most senior adminis- 
tration officials in the technology transfer control business, and I 
am pleased that they have been able to join us in helping shed 
light upon the complexities of this system. 

This issue is of major concern to me. I look forward to hearing 
our distinguished panel of witnesses as we shed light upon this 
complex system. 

Thank you, Mr. Chairman. 

Senator Cochran. Thank you. Senator Collins, for your excellent 
and thoughtful statement. 

Senator Thompson, the Chairman of the full Committee? 

OPENING STATEMENT OF SENATOR THOMPSON 

Senator Thompson. Thank you very much, Mr. Chairman. I ap- 
preciate your having these hearings here today. I think this is ex- 
actly the way that we should go about addressing this extremely 
important problem, and it's something that probably we all should 
have done much earlier. 

I think that, as usual, it takes a particular instance— oftentimes 
in a political context— in order to draw our attention to a particular 
situation and cause us to look at the broader policy implications of 
what we're doing. It is really high time that we do examine our ex- 
port policy with regard to particular materials, dual-use items in 
particular, in the context of the world in which we live today. 

I think that it is very useful to consider the context as we go 
along. Clearly, in an earlier period our export policy reflected what 
was going on in the world in terms of the Cold War. Clearly at one 
time not too long ago, the Soviet Union was an adversary of both 
the United States and China. But that, for example, is somewhat 
different from our relationship with China today. Our export policy, 

I am sure, in some way reflected that reality. Then we had a period 
of time when the Cold War was over, and I think everyone 
breathed a sigh of relief, took a deep breath, wanted to reach out 
and have new relationships and additional trade with countries 
such as Russia and China in the new world that we were happily 
living in at that time. 

Now, we come to a situation where we discover that some coun- 
tries, such as China and Russia, are still major prol iterators. In 
China's case, according to our own military people, they are the 
world's greatest prol iterator of weapons of mass destruction around 
the world, j ust as recently as yesterday's newspaper we see that 
China apparently continues to distribute missile technology and bi- 
ological and chemical weapon technology to countries that are 
clearly hostile to us. 
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So my point is that, again, our trade policy has to be consid- 
ered— I should say, our export policy has to be considered— within 
the context of the real world that we live in today. That's not nec- 
essarily to be critical of anybody at any particular time, and hope- 
fully we won't all get our positions staKea out and our backs up in 
such a way that we can't take an objective look at what our policy 
ought to be in today's realities. If we have some misconceptions 
about it, hopefully we will be able to acknowledge those; but if the 
administration n^s to look at things differently or make some im- 
provements in the way we do business and in the way this thing 
IS set up, then we need the administration to do that, too. 

I think it is clear that back in 1992 there was a decision made 
by the Bush administration, after an interagency review, that cer- 
tain items that had been on the munitions list needed to go over 
to the Commerce Department and the Commerce Control List. 
Then in the Clinton administration a similar review took place by 
a similar interagency group that reached the same conclusion that 
the Bush interagency group did; that is that the ones that had 
been sent to the Commerce Department should remain there, but 
the ones that remained on the munitions list because of their mili- 
tary sensitivity should remain on the munitions list. This was 
signed off by the Secretary of State. The President chose not to fol- 
low that recommendation, but instead to follow the recommenda- 
tion of Ron Brown, so all commercial satellite jurisdiction went to 
the Commerce Department. 

So the question becomes— and the pros and cons of whether or 
not it is a wise policy are separate and apart from this first ques- 
tion— but the first question is whether or not it is easier to get a 
dual-use item approved, particularly a commercial satellite export 
license, at the Commerce Department than it was when the juris- 
diction was at the State Department? From what I've seen, it's be- 
yond dispute that it's easier, whether you look at the statutes 
under which they're operating and the obligations that they have 
or any of the other things that Senator Collins just pointed out. I 
think we have to examine whether or not that should be changed 
and in what ways it could be strengthened. As I say, in the real 
world that we're living, countries to which we are sending some of 
these materials are in turn major, major purveyors and 
proliferators of weapons of mass destruction and missile, biological, 
and chemical weaponry. 

So, Mr. Chairman, I think that's the issue today. It is a profound 
and important one, and this is an important part of the process 
that I think we have to go through to get to the answers to these 
questions. 

Thank you. 

Senator Cochran. Thank you very much. Senator, for your excel- 
lent statement and your support of the efforts that we nave made 
in this Subcommittee to monitor and look into these issues. 

Senator Cleland, we welcome you to the Subcommittee. We have 
made opening statements, and you are recognized for that purpose. 

OPENING STATEMENT OF SENATOR CLELAND 

Senator Cleland. Well, thank you very much, Mr. Chairman. 
Thank you all for being here with us today. 



6 


I think it is a matter of nationai importance for us to find out 
exactiy who is in the driver's seat in terms of when we ship duai 
technoiogy, or potentiai duai technoiogy, abroad, as to the hands 
that it couid fali into, i think this is certainiy true in terms of the 
sateiiite iaunching capabiiity of the Chinese. 

i iook forward to any comments from our paneiists in terms of 
who you think ought to be, uitimateiy, the governing or driving au- 
thority here, it does seem to me that nationai security interests 
shouid predominate; how that is structured is another question. 
But we ieave that to our paneiists to respond to. 

Thank you very much, Mr. Chairman. 

Senator Cochran. Thank you very much. Senator. 

Secretary Hoium, we appreciate your attendance and furnishing 
us a copy of your statement. We encourage you to make whatever 
summary comments you think are appropriate for the benefit of the 
Committee. You may proceed. 

TESTIMONY OF HON. J OHN D. HOLUM.i ACTING UNDER SEC- 
RETARY FOR ARMS CONTROL AND INTERNATIONAL SECU- 
RITY AFFAIRS, U.S. DEPARTMENT OF STATE 

Mr. Holum. Thank you, Mr. Chairman. Mr. Chairman and Mem- 
bers of the Subcommittee, it is a pieasure to be back before this 
Subcommittee, i have appeared here severai times in the past. 

i wouid iike to begin with severai fundamentai points that i 
think wouid heip piace this issue in context. The first is that non- 
proiiferation of weapons of mass destruction is a cornerstone of 
U.S. foreign and nationai security poiicy. Trends, such as iran's 
progress toward a medium-range missiie capabiiity, and, of course, 
the recent tests in South Asia, make dear that these are not theo- 
reticai concerns but iooming threats to our security and our inter- 
ests. There's no disagreement between the Executive Branch and 
the Congress on the vitai importance of these issues. 

The second point— and this aiiudes to something that Senator 
Thompson observed— is that China is indispensabie to any soiution 
to the nonproi iteration probiem. China is a nudear weapon state, 
it has in its hands-on a home-grown basis, ieaving aside any 
transfers— the capabiiities to suppiy technoiogy and components of 
weapons of mass destruction to other countries of proi iteration con- 
cern. So China's approach can make the crudai difference between 
success and faiiure on nonproi iteration. 

Now, unquestionabiy, China has been part of the nonproi itera- 
tion probiem. its reiationship with Pakistan on nudear weapons 
has been a major concern since the 1970's. We aiso take sharp 
issue with its chemicai and missiie cooperation with iran. in 1991, 
the Bush administration sanctioned two Chinese entities, and in 
1993 the Ci inton administration sanctioned eieven Chinese enti- 
ties, for transferring missiie equipment and technoiogy to Pakistan. 

At the same time, my third point is that aithough we stiii have 
serious concerns, China's approach to nonproi iteration has changed 
markediy in recent years, it has made significant progress in its 
adherence to giobai standard— the Nudear Nonproi iteration Trea- 


iJhe prepared statement of M r. Hdum appears in the Appendix on page 81. 
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ty, the Chemical Weapons Convention, and the Comprehensive 
Test Ban T reaty. We have also made progress on specific cases. 

In 1994, China committed not to export MTCR-class ground-to- 
ground missiles to any country. China's exports of missile-related 
components and technology reflect a narrower understanding of the 
MTCR guidelines than we have, but we have no evidence that 
China has acted inconsistently with its basic 1994 commitment. 
Similarly, we continue to assess that China continues to abide by 
its 1996 agreement to end assistance to unsafeguarded nuclear fa- 
cilities in Pakistan or anywhere else. China is taking steps to im- 
prove its export controls, and last year— this is very important— 
China agreed to conclude its nuclear cooperation, even peaceful nu- 
clear cooperation, with Iran, and also to terminate the export of 
cruise missiles to that country. 

So the picture is mixed. Progress is substantial, but not enough, 
especially given the stakes. Therefore, my fourth fundamental 
point is that we have to continue to use all the tools at our disposal 
to make China part of the nonproliferation solution. That includes 
intensive diplomacy, including at the Presidential level; day-to-day 
front-line work of nonproliferation, with experts sifting through in- 
telligence and making demarches about specific transfers; technical 
collaboration on export controls; sanctions— and I think sanctions 
have had a significant impact on China's behavior; and also posi- 
tive incentives. Unquestionably, China's recent far-reaching steps 
on nuclear nonproliferation were motivated, at least in part, by the 
prospect of civil nuclear cooperation with the United States. 

Let me emphasize that there are clear limits to incentives. Of 
particular relevance to the subject of this hearing, neither this ad- 
ministration nor its predecessors have been willing to sell China 
arms, or to transfer sensitive technologies, that could contribute to 
China's own WMD or missile programs. 

One aspect of our efforts to persuade China to adopt a more re- 
sponsible nonproliferation policy, particularly regarding missile 
transfers, has been the basic policy of several administrations, be- 
ginning in 1988, to allow U.S.-made satellites and foreign satellites 
with significant U.S. components and technology to be launched on 
Chinese rockets. But again, this incentive is clearly limited to ex- 
clude transfer of sensitive missile or satellite technology when sat- 
ellites are licensed for launch. We have a very strict policy, secured 
in a bilateral technology safeguards agreement between the United 
States and China, and also embodied in license conditions, to pre- 
vent the transfer of sensitive missile technology to China that could 
assist its space launch vehicle program or its missile program. 

We do not believe that the commercial space launch activities 
that have been authorized by licenses and monitored under these 
procedures have benefitted China's missile or military satellite ca- 
pabilities. 

Against this general background, let me give you the State De- 

E artment's perspective on two events that have been the subject of 
road reporting and commentary. First is the transfer of jurisdic- 
tion. 

One unfinished piece of business facing the Clinton administra- 
tion when it took office in 1993 was a set of amendments to the 
International Traffic in Arms Regulations that had been prepared 
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at the end of the Bush administration. The ITAR, administered by 
the State Department, implements the President's authorities 
under Section 38 of the Arms Export Control Act. The ITAR con- 
tains the U.S. Munitions List, which specifies articles and services 
which require a State Department license before they may be ex- 
ported or, in some cases, even discussed with a foreign person. 

In 1990, the Congress had inserted specific provisions in the re- 
authorization of the Export Administration Act calling for the re- 
moval of certain items from the U.S. Munitions List. President 
Bush vetoed that bill on other grounds, but he said in his veto mes- 
sage that he would nonetheless act to remove those dual-use items 
from the munitions list, except for those warranting continued con- 
trols on the munitions list. That, in turn, led to an interagency 
study, and then draft amendments. However, the conclusion of that 
study generally coincided with the election of President Clinton, so 
the State Department deferred implementation so that the incom- 
ing administration could have its own review. 

In J uly of 1993, following further interagency study, the Clinton 
administration approved the Bush administration's ITAR amend- 
ments without change. As a result, many commercial communica- 
tions satellites were removed from the U.S. Munitions List and 
placed under the jurisdiction of the Department of Commerce. 
Commercial satellites remaining on the munitions list were out- 
lined in Category XV of the list, and cover nine specific perform- 
ance characteristics, such as antennae capabilities, encryption de- 
vices, and propulsion systems. Over the next 2 years, those charac- 
teristics continued to define which communications satellites re- 
quired a U.S. Munitions License and which required approval by 
the Department of Commerce. 

The U.S. aerospace industry continued to press for treatment 
comparable with other communications trade, such as fiber optics 
and telephone switching equipment, which were under the Com- 
merce Department's jurisdiction. They pointed out that characteris- 
tics that had once been unique to military satellites were now rou- 
tinely employed on commercial satellites, and they argued that the 
30-year U.S. lead in building and exporting commercial satellites 
was under challenge from j apan, Europe, and Canada, who were 
promoting the view that American manufacturers were unreliable 
because of our restrictive export policies. 

Secretary Christopher at that time agreed on the need to ensure 
that our munitions list controls were up to date and justified, and 
requested an interagency study on whether the ITAR appropriately 
identified those communications satellites having significant mili- 
tary or intelligence capability. That was organized by the State De- 
partment and includ^ the Defense Department, the intelligence 
community, the Arms Control and Disarmament Agency, the De- 
partment of Commerce, NASA, and other interested agencies. 

In September 1995, Secretary Christopher received and approved 
recommendations from that group, narrowing— but not elimi- 
nating— U.S. Munitions List controls. Those recommendations were 
supported by the Defense Department and the I ntelligence Commu- 
nity. The Commerce Department supported removal of all commer- 
cial communications satellites from the munitions list, and exer- 
cised its right to seek Presidential review. That led, in turn, to a 
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further interagency review under the aegis of the National Security 
Council. As distinct from the earlier, split recommendation, this re- 
view produced a common recommendation from the Departments of 
State, Commerce, Defense, and the Intelligence Community, with 
two important parts. 

First, commercial communications satellites would be controlled 
by the Commerce Department, even if they had embedded in them 
individual munitions list components or technologies. In all other 
cases, munitions list technologies or components themselves would 
continue to be controlled on the munitions list. However, the fur- 
ther shift in control was accompanied by new control procedures 
and regulations to strengthen safeguards. The State Department 
and the Defense Department were given the right to review all 
Commerce Department export license applications. A new foreign 
policy and national security control was established in Commerce's 
Export Administration Regulations whereby the State Department 
and Department of Defense could recommend denial of a satellite 
export to any destination on the basis of national security or for- 
eign policy interests. Commercial communications satellites were 
also made exempt from the foreign availability requirements of the 
Export Administration Act. 

As Secretary Christopher noted in a recent letter published in 
the Los Angeles Times, these new features made it possible for the 
State Department to change its position and support the 1996 rec- 
ommendation to the President. 

The bottom-line question, of course, is whether this change has 
resulted in a degradation of protection for U.S. national security. 
It was Secretary Christopher's conclusion, and remains the judg- 
ment of the Department of State, that the changes made in the 
Commerce Department export licensing system in 1996 were suffi- 
cient to deal with the national security sensitivities associated with 
foreign launches of communications satellites. They provide a de- 
gree of protection that approximates the strict controls of the I nter- 
national Traffic in Arms Regulations. Therefore, the State Depart- 
ment was provided with reasonable assurance that U.S. national 
security would not be adversely affected by the change. 

Finally, let me report just briefly that the waiver of Tiananmen 
sanctions earlier this year for Loral's Chinasat-8 project was han- 
dled in the normal manner, in accordance with the procedures used 
in previous requests. 

This dealt, as you know, with the proposed export under a Com- 
merce Department license of a commercial communications sat- 
ellite to the China National Postal and Telecommunications Appli- 
ances Corporation for launch from China. The satellite, once 
launched, will provide commercial voice, video and data traffic in 
China. After the technical assistance agreement had been reviewed 
and approved by all the relevant agencies, and subject to the nor- 
mal limits and conditions, the State Department recommended to 
the President that he waive Tiananmen sanctions in accordance 
with established procedures. 

Now, when we recommended that waiver, senior administration 
decisionmakers were aware that Loral was under criminal inves- 
tigation for alleged violations of the Arms Export Control Act. But 
the State Department's longstanding policy has been that, provided 
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the activity proposed for waiver is consistent with U.S. national se- 
curity and foreign policy, we do not deny export privileges to firms 
that are under investigation but have not been indicted. However, 
if a U.S. firm is indicted, the Department does adopt a denial policy 
on the basis of the indictment and does not wait for a conviction. 

It is against this backdrop that the United States conducts 
commercial space launch cooperation with China. We strive to ac- 
commodate U.S. commercial and economic interests, including pro- 
moting U.S. satellite exports, but within our paramount non- 
proliferation and national security objectives. 

The United States has engaged China at the highest levels re- 
garding its nonproliferation policies and practices. We continually 
encourage China to strengthen its export controls and bring its 
nonproliferation policies more in line with international norms. The 
prospect of launching U.S. satellites, under technolpgy safeguards, 
is an important inducement to a positive evolution in Chinese pol- 
icy which, in turn, as I said at the outset, is indispensable to the 
containment of proliferation in a dangerous world. 

Thank you, Mr. Chairman. 

Senator Cochran. Thank you. Secretary Holum, for your state- 
ment. 

We are now pleased to hear from Secretary William Reinsch, 
Under Secretary for Export Administration of the U.S. Department 
of Commerce. 

You may proceed. 

TESTIMONY OF HON. WILLIAM REINSCH,^ UNDER SECRETARY 

FOR EXPORT ADMINISTRATION, U.S. DEPARTMENT OF COM- 
MERCE 

Mr. Reinsch. Thank you, Mr. Chairman. Like Mr. Holum, I am 
pleased to be back here— I think; we'll see. [Laughter.] 

I want to thank you for the opportunity to be here. 

I believe this administration's policy on the export of commercial 
communications satellites to China both protects our national secu- 
rity and facilitates our economic well-being. In allowing China to 
launch commercial communications satellites and transferring li- 
censing jurisdiction for commercial communications satellites to the 
Commerce Department, this administration has continued and en- 
hanced the policy of the Reagan and Bush administrations and has 
been consistent with Congress' expressed intent. 

Our current policy continues the decision by previous administra- 
tions to allow China to launch U.S. -built satellites subject to bilat- 
eral agreements on price, number of launches, and technology safe- 
guards. Our view, like that of Presidents Reagan and Bush, is that 
under the appropriate safeguards these launches need not pose a 
risk to national security. In a moment I will describe these safe- 
guards as they apply to the Commerce Department licensed com- 
mercial communications satellites, and also comment on some of 
the points that Senator Collins made in her opening statement. 

Commerce Department licensing of commercial communications 
satellites, as Secretary Holum pointed out, grew out of the 1990 de- 
cision by President Bush to veto a revised EAA which would. 


iJhe prepared statement of Mr. Reinsch appears in the Appendix on page 90. 
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among other things, have moved all commercial communications 
satellites to the Commerce Department jurisdiction. President 
Bush's veto was not related to the satellite issue, but in his veto 
message he directed that the State Department review its control 
list to determine if a range of items, including communications sat- 
ellites, could be moved to the Commerce Department jurisdiction in 
light of the strong interest expressed by members of both parties 
in the jurisdictional issue, and because the United States was the 
only country in the world to control communications satellites as 
munitions items. 

It is also worth noting that in 1990, both Houses of Congress— 
and in 1992, the Senate— passed legislation that would have trans- 
ferred jurisdiction over commercial communications satellites to the 
Commerce Department, and in 1994, committees in the House in- 
troduced, and in the Senate reported, bills with this same provi- 
sion. These actions are in addition to the letters the administration 
received from a number of Members of Congress, urging either ju- 
risdiction transfer or the export of satellites to China. One letter 
we received, I would note for this Subcommittee, is a letter in 1990 
to President Bush signed by 79 Senators, including yourself, Mr. 
Chairman, urging President Bush not to veto this bill. 

Now, Under Secretary Holum has described in some detail the 
circumstances leading up to and surrounding the transfer of juris- 
diction, so I will skip those parts of my testimony in the interest 
of time. 

I do want to make one point that responds to something Senator 
Thompson said in his opening comments, and that is simply to 
make clear for the record that every license approved by the Com- 
merce Department for commercial communications satellites, be- 
fore and after the 1996 transfer of jurisdiction, had the approval 
of the State Department and the Defense Department. In addition, 
because of the changes that President Clinton put into the licens- 
ing process, those licenses that we have approved for commercial 
communications satellites after the 1996 transfer have also had the 
approval of the Arms Control and Disarmament Agency. The agen- 
cies in question, particularly the three that are before you today, 
have consistently been in consensus on the specific license applica- 
tions that have come before us. 

Now, let me speak directly to Department of Commerce safe- 
guards. 

Department of Commerce licenses for communications satellites 
contain numerous conditions and provisos, developed in conjunction 
with the Departments of Defense and State. Under Department of 
Commerce licenses, exporters are obliged to comply with the terms 
of the Satellite Technology Safeguards Agreement between the 
United States and China. That requires them, among other things, 
to do the following: 

• Develop a Technology Transfer Control Plan which identifies 
the level and extent of technical data to be released, and 
which also includes plans for securing the satellite during its 
transportation to the launch site; 

• Have all technical data under the license reviewed by the 
Defense Department prior to its release to the launch service 
provider, and have a Defense Department monitor present at 
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technical meetings and launch activities with the Chinese 
launch service provider; 

• Transport the satellite in a sealed container, allowing no ac- 
cess to equipment or technical data, and with U.S. monitors 
to accompany the satellite if it is transported on a non-U. S. 
aircraft; 

• Have a separate cryptographic equipment safeguard plan for 
communications security equipment; and 

• Limit technology which can be released under the Depart- 
ment of Commerce license to only form, fit, and function 
data used to mate the satellite to the rocket, and require the 
exporter, in the event of a launch failure, to obtain a license 
from the State Department before releasing any additional 
technical data. 

I n light of these safeguards, I believe the existing Department of 
Commerce licensing system fully protects our national security and 
foreign policy concerns. There have been no allegations regarding 
export control violations of Department of Commerce satellite li- 
censes since the 1996 transfer of jurisdiction. 

Now, I understand there have been questions raised about an 
analysis conducted of the 1995 APSTAR II launch failure. After 
that failure, the company involved conducted an analysis without 
the participation of the Chinese launch service provider. The anal- 
ysis was written in order to satisfy insurance requirements. The 
analysis was reviewed by the Department of Commerce, which de- 
termined that it contained only information already authorized for 
export under the original Department of Commerce license issued 
in February, 1994. The unclassified report was provided first to a 
consortium of western insurance companies, and later to the Chi- 
nese launch service provider. 

Now, let me turn to some of the points that Senator Collins made 
and correct some misunderstandings which have arisen, originally 
in a report undertaken by the General Accounting Office. 

GAO asserted that there are five differences in the treatment of 
satellite licenses at the Commerce and State Departments. A closer 
look, I believe, will show that these differences do not affect na- 
tional security. GAO reported the following: 

• First, that Congressional notification of individual licenses is 
not required in the Commerce Department system. The Com- 
merce Department regularly briefs the Hill, issues annual 
reports, provides licensing documentation, and answers in- 
quiries upon request. We have provided briefings on satellite 
exports, and we briefed on the transfer of jurisdiction in 
1996. We are not aware that the Congress has objected to 
any satellite export, and the message that the Congress has 
consistently sent— as I said before— is that it wants satellites 
controlled as dual-use items under the Export Administra- 
tion Act, which does not generally provide for Congressional 
review of individual licenses. And I can go into reasons why 
that is so during questions and answers, if you would like. 

Of course, in the case of satellites, there can be no exports to 
China without a Tiananmen Square waiver, which is notified to the 
Congress. 
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• The second difference relates to sanctions for missile pro- 
liferation not applying to Commerce license. Sanctions do 
apply to the Department of Commerce in cases of Category 
I violations, and the President generally has flexibility to in- 
clude dual-use export sanctions in other cases if he so choos- 
es, pursuant to other authority. Normally, however, it is cor- 
rect that Category II missile sanctions apply only to muni- 
tions and dual-use items that are controll^ under the Mis- 
sile Technology Control Regime, the multilateral regime that 
addresses these matters. Commercial communications sat- 
ellites fall into neither of those two categories. We believe 
the Congress clearly intended Category II sanctions to be 
less onerous than Category I sanctions, which do cover dual- 
use items. 

• The third point is the alleged diminution of the Department 
of Defense's power to influence the decisionmaking process. 
We believe that DOD's authority is not diminished in this re- 
gard. The Commerce Department has denied licenses when 
the Department of Defense has raised national security con- 
cerns round credible by the reviewing agencies, but Execu- 
tive Order 12981— which was the process change that allows 
every agency to see every one of our licenses, if they wish to 
do so— does not give the Department of Defense or any other 
agency a veto over a license, which would be contrary to leg- 
islative authorities and Congressional intent. It does, how- 
ever, permit an agency, including the Defense Department, 
to prevent approval of any license, satellite or other, until 
the President has heard and decided on that agency's objec- 
tions. 

• Fourth, GAO asserted that technical information may not be 
as clearly controlled under the Commerce Department proce- 
dures. We believe that since the 1996 transfer, since the 
Commerce Department technology conditions are almost 
identical to those used at State, it is hard for us to under- 
stand the assertion that the level of technology has somehow 
changed. I would be happy to go into that in detail later on, 
if you wish. 

• The last item is the assertion that additional controls placed 
on communications satellites transferred in 1996 do not 
apply to those transferred in the Bush administration. We 
believe this assertion misses the point. In practice, all sat- 
ellite applications subject to Commerce Department license 
after the transfer are subject to the same safeguards, and 
the other agencies have the same review and escalation 
rights. 

In closing let me also suggest that as a matter of policy, there 
are several reasons why allowing Chinese launches of U.S.-manu- 
factured satellites— which I think is the real issue here— is in our 
interest. 

First, this is a large and important industry that is growing rap- 
idly. I want to make clear at the beginning that the licensing deci- 
sions that we make put national security first. This is an industry, 
however, where economic considerations, I believe, deserve to be at 
the table. U.S. industry revenues were $23.1 billion, a 15 percent 



14 


increase over the previous year. Employment in 1997 was over 
100,000, a 10 percent increase from the previous year. The industry 
indicates that it has $1.7 billion in launch contracts on Chinese 
rockets, with 8,000 U.S. aerospace jobs directly supported by those 
contracts right now. They also indicate that over the next 5 years 
they have $8 billion worth of those contracts, and 16,000 jobs at 
stake, with respect to launch contracts for Chinese rockets. 

With over 1,200 satellites expected to be launched over the next 
10 years, it is clear that the U.S. industry will continue to need ac- 
cess to the full range of launch providers if it is to remain the 
world's leader. Not to be able to offer a competitive launch alter- 
native puts our satellite manufacturers at a competitive disadvan- 
tage vis-a-vis their foreign competitors. Putting them in a clear 
leadership position, I think, is a status that we would all support. 
It is not only good for our economy, but I would argue that it is 
good for our military and for our national security as well. As the 
line between military and civilian technology becomes increasingly 
blurred, what remains clear is that a second-class commercial sat- 
ellite industry means a second-class military satellite industry as 
well. The same companies make both products, and the same com- 
panies depend on exports for their health and for the revenues that 
will allow them to develop the next generation of products. 

Second, some of these satellites bring telephone, television, and 
Internet services to the Chinese people. I believe such services are 
an integral part of any effort to bring democracy and freedom to 
China. History has shown that it was a successful example of the 
West— not only in military strength, but in standard of living and 
freedom of expression— that brought the Cold War to an end. Our 
goal should be to bring not only our products, but our ideas and 
our values to China, but we cannot do that if they do not have the 
technological tools to receive them. 

International security since the end of the Cold War poses very 
real problems for the United States. These are complicated issues. 
We are in the midst of a serious debate as to whether we should 
seek to constructively engage those with whom we have disputes, 
or whether we should simply try to punish them through unilateral 
embargoes and sanctions. It may make us feel good to impose Cold 
War-style embargoes on these countries, even though they rarely 
work, but they do not help us achieve our objective of changing the 
other country's behavior, which is what I think we should focus on. 
Those who find it in their interest to exaggerate the threat of trade 
with China seem incapable of defining our relations with this 
emerging power in any terms but those of military conflict. How- 
ever, we believe that treating China as a committed adversary is 
the quickest way to ensure that it becomes one, and we remain 
convinced that it is better to engage China frankly in dialogue, in 
trade, and in ideas than it is to seek to isolate them. 

Thank you very much, Mr. Chairman. 

Senator Cochran. Thank you. Secretary Reinsch. 

Secretary Lodal, we welcome you and ask you to proceed. 
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TESTIMONY OF HON. JAN M. LODAL,i PRINCIPAL DEPUTY 

UNDER SECRETARY FOR POLICY, U.S. DEPARTMENT OF DE- 
FENSE 

Mr. Lodal. Thank you very much, Mr. Chairman. 

In the interest of time and in the interest of retaining your inter- 
est, I am going to skip over and summarize a lot of my remarks 
because they do deal with the history that I think you heard set 
forth very clearly here, going back to 1988, the original decision to 
export satellites to China, and then in 1990, with the Congres- 
sional provisions, 1992 with the Bush administration decision, im- 
plemented the next year by the Clinton administration, and the 
1996 changes that were made by the Clinton administration. What 
I would like to do is pick up at that point, the 1996 changes that 
were made when President Clinton decided to transfer additional 
jurisdiction for commercial communications satellites from the 
State Department to the Commerce Department. 

DOD supported this transfer because the transfer did not involve 
certain sensitive technology associated with satellites and with 
launch vehicles, and because the transfer was accompanied by sev- 
eral changes in procedures that protect DOD's ability to ensure 
that the transfers are consistent with U.S. national security. 

Let me once again summarize the system that is now in place. 

Companies can export complete commercial communications sat- 
ellites under a Commerce Department license, even if they contain 
one or more of the individual military technologies that define the 
State Department jurisdiction over communications satellites. How- 
ever, those individual military technologies must get a separate 
State Department munitions license when they are not exported as 
part of the complete satellite. 

The Commerce Department continues to control limited form, fit, 
and function technical data, but the State Department retains con- 
trol over all launch vehicles and all technical data associated with 
the launch vehicles, or with the integration of satellite payloads in 
the launch vehicles, and with all data or manufacturing data for 
satellites, and technical assistance that might be provide by U.S. 
companies to Chinese launch service providers, including launch 
failure analyses. 

In addition, several changes were made to strengthen the Com- 
merce Department system and the interagency review process for 
dual-use licenses. In particular, license determinations are now 
subject to a majority vote of the reviewing agencies, even in the 
first instance. In the past it was necessary to appeal, if you will— 
or escalate— the process before you got into committees where the 
agencies, other than the Commerce Department, had a vote. But 
for these items, that's no longer true. 

Licenses can be denied for broad national security reasons to any 
destination in the world, unlike the case for most dual-use items. 

And communications satellites are not subject to formal foreign 
availability determinations under the Export Administration Act, 
unlike most dual-use items. 

Communications licenses must include strong safeguards, includ- 
ing DOD monitoring and payment of DOD monitoring expenses by 


iJhe prepared statement of M r. Lodal appears in the Appendix on page 95. 
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the companies. This is a very key point. DOD currently reviews all 
communications satellites licenses to ensure that the proposed ex- 
port would be consistent with U.S. national security interests, and 
these recommendations reflect inputs from relevant DOD compo- 
nents, such as the Air Force and the National Security Agency. 

Our recommendations to approve a satellite export are condi- 
tional on strong safeguards, including a requirement that the sat- 
ellite exporter prepare a technology control plan, which must be 
approved by DOD. The technology control plan has to include a de- 
tailed transportation plan for shipping the satellite, to ensure that 
only U.S. personnel have access to the satellite at all times, and 
a detailed physical and operating security plan, including proce- 
dures for the supervised mating of the satellite to the launch vehi- 
cle. 

This is important because the satellite, as Senator Collins point- 
ed out, can include imbedded technologies that we do consider to 
be sensitive military technologies; therefore, it is quite important 
that we make sure that this satellite never be taken apart or 
accessed by the Chinese— or anyone, for that matter— from the 
time it leaves the United States to the time that it is either on 
orbit or blown up, in those cases where there is a launch failure. 

There is a requirement that technical data that any U.S. com- 
pany wants to transfer to a Chinese launch provider is approved 
in advance by our Defense Technology Security Administration, 
and a requirement that a DOD monitor be present at technical 
meetings between the U.S. exporter and Chinese launch service 
personnel to ensure that no information is exchanged that would 
improve Chinese missile or satellite capabilities. This includes a re- 
quirement that DOD monitors be present at the launch site in 
China to oversee physical site security and launch operations. 

So I want to emphasize that since 1996, monitoring by the U.S. 
Government is required in all launches of communications sat- 
ellites, and this monitoring is provided by DOD, as I have de- 
scribed. 

Monitoring by the U.S. Government was, in fact, required for all 
launches of satellites that contained any of the identified military 
technologies, or kick motors, or launch vehicle integration technical 
data, or any technical assistance, throughout the period that we 
have permitted satellites to be exported. In other words, any li- 
cense that was issued by the State Department required moni- 
toring. 

Now, after implementation of the 1992 Bush administration deci- 
sion purely commercial satellites, and before the 1996 revisions, 
there were three launches that were not monitored. These were 
launches of purely commercial satellites that were licensed by the 
Commerce Department. Monitoring had always been associated 
with the licenses issued by the State Department, and DOD license 
review procedures anticipated that there would be at least one 
State Department license required for the launch of even these 
commercial satellites that were now licensed by the Commerce De- 
partment. However, as it turned out, these launches did not re- 
quire any State Department licenses. We are not aware of any 
transfer of technology from these unmonitored launches that con- 
tributed to China's missile or military satellite capabilities. Never- 
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theless, DOD did conclude that full monitoring would be a strong 
safeguard at relatively low cost to the companies, and that it 
should be applied to all license cases, even those that did not re- 
quire Department of State licenses. This was agreed by all agencies 
and incorporated as a requirement in 1996, when jurisdiction was 
transferr^ to the Commerce Department for all commercial com- 
munications satellites, and the other improvements and changes 
that I described earlier were made at the same time. 

Mr. Chairman, in September of 1988, President Reagan decided 
to permit the launch of U.S. commercial communications satellites 
by China. This decision was motivated by a desire to allow com- 
mercial relations with China to expand in a more normal manner. 
The Reagan administration understood the potential risks, that 
such a program could lead to the transfer of military-related tech- 
nology to China, but also recognized that China had for many years 
had the basic technology necessary to develop and deploy effective 
ballistic missiles, including intercontinental missiles capable of hit- 
ting the United States. 

To help ensure that no significant missile or satellite technology 
is transferred to China, the United States negotiated a bilateral 
technology saf^uard agreement with the PRC that remains in 
force today. This overall policy, including the technology safeguard 
agreements and the related monitoring requirements, was a wise 
policy when it was adopted in 1988, when it was expanded in 1992, 
and it remains a wise policy today. 

DOD takes its overall role in the development and implementa- 
tion of export control policies very seriously. The case of commer- 
cial communications satellites with China presents significant chal- 
lenges to the U.S. export control system as we seek to ensure that 
no technology is transferred that would improve China's indigenous 
missile or satellite capabilities. We believe that the current system 
protects our national security and is doing its job. 

Thank you very much. 

Senator Cochran. Thank you very much. We appreciate the pan- 
el 's statements. 

First I am going to yield to my distinguished colleague from 
Michigan, Senator Levin, for any opening statements or comments 
he would like to make before we begin our questioning. 

OPENING STATEMENT OF SENATOR LEVIN i 

Senator Levin. Mr. Chairman, thank you for doing it that way. 

It has been 10 years since President Reagan changed our policy 
with respect to China and approved the export of commercial com- 
munications satellites for launch in China. That change was con- 
troversial at the time; indeed, it was adopted against the rec- 
ommendation of President Reagan's Science Advisor, who testified 
before this Subcommittee last month. Both President Bush and 
President Clinton continued down that road. 

Congress will hopefully look in a bipartisan way at whether the 
policy IS working and whether it is in our national interest to con- 
tinue it. 


iJhe prepared statement of Senator Levin with additionai copy appears in the Appendix on 
page 103. 
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A bipartisan Congressional review is appropriate; indeed, it is 
overdue. Over these past 10 years Congress has had ample oppor- 
tunity to weigh in on this issue. The chart there on the right shows 
that since Tiananmen Square, Congress has received 20 notices of 
decisions by Presidents to export communications satellites to 
China, 20 times, 20 waivers. Congress could have acted to stop sat- 
ellite exports if it had a concern, but it did not.i 

The same is true with a decision by President Bush in 1992 and 
by President Clinton in 1996 to shift certain types of commercial 
satellites from the State Department Munitions List to the Com- 
merce Department Control List. Congress received 30 days' prior 
notice in which it could have taken action to disapprove each of 
these transfers. I n fact, with respect to the 1996 transfer ordered 
by President Clinton, Congress had almost 7 months in which to 
act. The White House issued a press release in March 1996 an- 
nouncing the proposed transfer of commercial satellites from the 
munitions list to the Commerce Department, and the transfer itself 
didn't take place until that November. Now, that was right in the 
middle of the appropriations process back in March, when that 
press release was issued, where Congress also had the opportunity 
to block the use of appropriated funds to carry out the transfer. Yet 
there was not one step taken by Congress to block the licenses for 
those satellites or to reverse the decision by Presidents Bush and 
Clinton with respect to the munitions list. 

Moreover, it is the responsibility of Congress to reauthorize the 
Export Administration Act. Reauthorizing the Export Administra- 
tion Act is a direct opportunity for Congress to address any issue 
it may have on how the Commerce Department handles dual-use 
items— items which can be used for both commercial and military 
applications— yet that legislation has sat unresolved for years. 

Now, the export control process which is now in place is not an 
easy or a simple process, and nothing is when so many agencies 
are involved. But the process is not intended to be an easy one. It 
is intended to allow for a balancing of a range of competing na- 
tional security, foreign policy, and commercial concerns. And as you 
can see on the chart there on the left, the current process is a two- 
track process, one for the issuance of an export license, one for 
Presidential waiver. Both the Department of Defense and the State 
Department have two bites at the apple, and three appeals if their 
position is not heeded, right up to the President of the United 
States.2 

That two-track process is seen there, with the top line in blue 
with the initial decision of the agencies. If any agency disagrees, 
there are three appeals on that second line that can go right up 
to the President. And the waiver process, which is down on the bot- 
tom, the second track or second step also involves the Department 
of Defense and Department of State, and that also must be ap- 
proved by the President on recommendation of the National Secu- 
rity Council. 

Today we are going to continue the effort to find out if this proc- 
ess contains adequate safeguards for the licensing of satellites for 


iJhe referenced chart appears in the Appendix on page 101. 
2The referenced chart appears in the Appendix on page 102. 
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launch in China. The GAO said that it was unable to draw a con- 
clusion on that question because it hadn't examined the operation 
of the two-track process, and this Subcommittee— and I believe oth- 
ers— have tasked the GAO to try to reach a conclusion in that re- 
gard. 

So we have a very important task in front of this Subcommittee 
today, Mr. Chairman. I commend you for gathering us together 
again in this effort to determine whether or not this process pro- 
tects our national security. 

Senator Cochran. Thank you very much. Senator Levin. 

Let me start off by asking Secretary Reinsch to respond to a cou- 
ple of questions, the first of which has to do with a briefing which 
you made available for the members of our staff on May 29. You 
mentioned at that time that the purpose of the President's decision 
back in March of 1996 to move all commercial satellite export li- 
censing from the State Department to the Commerce Department 
was to change the process, not the substance, of the administra- 
tion's export control policy for satellites. 

What problems were there with the Clinton administration's 
process prior to 1996 that made this change necessary? 

Mr. Reinsch. I think that is a question— I will answer it— that 
is best addressed also to the companies, because they are the ones 
that have to go through the process. 

At the beginning level, the first line of Senator Levin's chart, if 
you will, there are significant differences between the State De- 
partment and the Commerce Department processes that the com- 
panies felt made a material difference in the way these decisions 
are made. The best way to summarize it is that the Commerce De- 
partment process is open, transparent, and time-limited, and the 
State Department process— which, after all, is a process for weap- 
ons and weapons systems— is not. 

I frankly think there are good reasons in both cases. If we are 
making a decision to sell a weapon or a weapons system to a for- 
eign power, it is appropriate to take plenty of time, have a rel- 
atively small number of agencies— i.e.. State Department and De- 
partment of Defense— review it, and have a reasonably opaque 
process. 

The Commerce Department controls dual-use items, which 
means items for which there is substantial civilian— or civil, if you 
will, commercial— demand. Oftentimes the ability to market a 
product or to sell it is directly related to your ability to provide it 
in a timely manner. 

Over the years, and we've been in this business since 1949 as far 
as the Commerce Department export controls are concerned, over 
the years we have developed a system which is designed to be proc- 
ess-friendly for the exporter. We have electronic systems that ex- 
porters can dial into to learn the status of their application. We 
publicize the names and phone numbers of our licensing officers. 
We encourage contact. We hold meetings. We bring the agencies in. 
As you can tell from the chart, we have time limitations on making 
decisions. 

These are all elements of a process which is designed to allow the 
exporter to interface with the government, to learn what the prob- 
lems are, and to operate in a system in which the exporter has an 



20 


opportunity to respond to the problems. That is distinct from the 
State Department's system, and we felt that for dual-use— we be- 
lieve, and I certainly feel now— for dual-use items, that is the ap- 
propriate kind of system to operate, and that satellites are properly 
a dual-use item under that system. 

Senator Cochran. Is it correct to say that the purpose of a com- 
modity classification by the Commerce Department is to determine 
under what type of license a commodity is to be exported? 

Mr. Reinsch. Well, there would be several purposes. One pur- 
pose of a commodity classification would be to determine that. Of- 
tentimes we simply get inquiries from exporters saying, "What is 
this?" "It's a widget." "I know it's a widget, but is it a widget that 
is subject to this set of controls or that set of controls?" Our regula- 
tions are complex because we have different control regimes for dif- 
ferent countries, for different regions, for different purposes. That's 
not true for satellites, where we control to all destinations, but as 
a general matter we have a lot of classification requests from ex- 
porters who simply want to assure themselves that they are put- 
ting the proper classification on their product. 

Another purpose would be to distinguish whether a State DqDart- 
ment license is required or a Commerce Department license is re- 
quired. I n that case the exporter could go to the State Department 
or he could go to the Commerce Department. 

Senator Cochran. Are exporters ever notified as to the result of 
a commodity classification that a general license can be used for an 
export— that is, that an individual validated license isn't nec- 
essary? 

Mr. Reinsch. That could be one result, if the commodity didn't 
require one. 

Senator Cochran. Do experts at the Department of Defense or 
the State Department have a formal role in the process by which 
a commodity classification is determined? 

Mr. Reinsch. One of the things that happened as part of the ju- 
risdiction transfer in 1996 that has not been commented on in de- 
tail is that the President also put in place a process for resolving 
differences of opinion, as a general matter, between the State and 
the Commerce Departments over issues of whether an item should 
be licensed under one system or the other system. 

The line between what is military and civilian, as you can tell 
from our testimony and your statements, is blurry and is getting 
blurrier, and it's one that occasionally runs into controversy. I be- 
lieve it was a comment that the Bush initiative resulted in some 
two dozen items being transferred; in fact, some have gone the 
other way. This is a moving target. 

As part of the process that the President put in place, we agreed 
to share with the State Department a set of commodity classifica- 
tions that we felt might intrude on their territory— and Depart- 
ment of Defense; I don't mean to exclude them— for them to review. 
The State Department, in turn, agreed to share the same with us 
if they had some that they felt fell properly in our area. So there 
has been some transfer of commodity classifications for other agen- 
cy review. I don't believe that as a result of that, though, which has 
been going on since the end of 1996, that anybody has flagged any 
of them for remedial action. 
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Senator Cochran. Is it correct that only those items requiring an 
individual validated license are subject to the Executive Order 
12981 process that is subject to review by departments other than 
the Commerce Department? 

Mr. Reinsch. That's correct. 

Senator Cochran. OK. So only those items requiring an indi- 
vidual validated license are subject to that process? 

Mr. Reinsch. Well, those are the only items— that's correct, but 
let me make clear what we're talking about. Those are the only 
items that require a U.S. Government export license. The other cat- 
egory of items are those items that we currently refer to as EAR- 
99, which in the past were called G-DEST or "NLR," no license re- 
quired. These are items that don't require a license. 

Senator Cochran. You said at the beginning of my line of ques- 
tions that exporters are notified as a result of a commodity classi- 
fication that a general license can be used for an exporter. They 
ask you? 

Mr. Reinsch. If it is appropriate in that case, yes. 

Senator Cochran. And that is that an individual validated li- 
cense is not necessary? 

Mr. Reinsch. That would be one of the things that we could tell 
them, yes. 

Senator Cochran. And if it's not necessary, then the other de- 
partments aren't involved in a formal way in the review? 

Mr. Reinsch. That's correct. 

Senator Cochran. Secretary Holum, is the purpose of a com- 
modity jurisdiction to determine whether an item should be li- 
censed for export either under the jurisdiction of the State Depart- 
ment Munitions List or the Commodity Control List? 

Mr. Holum. That's how we use it, yes. 

Senator Cochran. Does the Commerce Department have a for- 
mal role in the commodity jurisdiction process? 

Mr. Holum. I would have to consult. 

Mr. Reinsch. That's what I was just alluding to, Mr. Chairman, 
the process that has been established. 

Senator Cochran. I want to hear him answer it now. 

Mr. Holum. The answer is yes, they do have an opportunity to 
be involved in our reviews. 

Senator Cochran. OK. I am going to withhold further questions 
and defer to my colleagues. 

Senator Cl el and. 

Senator Cleland. Thank you, Mr. Chairman. 

Senator Cochran. You got promoted real quick. [Laughter.] 

Senator Cleland. Let me just thank you all for struggling with 
this issue. 

There are several things that just leap to mind in the testimony. 
First, the comment that the same companies make both products. 
They make military equipment that is sensitive, and they make 
communications satellites. I think that is our challenge, how in the 
world to determine what is potentially dual-use. And in that proc- 
ess, it seems to me, since the same companies make both products, 
and the effort of the Commerce Department is to be process-friend- 
ly, it does seem from a national security perspective that you need 
something to countervail that and to be national security-conserv- 
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ative or national security-slow or whatever, and that maybe that's 
the role of the Defense Department. Somebody needs to referee 
this. Maybe that's the State Department, because they take all 
these things into account. And maybe the ultimate referee or de- 
cider is the President if those entities disagree. 

That seems to me maybe a logical way to work it. I guess I have 
real concern about the Commerce Department more and more be- 
coming the lead dog here, and I understand the need for commer- 
cial interests and being process-friendly. But here we are, talking 
about national security, and the companies are making the same 
products, satellites, rockets, and boosters, that are possibly tar- 
geted toward us. I mean, this is serious business here, so I have 
concern about the current process. 

Second, I note that of the current process— if any agency dis- 
agrees, then there's a vote, and a majority vote wins. Now, that's 
all right down here, but in terms of national security. I'm not sure, 

I just want to put that up for a vote. 

Third, I notice that the CIA and the j oint Chiefs are nonvoting 
members. 

I guess I have concern about the procedure, that we are not, in 
this highly technical and highly specialized area, violating our own 
security, and that we have a process that really tolerates that. 

And fourth, there is a concept in which communications, in and 
of itself, facilitates intelligence, and intelligence is the key to win- 
ning battles on the battlefield. We are investing so much of our 
own DOD money in improving surveillance, in improving the 
digitizalization of the battlefield and our understanding of where 
we are on the battlefield, where the bad guys are, and where our 
friends are— I mean, this whole information world out there is the 
key to victory. So I think we have to be very careful about the proc- 
ess. 

I just have great concern that the Commerce Department seems 
to be more and more, over the years, the lead dog here, and that 
that process is more and more friendly to commercial interests. I 
guess I would rather see us hedge our bets and put national secu- 
rity first and the Commerce Department second. 

I would like any of you that want to comment on that, to com- 
ment. Mr. Secretary. 

Mr. Holum. I would like to begin with just one very key observa- 
tion, then defer to my colleagues. 

It seems to me that as I listen to our statements, including my 
own, I don't think this comes through clearly enough and it needs 
to be underscored. We are dealing with a situation in which the 
Chinese don't get technology if it is under a State Department li- 
cense, and State Department licenses still apply to a number of 
these transactions if they have items that are on the munitions list 
associated with them in a way that would make them accessible. 
But they don't get those items, they don't get the satellite, they 
don't get the sensitive technology that is imbedded within the sat- 
ellite. It goes there under escort. It is monitored continuously. It 
is mount^ on the launcher and shot into space. They don't have 
it, so their access to the technology is limited by that basic reality. 

I think we haven't been clear enough in explaining the process 
here. Something I saw in the press described this as similar to Fed- 
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eral Express, except that Federal Express, I suppose, could open 
the package. But they don't know what's in it. All they're doing is 
delivering it, and that's essentially what's happening with the sat- 
ellite launch. 

Now, even if the satellite is sold to China, they don't get to take 
it apart and look inside and decode and reverse engineer the com- 
ponents of it. It still goes there under safeguards and monitoring 
and is shot into space; the difference is that they get the benefit 
of it. They get to use the satellite services. Many of these satellites 
are sold to other countries; they are just launch^ by China. 

Mr. Lodal. That's very well stated, J ohn. I might elaborate just 
a little bit, especially on the point about the companies. 

It is true that these same companies make military satellites and 
communications satellites, by and large, but they don't necessarily 
make the rockets and the missiles and the satellites. This really 
goes back to what happened in 1996. I think we faced the reality 
there, as one of my colleagues said in his statement, that the com- 
mercially viable communications satellites were going to have 
imbedded in them some sensitive technologies. So if we were going 
to have a policy that made any sense at all that permitted our in- 
dustry to continue to progress, we were going to permit the launch 
of satellites that did have these imbedded technologies, because the 
1992 decision did not permit them to be licensed by the Commerce 
Department, so they still had to go through the more complex Mu- 
nitions process even if it was imbedded. 

So yes, we went a step further in saying the kind of satellites 
that might be made by a military contractor, with even some mili- 
tary-type technologies imbedded in them, could be launched by 
China and could be licensed as dual-use items. But we didn't move 
one inch, one hair-width, on the question of the launchers, the 
basic vehicles, or the technology incorporated in either the launch- 
ers or the satellite itself. Those stay on the munitions list and can 
only be licensed by the State Department and can only be ex- 
ported— and we don't do that for China, because we maintain this 
zero tolerance position with regard to missile technology for China, 
despite the fact that there are other countries in the world that are 
providing some of that technology to China. It was our view that 
this should not be something that the United States does, and 
that's why we drew that very firm line between the box, if you will, 
which goes on top of the "truck," if you will, that carries it into 
space, and all the rest of it. 

Mr. Reinsch. Let me make a process comment, a more general 
comment to respond to yours, if I may. Senator. 

I guess I am flattered to be the "lead dog," although I must say 
that in dealing with these agencies I don't usually end up in that 
position. [Laughter.] 

I think what the President did in 1995 in the Executive Order 
was an effort to address the concern that you raised. What he rec- 
ognized was that these are complicated decisions. Keep in mind the 
kind of items that we're talking about. We're talking about sat- 
ellites today, but a lot of what the Commerce Department controls 
far more is computers, telecommunications equipment, chemical 
precursors— they can be fertilizer if they're one way, and chemical 
weapons if they're another way, machine tools, things where you're 
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talking about a "use universe," if you will, that is about 90 percent 
civilian and about 10 percent not. 

What the President concluded— and we spent a lot of time on 
this in the context of developing a proposal to amend the statute 
in 1994 and 1995— was that these decisions r^uire multiple fac- 
tors, and there are multiple agencies with equities. What he essen- 
tially devised was a system in which those agencies that had some- 
thing to contribute got a seat at the table. The Commerce Depart- 
ment runs the system; and I said "process-friendly." I didn't say 
"policy-friendly." I will take exception vigorously to any sugges- 
tion— and I don't know that you've made one— but any suggestion 
that the Commerce Department is less interested in national secu- 
rity than the other agencies are. We run the system, and I think 
we run it in a way that gives the taxpayer— after all, exporters are 
taxpayers— what they are entitled to, which is a rapid, clear deci- 
sion. That's what government is supposed to be about, and that's 
what we try to do. 

The Defense Department comes to the table and makes the na- 
tional security argument. The State Department comes to the table 
and makes that argument and the foreign policy argument. The 
Arms Control and Disarmament Agency— Mr. Holum has two hats, 
he can come to the table and effectively vote twice. He makes a 
nonproliferation argument. The Energy Department comes to the 
table, particularly on nuclear items, and interjects its point of view. 

The idea here was to get everybody who had something to say 
about the thing up there at the table at the same time and create 
a process in which all those factors could be weighed and balanced. 

Now, as a matter of record— and as I said earlier, we have been 
in consensus on all the satellite cases that the Commerce Depart- 
ment has handled— as a matter of record, 95 percent of the licenses 
that the Commerce Department works on are resolved by con- 
sensus at the working level and never enter into the decision- 
making process that Senator Levin had up here. That tiny number 
that do enter into the decisionmaking process that Senator Levin 
has in his chart have never, in this administration, gone beyond 
the assistant secretary level. 

Now, theoretically, as I said, one of the other agencies— or we, 
if we are on the losing side— could take a matter all the way to the 
President. We've never had to do that because we've been able to 
reach consensus at the assistant secretary level. And I'm making 
a statement here not just about satellites, but about all licenses. 

When we did that, this was a hard-fought issue. It was a hard- 
fought issue in my building, frankly, and making this Executive 
Order was something that I take some pride in personally. What 
we did was, we provided to the Defense Department something 
that they had wanted for 15 years, and I say that, having worked 
up here on 10 different rewrites of the Export Administration Act; 
that is, they wanted to be able to review all licenses. Prior to the 
President's Executive Order in 1995, we were referring about 52 
percent of our licenses for other agencies' review. Now we are refer- 
ring between 92 and 95 percent of our licenses, because we will 
send them whatever they tell us they want, and they tell us by cat- 
egory: "If it's going to China, we want to see it. If it's a satellite, 
we want to see it. If it's in this category, we want to see it." 
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So the system, I think, has worked smoothly. It has largely been 
a product of consensus. What you hear about up here, of course, 
are the places where there was some controversy. These things 
happen, but we have a process to resolve it, and I think they will 
tell you that their equities are protected all the way to the top. 

Mr. Lodal. I would agree with that, and I would emphasize that 
while it is a majority vote, it has a little bit of a different flavor 
to it in that anyone who doesn't like the majority can appeal it to 
the next level, up to the President. And, of course, the Director of 
Central Intelligence and the Chairman have their independent au- 
thority to advise the President should they feel so strongly. 

It's kind of a small change, but in the previous system, the Com- 
merce Department alone, could force it, if you will, either to go the 
way the Commerce Department wanted it, or into a more complex 
escalation and appeal process. But now, the Commerce Department 
has to get at least somebody else to line up with them, or else the 
majority will go the other way and it's settled at that point. 

Senator Cleland. Mr. Secretary, could I just interrupt? Do you 
think the State Department should be the lead agency in this proc- 
ess? I understand the process and I didn't really mean to make 
light of the majority vote. I understand the consensus. But I guess 
wnat I'm trying to figure out, is there a consensus here, given the 
incredible national security interest, of all the things you just men- 
tioned, Mr. Secretary— the biological and chemical capabilities, the 
intelligence capabilities, with computers and satellites and so forth. 
Everything you mentioned seems to have greater and greater na- 
tional security interest. I just wondered if the State Department, 
or even DOD, might be better suited as the lead agency here. 

Mr. Reinsch. Well, I think certainly on munitions, if it's a ques- 
tion of whether it should be— State Department or Department of 
Defense— it's been the State Department, and I think that works 
well, because State Department's responsibilities are to take into 
account all aspects of our national security and foreign policy con- 
siderations. 

The Defense Department does have the primary responsibility to 
talk about the impact on national security, and that has always 
been respected. I don't know of any cases where 

Senator Cleland. It seems to me that increasingly, information, 
in this information world, is ammunition, or munitions, in many 
ways. 

One more question, if anybody would like to answer it. 

It seems to me that at some point in the 1980's there was a deci- 
sion that this country would not build the capability to launch do- 
mestic or commercial satellites in space, that we would use our 
launch capability— our delivery systems— for national security sat- 
ellites only, and that in effect we would loosen up and contract 
out— and be willing to contract out— to other countries like China, 
France, other countries, even Russia, to launch "commercial sat- 
ellites." It seems to me that was a k^ judgment call, especially 
since commercial satellites now are built by the same people who 
make military satellites, and the dual-use technology is so closely 
connected that it is hard to separate it now. 

I just wonder if anyone would like to speculate on either what 
it would cost for us to go into the domestic commercial lift business 
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into space, or whether that would be a good governmental decision, 
in effect to take back our decision and do it ourselves? 

Mr. Reinsch. Let me make a comment. Senator Cleland, if I 
may, sir, reserving the right to perhaps get back to you with more 
information at a later point, because it's an intriguing thought and 
a new one. 

The United States has had commercial launch capabilities. We 
do some of this now. I think the figures that the industry has pro- 
vided us is that on a global basis, we provide about two-thirds of 
the world's satellites and about 40 percent of the world's launches. 
So the capability is there, but you can see that there is also a gap. 

I am not aware of an explicit decision. There was a lot of con- 
troversy in the mid-1980's and late-1980's when President Reagan 
was moving toward a decision to permit Chinese launches. I was 
here at the time and got a lot of input from the "rocket companies," 
if you will, and it is true that there are fewer of them now than 
there was then. You've probably seen that tree diagram that starts 
out with 40 or 50 defense companies, and now it's much smaller. 

They were very concerned at that time that the Chinese were 
going to be dumping launch services, effectively underpricing them, 
and one of the things they persuaded the Reagan administration to 
do was to negotiate not only the Technology Safeguards Agreement 
that we went into, but a pricing agreement and a launch quota 
agreement, which was renewed by this administration in, I believe, 
1993. Those agreements commit the Chinese to keep their prices 
within a certain range. As a nonmarket economy, there aren't mar- 
ket rules prevailing. And it effectively gives them a quota of 
launches through the year 2001. 

I think the economics of launches in the past 8 years or so have 
largely militated, until recently, against the creation of new launch 
services for economic reasons. It's large, it's expensive; it's dan- 
gerous in the sense that people can get killed, but it is also finan- 
cially dangerous when one of these things goes off course. If you 
blow it up, you're talking about an insurance package of hundreds 
of millions of dollars. 

But there are several launch service providers, new ones, coming 
on line, including an ocean launch platform that is a consortium of 
an American company and several foreign companies. 

You might want to ask that particular American company why 
they chose to enter into a consortium with non-American compa- 
nies, and why they chose to go offshore instead of inside the conti- 
nental United States. I think, frankly, it's a matter of economics. 
Now, whether the Federal Government should do something about 
it is a very interesting question, and it might be something that 
the Armed Services Committee will want to look at, because that's 
where a lot of these facilities fall. 

Senator Cleland. Well, thank you all very much. I appreciate 
you all grappling with this issue, and we appreciate your service 
to our country. 

Thank you very much, Mr. Chairman. 

Senator Cochran. Thank you. Senator. 

Senator Collins. 

Senator Collins. Thank you, Mr. Chairman. 



27 


Secretary Holum, you testified that the Loral Chinasat-8 project, 
which has been the subject of so much press scrutiny lately, was 
handled "in a normal manner and was consistent with long- 
standing State Department policy." Is that an accurate assessment 
of the testimony that you gave us? 

Mr. Holum. Yes. Referring to the waiver in— the more recent 
waiver allowing a further license for a subsequent launch, notwith- 
standing the criminal investigation going into a previous case. 

Senator Collins. That's what I want to pursue with you. 

Are you aware of any other case where the President approved 
a waiver for a company despite a specific warning from the Depart- 
ment of j ustice that going forward with this waiver might jeop- 
ardize the successful prosecution of an earlier export violation? 

Mr. Holum. I am not. I was referring to the State Department 
process and our own approval, rather than what happened subse- 
quent to that. 

I am not aware of any such case one way or the other. I am 
aware that in terms of our own precedents in the State Depart- 
ment— in fact, these precedents have been searched— that we have 
not previously denied licenses to companies that are under inves- 
tigation short of an indictment, except I think there was one case 
where the company itself had a rogue employee who was forging 
licenses and they didn't know which ones were valid, so they 
agreed with us that they should suspend licenses. 

But the general practice— this is specifically what I was referring 
to— is that if there is an investigation of a company underway, we 
obviously want to be aware of that, but we don't deny licensing 
rights solely on that basis. 

Senator Collins. I understand that you don't advise denying a 
waiver solely on the basis of a pending investigation. But what we 
have here is quite different. What we have in the Loral case is the 
Department of j ustice specifically saying that going ahead with the 
waiver could have a significant adverse impact on the Department 
of j ustice's ability to undertake a prosecution involving the earlier 
technology transfer. 

Isn't that a different situation? 

Mr. Holum. I don't know how different it is because I don't know 
what other precedents there are. 

Senator Collins. But you don't know of any other case where 
there was a waiver granted, despite the Department of j ustice spe- 
cifically saying that this could jeopardize an underlying case? 

Mr. Holum. No, and I probably wouldn't know of any such case, 
were there one. But my understanding is that in this case, this was 
a decision that was made taking into account the views of all the 
relevant departments and agencies, including the Department of 
j ustice, when the waiver decision was finally made. 

Senator Collins. According to press reports on this waiver, the 
State Department had already alleged in a letter to Loral execu- 
tives that there had been a violation of our export control laws in 
the earlier episode, this is, in the accident review. Is it unusual 
that the White House— the President himself— would go ahead 
even after the State Department had made a preliminary deter- 
mination that there had been a violation? 
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Mr. Holum. I think it wouid be consistent with practice, again, 
because on that basis aione we wouidn't recommend deniai of a 
waiver. 

Senator Collins. Mr. Chairman, it strikes me that this case was 
anything but routine in that we had a specific warning from the 
J ustice Department that going ahead might jeopardize an inves- 
tigation in which the State Department beiieved the company had 
broken the iaw. 

i have severai more questions but i know that peopie have been 
waiting a iong time, so i wiii end now in the hopes that perhaps 
we'ii do a second round. Thank you. 

Senator Cochran. Thank you. Senator. 

Senator Thompson, Senator Levin has not objected to my recog- 
nizing you next si nee you were hereeariier. 

Senator Thompson. Aii right, i appreciate it. 

in 1996, the transfer was made. The sateiiites that remained on 
the munitions iist were transferred— the jurisdiction was trans- 
ferred— over to the Commerce Department. Prior to that, the inter- 
agency group, inciuding Secretary Christopher, recommended 
against that transfer, i assume that their rationaie was the same 
as those who had preceded them, and that is that there was some 
danger in connection with this technoiogy transfer of American sat- 
eiiites. 

Then, as i understand it, the President came back with an Exec- 
utive Order that apparentiy satisfied this interagency group, that 
even though they had concerns about this transfer of jurisdiction, 
those concerns were now satisfied because of additionai safeguards 
that Executive Order contained. 

That iast sentence— you may not agree with everything that i've 
said, but is that iast sentence basicaiiy correct? 

Mr. Lodal. Yes. 

Senator Thompson. And part of those safeguards had to do with 
this process that you have described here, where you say everyone 
more or iess gets a shot at it. Essentiaiiy, that is what we're taik- 
ing about, i want to examine that process just for a minute. 

As i understand it, with r^ard to an export iicense appiication, 
there is the interagency review, if it is not unanimous, it goes to 
the operating committee, first of aii; then if it is not unanimous 
there, it can be appeaied to the Advisory Committee for Export Poi- 
icy, ACEP 

Mr. Holum. it's a majority vote at those ieveis, rather than 
unanimous. 

Senator Thompson. A majority vote. 

Then if there is a majority vote, to appeai that, it can go to the 
Export Administration Review Board? 

Mr. Holum. Any iosing agency in the majority vote can appeai 
it to the next ievei. So a singie agency can appeai a decision by the 
majority. 

Senator Thompson. Aii right. 

Now, as i understand it, in order to appeai a decision by the 
ACEP, the agency desiring the appeai has to go back to his depart- 
ment and go to his assistant secretary and get him to agree to ap- 
peai it? 
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Mr. Holum. If it's at the ACER level, it is the assistant secretary 
level, so 

Senator Thompson. So for example— we'll take the Department 
of Defense. You have within the Department of Defense what is re- 
ferred to as DTSA, technical people who sometimes object to these 
transfers. In the first place, the person who actually reviews the 
matter for DTSA is not necessarily the person who sits on this 
interagency group to start with, correct? 

Mr. Lodal. Correct. 

Senator Thompson. All right. So somebody else from the Depart- 
ment of Defense sits on the interagency group. He makes his rec- 
ommendation to turn down the export license, which sometimes 
happens, correct? 

Mr. Lodal. Yes. 

Senator Thompson. It's not unanimous, so it goes to the oper- 
ating committee, and then it goes from there to ACER? 

Mr. Lodal. Well, actually, the operating committee is at the 
working level, more or less. That's the lowest level committee; 
that's the first one. Then it goes to ACER, which is assistant secre- 
taries. 

Senator Thompson. All right. In this particular case, the rep- 
resentative from the Department of Defense would have to come 
back and get the sign-off by the Assistant Secretary of Defense in 
order to appeal to ACER? 

Mr. Lodal. Right. At the operating committee, the people are 
technical people, mostly from DTSA. So they have been the people 
who have been involved in the actual review. So then if it went 
against us, if you will— which it has never done on satellites, but 
were that to happen at the operating committee— he would come 
back and come to the assistant secretary that supervises DTSA and 
then it would go to the ACE R. 

Senator Thompson. So it's never gone against you on satellites? 

Mr. Lodal. No. 

Senator Thompson. Is that correct? 

Mr. Lodal. Yes. I think there was an issue where at an early 
stage we had a disagreement on one— not a satellite, but one of 
these technologies that are included as a separate matter, but my 
understanding is that that was resolved also, before it got to the 
assistant secretary level. 

Mr. Reinsch. If I could interject. Senator, normally what hap- 
pens in these cases is the license reviewing officers at the working 
level in all the agencies will often have questions, and the first 
thing that comes back to us as sort of the "mail box" of the system, 
if you will, is not a yes or a no, but a question: "We don't have 
enough information. We need to know the following additional 
things." And then we go out and get that information, and then it 
is recirculated and discussed. 

And the system sort of waits. We have a means in our process 
to stop the clock if we are waiting for the exporter to provide more 
information, but I wouldn't want to suggest that the fact that 
DTSA has come back with a question should be construed as sug- 
gesting that they have an objection. 

Senator Thompson. Well, I wasn't going to get into that, but 
you're not telling me that the operating officer at the DTSA level 
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never had an objection, not a question but an objection, which is 
in turn overruled by the operating committee. You're not saying 
that that's never happened, are you? 

Mr. Lodal. That has never happened on communications sat- 
ellites. 

Senator Thompson. On satellites? 

Mr. Lodal. Right. 

Senator Thompson. But with regard to other things, it does hap- 
pen? 

Mr. Lodal. It does happen, yes. 

Senator Thompson. As I was saying, if the reviewing official 
from DOD is over-ruled at the operating committee, he has to go 
back and get the assistant secretary to intervene. 

How many levels are there administratively between the person 
who would be representing the department at this operating com- 
mittee, and the assistant secretary? 

Mr. Lodal. Well, the head of DTSA reports directly to the assist- 
ant secretary— let me ask Mr. Tarbell to clarify this. 

Senator Cochran. Would you please identify yourself for the 
record? 

Mr. Tarbell. My name is Dave Tarbell. I am the Director of the 
Defense Technology Security Administration, otherwise known as 
DTSA. 

Senator, the way that it works, to sort of get at your organiza- 
tional question, within my organization I have a licensing division, 
and that licensing division represents us at the operating com- 
mittee. Within that licensing division we have individual licensing 
officers who review licenses. Those officers make recommendations, 
and the initial recommendation for DOD, into the system. 

When there is a disagreement by any agency within that process, 
it gets to the operating committee. So for example, if we disagree 
with the Commerce Department as to whether or not a licence 
ought to be approved, or a condition ought to be approved, then it 
would come before that committee for a discussion. Setting aside 
communications satellites, the procedure then is that the Com- 
merce Department looks at all the recommendations 

Senator Thompson. What do you mean, setting aside commu- 
nications satellites? 

Mr. Tarbell. Setting aside communications satellites, because 
communications satellites are subject to majority vote at that level. 
But for all other licenses, with the exception of a few that work like 
communications satellites, like hot session technology for aircraft. 
Commerce Department issues what is called an "Operating Com- 
mittee Licensing Decision." We then have 5 calendar days, if we 
disagree with that decision, to get an assistant secretary to send 
a letter to the Commerce Department to appeal that decision to the 
ACER. 

Senator Thompson. Now, that 5 days, does that pertain to sat- 
ellites or non-satellites? 

Mr. Tarbell. It pertains to everything. It pertains to satellites 
as well. So if there was a majority vote in the operating committee 
on a satellite license— which there's never been because we've 
never had a disagreement which got to that point— if there were 
a majority vote on the operating committee that went against us. 
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then we would have to go and appeal that to the assistant sec- 
retary. I report to a deputy assistant secretary, so that decision has 
to come through me, goes through a deputy assistant secretary to 
an assistant secretary for a letter to go out of the Department. 

Senator Thompson. So you have to get written objection or 
agreement to appeal or whatever 

Mr. Tarbell. An appeal that has to be signed by an assistant 
secretary who is confirmed by the Senate, yes. 

Mr. Reinsch. Let me add a note also on what happens. Normally 
with this process, if they're going to escalate, they call and let us 
know, which effectively— what we usually do in that case is make 
sure that they get enough time to get their letter in. 

Mr. Tarbell. Let me be clear. The rules are 5 days, but if it's 
on a weekend we call up and say, "We're going to have a letter," 
and they will say, "Fine." 

Senator Thompson. In a town where it takes 2 months to get 
your letter answered across town, that still seems like a very short 
period of time, and that's one of the things I wanted to get to. 
You've got to go up two levels within your department and explain 
the situation to an assistant secretary in order to get him to inter- 
vene in order to take it to the next level, and at the next level, if 
you want to take it to the Export Administration Review Board, if 
you want to take it past that, you have another 5 days, don't you? 

Mr. Tarbell. Yes, sir. If there is a majority vote at the ACER 
that goes against us and we disagree, then we can take it to the 
Export Administration Review Board, and that is at the Cabinet 
level. 

Senator Thompson. So at that point you have to get the Sec- 
retary to intervene, to take it up to that point? 

Mr. Tarbell. Yes, the Secretary 

Senator Thompson. But of course, you've never had a situation 
that got that far? 

Mr. Tarbell. That's correct. 

Senator Thompson. Which Mr. Reinsch thinks proves his point, 
and I think proves mine. I can well understand why you've never 
gotten one up that far. 

But in all seriousness, this is something that jumps out at you. 
You have a complex situation. You have people, starting at the op- 
erating committee, some of whom are very knowledgeable in these 
areas and some of whom are not necessarily knowledgeable in 
these highly technical areas that you're dealing with. 

Mr. Reinsch. I would object to that. Senator. 

Senator Thompson. Your objection is noted. 

Then you have to go back to two levels within your own D^art- 
ment and intervene within 5 days, and at each level of the inter- 
agency review— who chairs the operating committee? 

Mr. Reinsch. The Commerce Department. 

Senator Thompson. Who chairs ACER? 

Mr. Reinsch. The Commerce D^artment chairs all the levels. 

Senator Thompson. Who chairs the Export Advisory Review 
Board? 

Mr. Reinsch. The same, the Commerce Department. This has 
been the same for years, prior to the 1995 or 1996 
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Senator Thompson. OK, fine. The question becomes, as I said in 
the beginning, whether or not this is an effective review process 
with regard to a matter, as Senator Cl el and pointed out, involving 
potential national security. And I think that clearly that process 
and the Export Administration Act, which says that the President 
can intervene in matters of national security and foreign policy, are 
held out to be the safeguards, more or less. But I assume that with 
regard to the utilization of those provisions under the Export Ad- 
ministration Act, where the President can intervene, that it would 
have to go through this same administrative process, would it not, 
to work its way up to the President? 

Mr. Lodal. I'm sorry, which cases are you referring to that 
would have to go up? 

Senator Thompson. Well, if a determination is made that a par- 
ticular export would involve matters of national security or should 
be turnea down— of course, you could do anything you wanted to 
do, I assume, unilaterally— but as a practical matter that would 
work its way up through the same administrative process, wouldn't 
it? 

Mr. Lodal. Well, if it wasn't agreed at a lower level. Now, for 
communications satellites, our advice has always been accepted; if 
we felt it had a national security implications— there aren't any 
cases, I believe, that we know of, where it was necessary to do that, 
because our advice was always accepted, from the Defense Depart- 
ment. 

Senator Thompson. All right. 

Mr. Lodal. Could I just clarify one quick point here? 

It seems a little cumbersome, but in fact— I probably sign 30 doc- 
uments a day myself; our assistant secretaries do 20 or 30, we have 
lots of E-mail, we see the Secretary, we see the Deputy Secretary 
every day. We, in fact, can do these things in a matter of hours or 
a day or two if we need to. And I don't think— Mr. Tarbell tells me 
he has never been overruled by his assistant secretary. I don't 
think he's ever overruled his analyst on these 

Senator Thompson. Well, let's let him answer that question, 
whether or not he has ever overruled one of his analysts. 

Mr. Lodal. Sure. 

Mr. Tarbell. Yes, sir, I have overruled my analysts plenty of 
times because this is a balance of judgment that I'm paid for. And 
frankly, occasionally, my analysts will bring forth a case that they 
believe has policy merit and has policy considerations around it 
that frankly doesn't. 

Many times what will happen is that these cases will come for 
my consideration, and I will make a judgment that says, 'This is 
just not important enough at this point in time to bring up the 
line." And I balance that against other views within the D^art- 
ment on this matter. 

My role is to bring all of the various factors to play, including 
the advice and consideration from the Army, the Air Force, the 
Navy, and others on this matter. So I will consult with those people 
and make that judgment, and we have lots of conversations about 
this. 

The third kind of situation is a situation where this matter 
comes to my attention, and we often get in touch with the Com- 
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merce Department, and I make it known to them that this is some- 
thing that we're very serious about, and we reconcile it on a con- 
sensus basis and try to come up with some kind of compromise so 
that we don't have to take up the time of busy people up the line. 
And in many cases, the Department of Commerce comes over to 
our side and puts in a condition, puts in some kind of a framework 
that meets our security objectives. In those circumstances, I think 
that that allows us to be at a standpoint that we're comfortable 
with the export being allowed. 

So that's the framework that we operate in. This is a situation 
where, at my agency, we're reviewing from the Commerce Depart- 
ment 9,000 licenses a year. 

Senator Thompson. Would there be instances, then, of those 
many instances that you referred to where you've overturned your 
analyst, where an analyst objected to a transfer and it never made 
it to the operating committee? 

Mr. Tarbell. No. It is usually then discussed, and I can't think 
of a circumstance where it was that this came up to my attention 
before it had gotten to the operating committee and been fully dis- 
cussed interagency. This is usually after the Commerce Depart- 
ment has issued a license determination that I talked about, after 
the operating committee, to try to make a judgment about whether 
or not it is something that is important enough to escalate to the 
assistant secretary level. 

Senator Thompson. So it would be at the escalation point that 
you would in fact overrule your analyst? 

Mr. Tarbell. Yes, sir. That's a responsibility that the assistant 
secretary has 

Senator Thompson. Well, this is obviously relevant to everything 
that we're looking at. I don't think that's the focus today, but I ap- 
preciate your testimony on that because as I understand it, DTSA 
is really where the rubber meets the road, and you and your people 
have to make the decision many times on the front end, from an 
analytical standpoint, as to whether or not this particular tech- 
nology can be used or is probably going to be used by the person 
receiving it for military purposes, and whether or not it can be con- 
verted to military purposes. These are very important things, and 
they are at your level that you have that determination. 

While I 've got you here, I have read or heard recently that DTSA 
is going to be changed organizationally. It's going to be moved 
within the Department of Defense from one under secretary to an- 
other, or that you're going to be physically relocated in the suburbs 
here somewhere. Can you tell me what the situation is with regard 
to DTSA, Mr. Secretary? 

Mr. Lodal. Certainly. We do plan to include DTSA in a newly- 
created Defense Threat Reduction Agency, which will involve some 
physical relocation of the organization as well. 

This agency will include all of the main operating elements in 
the Department of Defense that deal with proliferation and arms 
control matters, and we believe it will give us the ability to have 
some consolidated management over those issues that will report 
directly to the under secretary for Acquisition and Technology. 

Most of the work on a day-to-day basis that is done by DTSA is 
technical work. They have engineers, they have experts in various 
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technologies who look at these cases and these licenses and under- 
stand "what is this thing and exactly how is it going to work," and 
its engineering characteristics and so forth. 

The policy oversight, the policy questions, will remain the re- 
sponsibility of the Under Secretary of Defense for Policy, even in 
this new organization. 

Senator Thompson. So DTSA is being removed from the Under 
Secretary for Policy? 

Mr. Lodal. Yes, and moved to the Under Secretary for Acquisi- 
tion and Technology. 

Mr. Reinsch. I would just like to say on the record. Senator 
Thompson, that the Commerce Department had nothing to do with 
anything that has happened there. [Laughter.] 

Lest there be a suspicion. 

Senator Thompson. So you're moving DTSA from the Under Sec- 
retary for Policy to the Under Secretary of Acquisition? 

Mr. Lodal. Acquisition and Technology. 

Senator Thompson. And Technology. Well, that's to be further 
explored, I must say. And you are physically removing them from 
their current offices and placing them where? 

Mr. Lodal. They are in private offices now, and they will move 
to some new private offices. I guess it's near Dulles Airport. 

Senator Thompson. Where are they now? 

Mr. Tarbell. We're in Pentagon City. 

Senator Thompson. OK. Well, to be later discussed. I must say 
that at first blush it seemed rather strange. 

I have nothing further. 

Senator Cochran. Thank you. Senator. 

Senator Levin. 

Senator Levin. Thank you, Mr. Chairman. 

Has the Defense Department been satisfied that national secu- 
rity has been satisfactorily taken into consideration on each of 
these satellite launches? 

Mr. Lodal. Yes. 

Senator Levin. Now, if you could put up both charts, here, for 
a minute. 

As I pointed out in my opening statement. Congress received no- 
tice of each of these licenses in the post-Tiananmen era, and no 
Congressional action was taken relative to them, nor was any Con- 
gressional action taken when the items were transferred from the 
munitions list in the Bush administration, first, and about half of 
them were transferred, as I understand it, and then when the rest 
of them were transferred in the Clinton administration. Congress 
took no action at that time. Is that correct. Secretary Lodal? 

Mr. Lodal. To my knowledge it is. Let me turn to my colleague— 
we play a very limited role in this waiver process. 

Senator Levin. All right. Well, can somebody answer that ques- 
tion? 

Mr. Holum. That's my understanding, yes. 

Senator Levin. Now, the fact that Congress hasn't acted through 
all these years with all these notices doesn't mean that we 
shouldn't act now, and that's the question that we now face. Should 
we reverse, for instance, the decision to transfer the items that 
were transferred in 1996? Should Congress now say, the items 
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which were transferred from the State Department munitions list 
in 1996 to the Department of Commerce— we didn't do anything 
then; we had notice; we had an opportunity, but should we do it 
now? Does national security now, from what we've learned, indicate 
that we should reverse that decision? 

Can we get your judgment on that? 

Mr. Reinsch. Mine would be obvious. Senator. I think it would 
be a bad thing to do. The system works as it is. 

Senator Levin. All right. 

Secretary Lodal. 

Mr. Lodal. I think it would be a bad thing to do also. I think 
it works quite well. I think particularly, with regard to the last 
thing on your list, which was the 1996 changes— which I might em- 
phasize again involved not only just the transfer, but also some im- 
provements that we very much wanted, such as the requirement 
for monitoring in all cases, such as the improved process that we've 
discussed here, such as the ability to have national security consid- 
erations in the Department of Commerce actions, such as the pro- 
hibitions on using the foreign availability appeal process for the 
companies— all of those things which were incorporated in that 
1996 decision we think strengthened the process. 

Senator Levin. Secretary Holum. 

Mr. Holum. Yes, I agree. 

Senator Levin. So you would recommend against Congress trans- 
ferring them back by legislation, is that correct? 

Mr. Holum. I would recommend against that, both because the 
existing process works well, and frankly, in addition, because we 
have now budgeted on the basis of that transfer of jurisdiction. We 
don't have the physical capability to do this now. 

Senator Levin. Well, we can correct that. 

Mr. Holum. Yes, sir. 

Senator Levin. If national security requires that this be trans- 
ferred back, it can be transferred back, and we can correct the 
budget issue. 

Putting aside that issue, because that's not going to determine 
the outcome here— obviously, in everyone's view, I hope and be- 
lieve, national security considerations are going to dominate this 
issue. We all believe that, I hope. 

Mr. Holum. That's correct. 

Senator Levin. The question then is, do national security consid- 
erations, from what we now know, require us— or suggest— that we 
should reverse that 1996 decision and put those items that were on 
the munitions list back on the munitions list? 

Mr. Holum. No, I don't believe we should. 

Senator Levin. All right. 

Now, I wrote a letter— if we haven't done this already, we should 
circulate copies of this letter— I wrote a letter both to the Depart- 
ment of Defense and to the Secretary of State requesting certain 
information, and I want to go through these letters now with you. 
We got your answers just yesterday, I believe. 

First, the Department of Defense answer. I'm going to read this 
letter, and then ask you a question. Secretary Lodal, a question 
about it. 

Letter referred to follow: 
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"Dear Senator Levin: 

"I am responding to our ietter of J une 3, 1998 requesting information regarding 
DOD's roie in the review of commerdai communications sateliite exports to China. 
My answers beiow are keyed to the specific questions in your ietter. 

"Question (1): For each of the export iicenses issued by the Bush and Ciinton ad- 
ministrations permitting Chinese iaunches of U.S. buiit sateliites or sateliite parts, 
including the 1998 export licenses for the Loral-built Chinasat-8 satellite, did the 
Department of Defense, (a) have an adequate opportunity to review national secu- 
rity concerns prior to the approval of the license and ensure the inclusion of appro- 
priate technology security safeguards in the proposed license? (b) determine that the 
proposed export license would be consistent with the national security of the United 
States? (c) support the approval of the proposed export license? 

"Answer:"— this is the Department of Defense first— "For those license requests 
for U.S. built satellites or satellite parts referred to the Department of Defense for 
review by the State and Commerce Departments since 1990, DOD has had an ade- 
quate opportunity to provide recommendations regarding whether the license would 
be consistent with U.S. national security, whether the license should be approved 
or not, and whether the license should include safeguards and other conditions. 
While we are still reviewing relevant records, we are not aware of any license hav- 
ing been issued since 1990 without DOD concurrence. Flowever, the license record 
will show at least one case where DOD had recommended against export of some 
satellite parts for which the Department of Commerce ultimately issued a license. 
In this instance, senior DTSA officials resolved the objection satisfactorily with the 
Department of Commerce officials and it was approved with DOD's concurrence. The 
record of DOD's objection was apparently not changed to reflect this outcome. As 
for the 1998 license requests for the export of the Loral-built Chinasat-8 satellite, 
DOD conducted a thorough review and recommended approval on all associated li- 
censes referred to DOD by the State and Commerce Departments. Our recommenda- 
tion was subject to the application of safeguards and other conditions, including re- 
quirements for DOD monitoring of the satellite launch and associated technical 
meetings, and DOD review of technical data prior to its transfer to China. 

"Question (2): With respect to the 1998 export licenses for the Loral-built 
Chinasat-8 satellite, was the Department of Defense aware at the time it was re- 
viewing the proposed license that Loral was under criminal investigation for partici- 
pating in a post-launch analysis of a failed 1996 launch? 

"Answer: DOD was aware of these allegations at the time it was asked to review 
the export license applications for the 1998 launch of Loral's Chinasat-8 satellite. 
Those applications were reviewed carefully taking into account all the relevant in- 
formation available to DOD at that time. DOD's decision to recommend approval of 
those licenses was based on the facts of those particular cases and on the specific 
safeguards required by the licenses. 

"Question (3): With respect to each transfer by the Bush and Clinton administra- 
tions of commercial satellite technology items from the State Department's Muni- 
tions List to the Commerce Department's Control List, did the Department of De- 
fense: (a) have an adequate opportunity to evaluate national security concerns prior 
to the transfer of the commercial satellite technology from one list to another? (b) 
determine that the proposed transfer would be consistent with the national security 
of the United States? (c) support the proposed transfer from the munitions list to 
the Commerce Control List? 

"Answer: DOD participated fully in the interagency reviews and supported the 
final decisions by the Bush administration in 1992 and the Clinton administration 
in 1996 to transfer commercial communications satellites from the State Depart- 
ment to Commerce Department jurisdiction." 

My question to you, Secretary Lodal— this was signed by Dave 
Tarbell, who is here today, as we have seen, who is the Director 
of DTSA— my question to you, though, is whether or not— I gather 
he is under your supervision or in some way subordinate to you. 
Can you tell us whether or not his letter to me of J une 17 is accu- 
rate I n every respect? 

Mr. Lodal. Yes. It seems accurate in every respect to me. 

Dave, you signed it only today, so I assume 

I see nothing inaccurate in it. 

Senator Levin. I know what his answer would be, hopefully, but 
I wanted to ask you. 
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Mr. Lodal. It looks exactly correct to me. 

Senator Levin. Now, a similar letter was written to the State De- 
partment, and we have received answers which are very similar. I 
am not going to take the time to read them, but basically the State 
Department has said that they supported approval of the export li- 
censes that were referred to the Department of State, "subject to 
conditions that we required to be placed on the export licenses." I n 
answer to the second question they said the "Department of State 
was well aware of the J ustice Department investigation. In the 
spring of 1996 the Department of State discovered potential viola- 
tions by U.S. firms and requested the support of the Department 
of J ustice and other U.S. law enforcement agencies in investigating 
the matter fully." And they said in response to question three that 
'The State Department was fully involved in these processes and 
ultimately supported all three decisions, including the 1996 rec- 
ommendation to the President. I n this respect, a number of specific 
measures were developed to deal with the concerns identified by 
the Defense and State Departments regarding the transfer of juris- 
diction. These additional measures, approved by the President, 
formed the basis of State Department concurrence in the transfer 
of jurisdiction." 

Secretary Holum, is that the position of the State Department? 

Mr. Holum. Yes, it is, and I reviewed this letter before it was 
sent. 

Senator Levin. Mr. Chairman, I would ask that both these let- 
ters be inserted in the record at this point. i 

Senator Cochran. Without objection, they will be made a part of 
the record. 

Senator Levin. And if I have time for just one additional ques- 
tion? 

Senator Cochran. You go ahead. 

Senator Levin. I would just ask this one question. This has to 
do with this 5-day issue that has been raised by Chairman Thomp- 
son. 

We have a two-track process that I've outlined on that chart, 
with an initial decision, and if there is a disagreement, then an op- 
erating committee votes. The majority there determines, but any 
member who disagrees with that decision then has three additional 
appeals. 

First of all, has there been a disagreement of that time at the 
operating committee relative to any of these satellite licenses? 

Mr. Reinsch. No. 

Senator Levin. If there had been a disagreement, would the fact 
that there would only be 5 days to appeal it be a deterrent to ex- 
pressing that disagreement? 

Mr. Reinsch. In my judgment, no. Senator Levin. As a practical 
matter, the system— and by the way, the upper levels of this sys- 
tem have been in existence for more than 20 years; this didn't 
spring full-blown from somebody's brain in 1996— in fact, the sys- 
tem is a collegial one. We work together. The fact that 95 percent 
of our licenses are solved by consensus suggests that if someone 


iJhe letters from DTSA and Department of State appears in the Appendix on page 105 and 
108. 
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lets us know that they are going to want to escalate, the train 
slows down to make sure that they have a chance to escalate. This 
is not an arbitrary system. If Mr. Tarbell calls up one of my office 
directors or the operating committee, or calls me up, which has 
been known to happen— not to complain about something, but on 
other matters— and says, "We have a problem here and we want 
to escalate but the assistant secretary is out of town," we'll wait. 
This is not complicated. 

Senator Levin. And finally, on that chart, on the waiver issue 
which is the second additional step where it must go to the Presi- 
dent on all of these Chinese satellites since Tiananmen Square, the 
National Security Council must make a recommendation before 
there is a waiver. Is that correct? 

Mr. Holum. That's correct. 

Senator Levin. Now, the Chairman has written a letter— we 
have jointly written a letter, I believe— to the National Security 
Council asking them whether their review process for that waiver 
is the same, whether or not the waiver comes from the Department 
of Commerce or whether or not it comes from the State Depart- 
ment. And we have not received their answer, I don't believe, so 
we will have to wait for their answer on that question. 

But do any of you know whether or not the National Security 
Council process— which, again, is a protective device for national 
security and must be signed off on by the President if they rec- 
ommend it— do any of you know whether or not there is any dif- 
ference in the National Security Council review process, whether or 
not the license recommendation comes originally from the Depart- 
ment of Commerce or comes originally from the State Department? 

Mr. Reinsch. To my knowledge, they are the same. The origi- 
nator doesn't make any difference. 

Senator Levin. Do ether of you have any knowledge of that? 

Mr. Lodal. No. 

Senator Levin. You don't know? Secretary Holum. 

Mr. Holum. No. I'm assuming it would be the same, because the 
issue is similar, notwithstanding the source. 

Mr. Reinsch. I would also observe. Senator Levin, there are no 
time limits on the waiver process, either. The President can take 
as long as he wants to make up his mind. 

Senator Levin. He's not bound by the 5-day rule? 

Mr. Reinsch. Well, there is no rule, and there is no rule for the 
NSC, either. 

Senator Levin. Thank you, Mr. Chairman. 

Senator Cochran. Thank you. Senator. 

During Senator Thompson's questions and the answers that were 
given to him about this process, you were all talking about a sat- 
ellite license and the approval of a satellite license, and this was 
in connection with whether or not the Department of Defense had 
ever been overruled or had ever failed to agree on the issuance of 
a satellite license. But when you get down to the basics, there are 
a lot of other issues that are discussed and compromised in this 
process, as you point out. Specifically, there are conditions that are 
discussed, whether or not to have monitors, whether or not to have 
a technology control plan. 

Has DTSA ever been overruled on any of those conditions? 
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Mr. Lodal. Let me emphasize— I'll ask Dave to answer this spe- 
cific question— but let me emphasize once again that there is no de- 
bate on whether or not to have monitors or whether or not to have 
the technology control plan. Those are required in every instance 
since the 1996 decision. As I described, in this interim period after 
the initial 1992 decision and before 1996 

Senator Cochran. When you say "having monitors," you're talk- 
ing about having monitors at the launch, right? You're not having 
monitors at every stage of this process. You're not talking about 
having monitors as they had under the munitions list that was con- 
trolled by State, are you? 

Mr. Lodal. No, I am talking about that. 

Senator Cochran. Exactly the same kind of monitors, in all in- 
stances? 

Mr. Lodal. Yes, in all instances. 

Senator Cochran. OK. 

Mr. Lodal. Exactly. All conversations, for example; all docu- 
ments passed have to be approved by 

Senator Cochran. All discussions that take place on technical 
subjects between U.S. companies and foreign companies? 

Mr. Lodal. That's correct. 

Senator Cochran. OK. 

Mr. Lodal. So there is no debate about whether to have them. 

Now, the exact plan for how they're going to carry it out and how 
they're going to do the transportation and all that, can differ, I pre- 
sume, but let me ask Mr. Tarbell to speak to that. 

Mr. Tarbell. When we have a monitoring requirement that is 
placed on a license, that monitoring requirement is placed on the 
exporter, and then we have a relationship with the exporter. The 
relationship is in several different manners. That relationship is, 
they have to provide us with the technology transfer control plan. 
That plan, we work with them on; there are several iterations of 
it. They can't proceed without our approval of that plan, and that 
plan incorporates all of the provisions that we've talked about— the 
transportation plan, the operational security plan at the launch 
site, and requirements for us to be there when they are engaged 
in technical meetings with the launch service provider in China, or 
in the United States with the Chinese launch service provider. 

In addition, technical data that is covered by the license has to 
come through my organization for review prior to its transfer to the 
Chinese launch service provider so that we can ensure that there 
is no launch vehicle technology associated with that. And that's the 
current system, as it now exists today, and that's the way it is on 
all the licenses that have been approved si nee the 1996 change. 

Senator Cochran. Let me ask Secretary Reinsch about the brief- 
ing that was given to our staff on May 29. Again, J im Lewis of your 
staff said that it is now becoming a requirement to have DOD mon- 
itors and a technology transfer control plan for all launches in 
China. 

What has caused your now moving toward making these safe- 
guards a requirement? Why didn't you think these safeguards were 
necessary from the earliest days of this new process? 

Mr. Reinsch. Well, let me say two things about that. 
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First, the impetus for making the requirements as parallel as 
possible came in the process which Mr. Holum and Mr. Lodal and 
I have described, which was the transfer of jurisdiction process in 
1996. And in the post- 1996 period is when these go into effect. 

It is important, though, to keep in mind that in looking back at 
the 1992 and 1993 transfer of some satellites to the Department of 
Commerce pursuant to the process that Mr. Holum described, in 
that process it was defined very clearly in regulation, and it is still 
defined very clearly in regulation, what kind of technology the 
Commerce Department is authorize to license for one of these ex- 
ports, and both the State and Commerce D^artments have pub- 
lished regulations that specify this, and it is what is known as 
form, fit, and function technology, the technology that relates to the 
mat! ng of the satel I ite to the rocket. 

A satellite rocket— this is what we license. Anything that has to 
do with this, they license it. 

Senator Cochran. You're referring to the missile, for the record? 
The record can't see what you're doing. 

Mr. Reinsch. I'm sorry. I just wanted to illustrate the difference 
between the satellite and the rocket. 

When we are in a situation in which either we determine— "we" 
meaning the agencies, not specifically the Commerce Department— 
or the applicant determines that in order to have a successful 
launch he needs to transfer more technolpgy to the launch provider 
than the form, fit, and function information that I described, then 
he is required to go to the State Department to get an additional 
license for that additional technology. 

I would also say in passing that our licenses also specifically in- 
clude a requirement that in the event of launch failure, the ex- 
porter must go to the State Department and obtain an additional 
license to address any kind of technology transfer that would go on 
in the aftermath of the launch failure. 

As Mr. Lodal pointed out in his testimony, prior to 1996 there 
were some launches in which there was no technology involved in 
the export other than that technology of form, fit, and function, 
which we are authorized to license. In those cases, those licenses 
were reviewed by the State Department and the Defense Depart- 
ment just like all the other ones, but in those cases there was no 
additional State Department license required. There was no TAA 
required because there was no technology beyond that which we 
could license required. And in those cases, prior to 1996, our re- 
quirements might have been slightly different. 

Senator Cochran. Thank you. 

We have a vote on the Floor of the Senate on the Energy and 
Water Appropriations bill, the final passage, so I'm going to yield 
to Senator Collins for such time as she would like to consume. I'm 
going to go over there and vote and leave this under her chairman- 
ship, and I will return. 

Senator Collins [presiding]. Thank you, Mr. Chairman. 

Secretary Reinsch, you had describe the current export control 
process one in which each department brings a different perspec- 
tive to the table: the Department of Defense brings national secu- 
rity concerns, and the State Department raises foreign policy con- 
cerns, and so forth. 



41 


In your view, what does the Department of Commerce bring to 
this table? 

Mr. Reinsch. Well, first of all, we all bring all the concerns to 
the table. I would say that the first thing that the Commerce De- 
partment always looks at is national security. The other thing we 
bring to the table is commercial considerations. These are dual-use 
items. If you think about some of the non-satellite items I men- 
tioned, you're talking about large volume and billions of dollars 
that are involved, not to mention jobs. We think these are relevant 
considerations that need to be weighed, along with the other fac- 
tors. 

Senator Collins. Since the Commerce Department does not tra- 
ditionally have a national security role, isn't the primary reason 
that you're involved in this process to bring the commercial per- 
spective to the table? I 'm not necessarily saying this in any critical 
way, but isn't that why you are involved in the process? Otherwise 
why wouldn't it just be the Department of Defense and the Depart- 
ment of State? 

Mr. Reinsch. Well, first of all, we view ourselves as an atypical 
part of the Commerce Department, if you will. We operate— most 
of my licensing officials operate in secure space. Everybody in the 
Bureau of Export Administration has a security clearance, which is 
anomalous in the Commerce Department. We operate sort of as a— 
we clearly are within the Department; I don't want to suggest that 
we're independent, but we operate in some ways that the other 
parts of the Department don't operate. 

But at the same time, you make a valid point. The history of 
this, as I said, going back 40 years— almost 50 years now— is that 
what we're talking about here are dual-use licenses, licenses for 
commercial items that, by and large, have civil application but may 
have military application. In the mid-1980's this Bureau was proc- 
essing 120,000 to 150,000 licenses per year, many of which had di- 
rect commercial consequences— not so much to the nature of our 
decision; obviously if we said no, it would have commercial con- 
s^uences because they couldn't sell it. But the timing has commer- 
cial consequences. If an exporter cannot get an efficient answer 
from the government, he loses. And it has been successive adminis- 
trations' view that the Commerce Department is best equipped to 
run a process that provides timely responses. The process from the 
beginning has involved other agencies; it was only in this adminis- 
tration that we gave them the right to see anything they wanted 
to see. Our statute, incidentally, does not give them the right to see 
everything that they want. 

Senator Collins. I understand the important role that the De- 
partment of Commerce plays in bringing commercial concerns to 
the table, and I think it's a completely legitimate role. But since 
we all agree that national security has to be the No. 1 concern, it 
seems strange to me to have the authority to run the whole process 
vested in a department the No. 1 concern of which, the mission of 
the department, is not national security. 

Mr. Reinsch. Well, my suggestion would be— I'd like to say that 
it's vested in our department because we're good at running this 
process. We're good at interfacing with exporters. Oftentimes what 
we have discovered is that an application, a piece of paper, doesn't 
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tell the whole story. We need to put people tpgether. We need to 
get the Navy's engineers together with our engineers to have a dis- 
cussion. We are good at putting those things together. 

What you might want to do, if you want to pursue this, is talk 
to exporters, in your State or elsewhere, who have experience with 
our system and who have experience with the State system for mu- 
nitions, and ask them what the differences are and ask them how 
they feel about it, and ask them what kind of system they think 
is necessary for them to do l^itimate business where there aren't 
any national security implications. 

Senator Collins. Secretary Holum, could I ask you to pull out 
the letter to Senator Levin again, if you have that in front of you, 
thej une 17 letter? Do you have that? 

Mr. Holum. Yes, I have it. 

Senator Collins. I just want to follow up on one of the answers 
that you gave. It's on page 1, where Senator Levin asked you for 
each export license or waiver issued regarding the Chinese 
launches of U.S. -built satellites, and then asked you whether the 
State Department supported approval. 

Your answer seems to me to be very carefully worded, and I just 
want to make sure that I understand your answer fully. Your an- 
swer is that 'The Department of State supported approval of those 
export licenses that were referred to the Department of State and 
were ultimately approved, subject to conditions that we required be 
placed on the export licenses," right? 

Mr. Holum. Yes. 

Senator Collins, j ust to make sure I understand the process, 
were there any export licenses that weren't referred to you? 

Mr. Holum. Not that I 'm aware of. 

Senator Collins. Were there any where there was a disagree- 
ment or resistance to conditions that the Department of State 
wanted placed on the licenses? 

Mr. Holum. No. Again, not that I 'm aware of. 

Senator Collins. Could you identify yourself for the record? 

Mr. Barker, j ohn Barker, Deputy Assistant Secretary for Export 
Controls. 

In response to your question, I was probably one of the people 
responsible for the wording of that letter. One of the things that 
we do, as you can appreciate, on these licenses— these things are 
very complicated, and we debate and argue conditions back and 
forth. We oftentimes ask for conditions to be placed on the licenses. 
We are not aware of any problems in that particular process. 

We are also going back through our files to make sure that all 
of the conditions that we asked to be placed on licenses truly were 
placed on licenses. Again, I'm not aware of any problems, but we're 
going back through our files just to make certain that everything 
was done correctly. 

Senator Collins. That was going to be my next question because 
you say that you're still reviewing your files. I assume that you will 
provide information to this Subcommittee if your review finds that 
there were cases where you either had an inadequate opportunity 
to review, or there was disagreement, or there was a condition that 
you asked for that was not ultimately attached? 

Mr. Holum. We will do so, yes. 
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Senator Collins. Thank you. Senator Levin. 

Senator Levin. Thank you. 

Two quick questions. The GAO identified three safeguards in the 
licensing process that are mandatory under the State Department 
process, but which they said were optional for the Commerce De- 
partment process: Technology transfer plans, DOD monitors, and 
technical assistance agreements. Were they right, or are they man- 
datory for both? 

Mr. Lodal. They are mandatory under our 1996 procedures. 

Senator Collins. Excuse me. Could I just interject? 

Prior to 1996, were they mandatory? 

Mr. Lodal. No, they were not. I know it's a little bit confusing; 
frankly, it took us a little while to sort it out. 

Senator Levin. I meant since 1996, and the Executive Order of 
1995, plus the action taken 

Mr. Lodal. The Executive Order of 1995, and then the 
elaboration 

Senator Levin. That's exactly right, but GAO was referring to 
current. They weren't talking about pre-1996. They were talking 
about post- 1996, and what you're saying is that they're wrong? 

Mr. Reinsch. Yes. 

Senator Levin. Next, do you believe, any of you, that there has 
been any instance in which a launch by China, or any other foreign 
nation, of a U.S. commercial satellite has resulted in harm to U.S. 
national security since the beginning of the Reagan decision, 
through President Bush and up to the present time? 

Mr. Holum. Setting aside the investigation that is currently un- 
derway regarding post-launch activities, we do not believe that any 
launch of a commercial satellite under this policy since 1988 has 
resulted in a transfer of significant technology or assistance to the 
Chinese, either in space launch vehicle capabilities or missile capa- 
bilities. 

Senator Levin. Do you agree with that. Secretary Reinsch? 

Mr. Reinsch. Yes, Senator Levin. 

Senator Levin. Secretary Lodal, do you agree? 

Mr. Lodal. I agree. We're not aware of any situation in which 
such transfer harmed U.S. security. 

Senator Levin. Madam Chairman, thank you. 

Senator Collins. We will take a brief recess so that Senator 
Levin and I can vote. 

[Recess.] 

Senator Cochran [presiding]. The Subcommittee will please 
come to order. 

I have just been advised that the Senate is now going to turn to 
the consideration of the Agriculture Appropriations bill on the 
Floor of the Senate, and I'm the manager of the bill. It appears, 
therefore, that I will not be able to continue to chair this hearing 
today, and rather than to presume that some other Senator might 
want to have that pleasure, I 'm going to suggest that we recess the 
hearing and that we reconvene the hearing at a later date at the 
convenience of all Senators and our panel. 

There are some other questions that I would like to ask, specifi- 
cally about the process and the implications of the changes that 
have been made in export control policies and procedures over the 
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last few years in this administration. We have information, for ex- 
ample, from some of the companies that have been involved in sat- 
ellite exports, telling us that there have been ambiguities, there 
have been uncertainties, and we were going to display some charts 
showing some of the differences that had occurr^ as a practical 
matter between the processes and the results of the processes in 
this administration as compared with past administrations. And we 
would have had an opportunity to discuss those; there may very 
well be answers to some of our questions and concerns, and I'm 
sure there are going to be responses— whether they will be answers 
or not to alleviate our concerns, remains to be seen. 

But let me just say how much I appreciate the cooperation of our 
panel today, your being here and presenting evidence and informa- 
tion that has been very helpful to the Subcommittee. These are se- 
rious questions, as I think the attendance and participation of 
other Senators has indicated. We have a lot of interest in making 
sure that whatever policies and procedures we have in place pro- 
tect our national security, as well as promote our other interests, 
which are legitimate and very real and very important as well. 

Having said that, let me announce, then, that this hearing will 
stand in recess and we will reconvene at another date. 

[Whereupon, at 4:15 p.m., the Subcommittee was recessed, to re- 
convene at the call of the Chair.] 
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U.S. Senate, 

Subcommittee on International Security, 
Proliferation, and Federal Services, 

OF THE Committee on Governmental Affairs 

Washington, DC. 

The Subcommittee met, pursuant to recess, at 2 p.m. in room 
SD-342, Senate Dirksen Building, Hon. Thad Cochran, Chairman 
of the Subcommittee, presiding. 

Present: Senators Cochran, Levin, Durbin, and Cleland. 

OPENING STATEMENT OF SENATOR COCHRAN 

Senator Cochran. The Subcommittee will please come to order. 

The Subcommittee meets today to continue a hearing which we 
began on J une 18, reviewing the export controls that are adminis- 
tered by the Departments of Commerce, State, and Defense, in con- 
nection with the exporting of dual-use technologies and equipment 
that can be used for civilian purposes as well as military purposes. 

We are pleased to have returning to testify today two of the wit- 
nesses who were at the earlier hearing. Secretary Reinsch and Sec- 
retary Holum, representing the Departments of Commerce and 
State. 

Because the subject matter relates to matters of national secu- 
rity, I am going to exercise my prerogative as Chair of the Sub- 
committee to administer oaths to the witnesses who will be testi- 
fying today. And I want to say that I make no judgment, in doing 
that, on the veracity of the witnesses, but simply to underscore the 
seriousness of these issues. 

So if you will please stand and raise your right hand. 

Do you solemnly swear that the testimony you will give before 
this Subcommittee will be the truth, the whole truth, and nothing 
but the truth, so help you, God? 

[All witnesses answer in the affirmative.] 

Senator Cochran. Thank you. You may be seated. 

I n our last hearing we were talking in some detail about the spe- 
cifics of the licensing process, led by the Department of Commerce, 
for exporting satellite and other technologies, particularly with re- 
spect to the launching of U.S.-made satellites on Chinese rockets. 
And obviously there had been a period of time when this process 
and the proc^ures had undergone some changes. Witnesses talked 
about the differences, for example, between the Bush Administra- 
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tion rules and prcxiedures and the Clinton Administration rules, 
and an Executive Order that was issued by the Clinton Adminis- 
tration that substantially modified these procedures. 

I would like, if we could, to put this all in perspective, and as 
a windup for the hearing, to call on Secretary Holum to briefly de- 
scribe that as background, if he can, so that we may then proceed 
to talk about some of the technology safeguards that are in place 
now, the specifics, and the adequacy of these safeguards to protect 
American security interests. 

Secretary Holum, could you do that for us in a brief statement? 

TESTIMONY OF HON. JOHN D. HOLUM, ACTING UNDER SEC- 
RETARY FOR ARMS CONTROL AND INTERNATIONAL SECU- 
RITY AFFAIRS, U.S DEPARTMENT OF STATE 

Mr. Holum. I will. Do you want me to go back to 1993? 

Senator Cochran. That would be a good starting point. 

Mr. Holum. Basically, the Bush Administration had begun the 
process of transferring part of the jurisdiction over commercial sat- 
ellite launches from the Department of State to the Department of 
Commerce. The Clinton Administration, in 1993, came into office 
while that process was underway, and after some further review 
adopted intact what the Bush Administration had recommended. 
That transferred a substantial volume of satellite launches from 
the State Department to the Department of Commerce. It reserved 
to the State Department a number of technologies associated with 
space launches, nine separate categories. I n 1995, a further process 
was undertaken, initiated by Secretary Christopher, and received 
recommendations from an interagency group that further nar- 
rowed— but did not eliminate— the State Department's jurisdiction. 

That adjustment was not agreed to by the Department of Com- 
merce, which exercised its right of appeal to the President. That 
led, in turn, to a further interagency process and an outcome under 
which Secretary Christopher and the Department of State, as well 
as all other agencies, concurred in the transfer of most remaining 
commercial satellite-related transactions to the Department of 
Commerce. 

Senator Cochran. Could I interrupt and just ask one question 
for clarification at that point? 

When the State Department had the responsibility for issuing 
the licenses, the commodities involved— the equipment, the tech- 
nologies involved— were on a so-called Munitions List, a State De- 
partment Munitions List. 

Mr. Holum. Right. 

Senator Cochran. Did that Munitions List cease to exist after 
the introduction of the new procedures by the Clinton Administra- 
tion? 

Mr. Holum. No, the list continues to exist. The difference, as I 
understand it, is that under the Commerce Department rule, under 
this new procedure which was approved by all the agencies, if those 
specified items that previously had required a license from the De- 
partment of State are imbedcled in the satellite so that there is no 
access to them by the customer, and they are launched into space, 
then they do not require a State Department license. But if they 
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were to be sold separately, they would still require a license from 
the Department of State. 

In addition, anything that would be termed "Defense services"— 
for example, services related to the launch vehicle— would require 
a license from the Department of State and would be very unlilcely, 
in the case of China, to be granted. 

Senator Cochran. One other thing that I recall hearing, and it 
may have been from the last hearing, was that the Department of 
Defense was called upon under some circumstances to provide mon- 
itors who would be present at various stages of the transaction in 
the launch of a satellite, for example. 

Mr. Holum. That's correct. 

Senator Cochran. And I am also further told that when the 
State Department had the responsibility for issuing these licenses, 
that DOD monitors were required in each instance when a satellite 
was being launched by China. Is that your recollection? 

Mr. Holum. That's correct, and that's also the case now. There 
was a period between the 1993 decision and the 1995 decision in 
which some launches did not have Department of Defense mon- 
itors, but under the current system— even under Commerce De- 
partment licenses— the launches require Defense Department mon- 
itors. 

Senator Cochran. You may be able to help us to understand 
this, but I 'm going to ask if our staff will put up a couple of charts 
we have that are based on information provided by the industry 
which show that every license issued by the State Department for 
satellite launches in China required a full range of technology safe- 
guards, and these are all listed here, one of which is a 'TAA" from 
the State Department. Could you describe for us what a TAA from 
the State Department is?i 

Mr. Holum. Yes. That's a Technology Assistance Agreement, and 
it basically is the license covering the technical assistance related 
to the launch. 

Senator Cochran. And theTTCP is Technology Transfer Control 
Plan? 

Mr. Holum. Right. 

Senator Cochran. A Technology Transfer Control Plan. 

Mr. Holum. That's what the industry provides to give the gov- 
ernment assurance that the technology will be protected. 

Senator Cochran. And the DOD monitors you have mentioned, 
as being required up through— or until— 1993. 

The chart on the right is an example of requirements that were 
imposed by the Commerce Department when it assumed respon- 
sibilities— I believe in J anuary 1994. And the difference is that in 
certain transactions, in terms of restrictions or requirements for 
monitors, the Technology Transfer Control Plan and the Tech- 
nology Assistance Agreement— it seems that there were several in- 
stances when there was no requirement for some of these safe- 
guards when satellites were launched in China. 

Could you give us your impression. Secretary Holum, about 
whether or not this represents a substantial difference, as a prac- 
tical matter, in the licensing and the safeguarding of technology 


iJhe charts referred to appear in the Appendix on page 113-114. 
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transfers under the Commerce Department as compared to the 
time when the State Department had the principal responsibility? 

Mr. Holum. Well, Senator, I would have to cross-check your 
records against our records. This is the first time I have seen this 
chart, so it is hard to comment on it intelligently and comprehen- 
sively. But as I said with respect to monitors specifically, there was 
a period of time after the transfer to the Commerce Department 
when some of these requirements were not included. 

Senator Cochran. Well, let me turn now to Secretary Reinsch, 
and specifically ask about the Hughes Corporation licenses that 
were issued by the State Department. Over here on the lefthand 
side of the State Department chart there is an APSTAR II Model 
376 satellite, the next to the last line on that chart, and it shows 
the license was issued April 5, 1993. 

My question is whether or not the Department of Commerce 
issued another, different export license for a newer and more ad- 
vanced satellite that Hughes launched, which was an APSTAR 
Model 601, and whether the same kinds of restraints were imposed 
on the APSTAR II Model 601 as were imposed on the APSTAR II 
Model 376, and if they were different, why were they different? 

TESTIMONY OF HON. WILLIAM REINSCH, UNDER SECRETARY 

FOR EXPORT ADMINISTRATION, U.S. DEPARTMENT OF COM- 
MERCE 

Mr. Reinsch. Well, let me say first, Mr. Chairman, that despite 
our conversation 2 weeks ago and your assurances that your staff 
would provide these charts to us in advance, this is the first time 
that I have been able to review them, and I would like to have the 
opportunity to review them in some detail. 

Clearly, from looking at them, I would note just in passing that 
I think there are some differences of fact, at least with respect to 
some points, which we can get into if you want, just at first glance. 

But looking at them, I would simply observe that the second item 
on the Commerce Department chart is a Hughes APSTAR license, 
which was granted for a different model number. Whether it's a 
more advanced one or not is something that I would have to con- 
sult with our technical people about. It's obviously a different 
model. 

The license, as with all of ours, as I've testified— we've all testi- 
fied on the previous occasion— was approved by all three of the 
agencies in question. 

Senator Cochran. Is it correct to say that even though the State 
Department had granted a technical license and hacT required a 
Technology Transfer Control Plan and monitors for the APSTAR II, 
because of the missile proliferation sanctions, that that transfer 
was held up, and then the Commerce Department licensed the 
Model 601 APSTAR II, requiring no Technology Assistance Agree- 
ment, no Technology Transfer Control Plan, and no DOD monitors? 
My question is, why would that be possible? 

Mr. Reinsch. It was possible because the company representa- 
tive— I can speak with respect to our case, not with respect to the 
State Department case— the company representative and the agen- 
cies agreed initially in the license that the technology that would 
be transferred as part of the launch was within the form, fit, and 
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function limitations that the Commerce Department was permitted 
to license at that time, and that the company did not propose to 
transfer technology that went beyond that; and that, therefore, 
other licenses were not required from other agencies. And some of 
the attendant features were not required, as well. 

Now, the license in question did not, in contrast to some, require 
DOD monitors. The technology agreement that we have bilaterally 
with the Chinese requires both the Chinese and the company to ac- 
cept a U.S. presence throughout the entire launch cycle, if you will. 
So the monitors would have been accepted, had they gone. 

I think the Defense Department has testified here, and certainly 
in the House, that there were three circumstances— and I think 
you have five here, which is one thing we should explore when we 
have a chance to review these in more detail— but Defense has tes- 
tified that there were three launches, according to their records, 
where there were no monitors, not five. One of those cases is the 
Hughes APSTAR II that you are referring to. 

Senator Cochran. One of the officials from Hughes, I assume, 
will be worked into one of our later hearings, and we can confirm 
this with testimony from the company. But we were advised that 
this 601 model that was licensed in 1994 is larger and more power- 
ful, and that there was no real explanation for why there weren't 
any technology safeguards for the newer and more powerful sat- 
ellite. 

Mr. Reinsch. Mr. Chairman, the technology safeguards in ques- 
tion relate to the technology that would be transferred— that would 
not be transferred, or would be— to the Chinese, that is part of ar- 
ranging for the launch. Most of that technology has to do with the 
interface between the satellite and the launch vehicle itself. 

The sophistication of the satellite and the characteristics of the 
satellite are not really at issue in terms of the technology safe- 
guards. 

Senator Cochran. Let me go to another subject, and this will be 
my final issue to explore with you, and I will then be glad to yield 
to my colleagues for any questions that they have. 

When the APSTAR II launch failed in J anuary 1995, it is my un- 
derstanding that the Commerce Department authorized Hughes to 
conduct a launch failure analysis. As a Defense service, which was 
described by Secretary Holum as something that at one time re- 
quired a license from the State Department, was this considered a 
service that should be licensed by the State Department? Or did 
the Commerce Department have the authority to issue a license for 
this purpose to H ughes? 

Mr. Reinsch. Following the launch failure, Mr. Chairman, as you 
noted, Hughes undertook an analysis in order to satisfy insurance 
requirements, which they provided the Commerce Department. The 
Commerce Department, at that time, determined that the analysis 
did not contain information that exceeded the scope of the approved 
the Commerce Department license. The Commerce Department au- 
thorized release of the analysis, which subs^uently was provided 
to a consortium of western insurance companies and to the Chinese 
launch service provider. 

Upon further review, while we do not believe that the analysis 
in question contained information specific to the launch vehicle or 
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the satellite, and that its release to the insurance companies and 
to the Chinese was appropriate and without risk to national secu- 
rity, we have concluded that the better course of action would have 
been to refer it to the State Department for review. 

Senator Cochran. Is it now the current practice in licenses to 
state explicitly that launch failure analysis investigations can pro- 
ceed only pursuant to a State Department license? 

Mr. Reinsch. Yes, it is. 

Senator Cochran. And the Commerce Department does not now 
have the authority to issue a permit for the conduct of a launch 
failure analysis, is that correct? 

Mr. Reinsch. We built into our licenses a condition that says 
that in the event of that happening, they have to go to the State 
Department. 

Senator Cochran. If the Commerce Department does not now 
have this authority, what authority did it have when it permitted 
the analysis investigation to proceed on APSTAR 1 1 in 1995? 

Mr. Reinsch. The licensing officer at the time made the judg- 
ment that the information that was contained in the analysis did 
not exceed the terms of what was authorized by the license that 
had been granted. So accordingly he authorized its release. 

Senator Cochran. Did any Commerce Department official, to 
your knowledge, review the APSTAR II launch failure analysis re- 
port before Hughes provided it to Chinese officials? 

Mr. Reinsch. Yes, Mr. Chairman, that's exactly the point I'm 
making. They gave it to us in advance and asked us for permission 
to release it. We provided that permission. 

Senator Cochran. Was any other department given the oppor- 
tunity to review it? Or were they consulted in any way before the 
Department of Commerce allowed it to be transferred to the Chi- 
nese? 

Mr. Reinsch. No, sir. 

Senator Cochran. Has any copy of the report yet been provided 
to other agencies or departments, specifically to the Department of 
Defense? 

Mr. Reinsch. Yes. 

Senator Cochran. When did this occur? 

Mr. Reinsch. Today. 

Senator Cochran. I want to ask you if you have been directed 
by anyone in the administration to turn that report over to the De- 
partment of Defense, and if so, who was it who directed you to do 
that? 

Mr. Reinsch. We weren't directed. We were happy to turn it 
over. We needed to consult with the J ustice Department to deter- 
mine whether or not they had a concern about that because, you 
will recall, there were some concerns expressed with respect to 
other documents with respect to a different launch failure. So the 
J ustice Department was consulted and they had no objection. We 
were happy to turn the document over. 

I would note also, Mr. Chairman, that I believe the document is 
encompassed in the request from Senator Lott and Senator Thomp- 
son, so it either has been or will be provided to this Subcommittee 
as wel I . 
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Senator Cochran. Isn't it a fact that the National Security 
Council staff directed you just yesterday to provide the report to 
the Department of Defense for its analysis? 

Mr. Reinsch. Well, I take issue, Mr. Chairman, with the term 
"directed." We had a discussion; the consensus of all the agencies, 
including my own, was that that was the right thing to do, and we 
were happy to do it. We have no objection; we didn't have any ob- 
jection; we didn't have any objection in the past. We did want to 
consult with the j ustice Department. 

Senator Cochran. I have no other questions of the witnesses. 

Senator Levin. 

OPENING STATEMENT OF SENATOR LEVIN i 

Senator Levin. Thank you, Mr. Chairman. 

Am I correct that the Department of Defense performs the same 
function for both State and Commerce Department's license appli- 
cations in determining whether a proposed license adequately pro- 
tects the U.S. national security? 

Mr. Reinsch. That's the advice they give us. I'll have to defer to 
Mr. Holum. 

Mr. Holum. Yes. We rely on the Department of Defense for na- 
tional security determinations. That might be better put to Mr. 
Miller. 

Senator Levin. Well, we will, but you rely on them also? 

Mr. Holum. Yes. They are part of our process, and currently, as 
I think I noted in the previous hearing, some 95 percent of our li- 
censes are referred to them for review. 

Senator Levin. In the last hearing that we had on this subject, 
we wanted to know more about the waiver process that was put 
into place after Tiananmen Square, the process that is in place for 
approving satellite exports to China, and particularly our interest 
was whether the National Security Council analysis is the same, if 
the licensing agency is the State or the Commerce Department. 
And so the Chairman and I sent a letter to the National Security 
Council asking that question, because this is a very technical and 
a very complicated issue involving many considerations. When we 
look at whether or not the licensing should be with the Commerce 
Department, should be with the State Department, should go back 
to the years before President Reagan, indeed, when we didn't have 
satellites being transferred at all to be shot up in Chinese rockets, 
whether we ought to go back to a blended approach where some 
satellites were on the State Department list and some satellites 
were on the Commerce Department list. Whether we ought to make 
any changes or not, it seems to me, is a relevant issue and we 
ought to address that issue. Congress has had many, many oppor- 
tunities to make these changes, had it so chosen, in the last few 
years. We've been given notices of these launches, of these trans- 
fers, and have taken no action whatsoever. We've been given notice 
of the transfer of satellites from the State Department to the Com- 
merce Department and took no action whatsoever, but nonetheless 
it is still relevant whether or not Congress should act in this area. 


iJhe prepared statement of Senator Levin appears in the Appendix on page 111. 
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But whatever conclusion we reach, we still have a waiver process 
in place as it relates to satellites which are going to be using Chi- 
nese rockets, and that waiver process has been in place since 
Tiananmen Square. And what's critically important to us is, since 
we have that backup waiver process which applies whether or not 
a license came through the State Department or through the Com- 
merce Department, is the waiver process the same r^ardless of 
whether the license was a Commerce Department-originated li- 
cense or a State Department-originated license? 

So we wrote the NSC a letter, asking them that question. This 
is what Mr. Berger's response was to the Chairman and myself; I 
think we both got the same letter. I will ask that the letter— which 
is addressed to the Chairman— be put in the record. ^ 

Senator Cochran. Without objection, it is so ordered. 

Senator Levin. Here's what Mr. Berger says: "Once the waiver 
recommendation reaches the National Security Council staff"— 
again, there cannot be the use of a Chinese rocket without a waiv- 
er, is that correct? 

Mr. Reinsch. That's correct. 

Mr. Holum. That's correct. 

Senator Levin. Once there is a recommendation that reaches the 
National Security Council staff, "the process followed for granting 
the waiver is the same, regardless of which agency recommended 
the waiver, the State Department or the Commerce Department. 
The national interest waiver standard"— I am now continuing this 
letter— "requires that the President take into account a broad 
range of interests. The most important interest is U.S. national se- 
curity. The National Security Council staff confirms that these in- 
terests have been addressed in the course of the Defense and State 
Department's review of the license application. This includes con- 
sideration of how the proposed satellite export will compliment our 
ongoing efforts to encourage more responsible Chinese non- 
proliferation behavior. The President also considers foreign policy 
interests affected by the satellite project, such as promoting more 
open lines of communication to the Chinese people and advancing 
our policy of engagement with China. Finally, the U.S. economic in- 
terest in the project is considered; for example, whether granting 
the waiver will support the competitiveness of the U.S. commercial 
satellite and telecommunications industries." 

Now, is that description consistent with your experience? We 
don't have Mr. Berger here, we have his letter, so now I will ask 
you two, is that description by the National Security Advisor, Mr. 
Berger, consistent with your experience? 

Mr. Holum. 

Mr. Holum. Yes, it is. 

Senator Levin. Mr. Reinsch. 

Mr. Reinsch. As far as I know, yes. Senator. 

Senator Levin. All right. 

I just want to ask you a few questions about who owns these sat- 
ellites. 


iJhe letter from NSC to Senator Cochran, dated J une 22, 1998, appears in the Appendix on 
page 130. 



53 


Does the ownership of the satellite transfer— change— before that 
satellite is in orbit? 

Mr. Reinsch. Normally, ownership transfers after it is success- 
fully placed into orbit. 

Senator Levin. So the owner of the satellite— let's say the Chi- 
nese own a satellite— that ownership does not occur, as far as you 
know, until the satellite is successfully placed into orbit? 

Mr. Reinsch. And operating, yes. 

Senator Levin. And operating? 

Mr. Reinsch. Yes. 

Senator Levin. And until then, the ownership remains with who- 
ever the producer of the satellite was? I s that correct? 

Mr. Reinsch. As I understand it, yes. 

Senator Levin. So the physical possession of the satellite re- 
mains in the producer of the satellite while it is on the ground, is 
that correct? 

Mr. Reinsch. Yes. 

Let me say. Senator, that the parties could negotiate whatever 
terms they want, but the terms that you have just described are 
the ones that, as far as we know, are generally those that are nego- 
tiated. 

Senator Levin. Now, prior to the President's Executive Order of 
1996, as I understand it, DOD monitors were required in some 
cases, and in other cases, not, is that correct, depending on wheth- 
er or not the satellite was on the Munitions List and had certain 
features? 

Mr. Reinsch. Well, Senator Levin, it's a bit more complicated 
than that. You can see, even from this chart, that there were a 
number of circumstances in which monitors attended licenses 
launched by the Commerce Department, so it would not be correct 
simply to say that the Commerce Department didn't require mon- 
itors and the State Department did. In a number of cases we re- 
quired monitors, too. It depended on the license, which had a lot 
to do with both the time— as things have moved on, what we have 
tried very hard to do and have virtually done now in the post- 1996 
period, is develop standard conditions that would be applied in 
every case so that we don't have to go through this negotiation 
every time. 

Generally speaking, what the Commerce Department did in the 
early days was to accept the license conditions that were requested 
by the other agencies. Sometimes those conditions were more stren- 
uous than other times, or more onerous. 

Senator Levin. Since the Executive Order of 1996, however, is it 
not true that DOD monitors have been present with every launch? 

Mr. Reinsch. That's correct, yes. 

Senator Levin. So the Executive Order tightened up the controls 
in terms of requiring a monitor at every launch, whereas before 
that Executive Order there were some launches where monitors 
were present or required, and in some cases they were not. Is that 
correct? 

Mr. Reinsch. That's exactly correct. Senator Levin. Our view is 
that what the President did in 1996, he substantially improved the 
process, tightened it up. In fact, it was those tightenings and 
changes that permitted all three of the agencies to agree on trans- 
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fer, because the State Department and the Department of Defense 
were satisfied that adequate safeguards were being put in place. 

Senator Levin. Mr. Chairman, the only other request that I have 
at this point is that we do give these witnesses an opportunity to 
review the charts, which apparently they were denied an oppor- 
tunity to review prior to the hearing— despite their request, as I 
understand their testimony— and that they then give us any correc- 
tions that they might have for the record so that we could give 
them the opportunity to review the specifics of what looks like a 
pretty complicated chart. So I would make that request, that they 
be given that opportunity. 

Senator Cochran. Without objection, that will be done. 

Senator Levin. Thank you, Mr. Chairman. 

Mr. Reinsch. May I ask. Senator, that we ask the Defense De- 
partment to do that as well, since the last column really is theirs? 

Senator Cochran. We will ask the Defense Department, as well. 

Mr. Reinsch. Thank you. 

Senator Cochran. Senator Cl el and. Senator Levin has concluded 
his questions and I am happy to yield to you. 

OPENING STATEMENT OF SENATOR CLELAND 

Senator Cleland. Thank you very much, Mr. Chairman. 

Thank you all, gentlemen, for being here today and thank you for 
helping us in better understanding some of these procedures. 

Secretary Holum, I understand the House has already passed 
amendments to the fiscal year 1999 Defense authorization bill to 
ban the launch of U.S. -built satellites on Chinese rockets. I gather 
you would be opposed to that posture, I guess on the basis that it 
violates our policy of engagement, which I think the President ar- 
ticulated very well when he was there in China. 

Is there anything else you would like to say along those par- 
ticular lines about that particular House action? 

Mr. Holum. I would. Senator, and I would focus in particular on 
our efforts to deal with what I take to be— and accept to be— the 
dominant interest of this Subcommittee in pursuing these hearings, 
and that is the prevention of proliferation of weapons of mass de- 
struction, and particularly missile technology. This is something on 
which there is no argument among us; we may have some dif- 
ferences of tactics and methods, but this is a very high priority in- 
terest of the administration, as it is of this Subcommittee. 

One of the efforts that I and many of us have been heavily in- 
volved in over the last 5 or 6 years has been to engage the Chinese 
in an effort to restrict their exports of missile technology, which is 
a very large problem. China is indispensable to the solution of the 
missile proliferation problem. We have made some headway; we 
have made that through a combination of methods, including diplo- 
macy, including sanctions in 1993, including the possibility of sanc- 
tions throughout this period, but also through engagement. 

It is my strong belief that this satellite launch possibility creates 
incentives and holds the possibility of our making further progress 
with China. If we don't have China's cooperation, then we can't 
have a fully successful effort against missile proliferation. We need 
their cooperation, and I think we're making considerable headway 
to get it. They have basically adopted the Missile Technology Con- 
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trol Regime rules on exporting missiles; in fact, they have gone be- 
yond the MTCR rules on whole missiles. We have no reason to be- 
lieve that since 1994, when they made that commitment, that they 
have violated that commitment. They have assured us that they 
have no plans to export further cruise missiles to Iran. These are 
sub-MTCR class missiles. In the recent summit there were further 
steps taken by China, further progress made on the missile front— 
not dramatic, but incremental and important. 

So I think we are making headway, and I think this satellite 
launch program is an important part of that. Leaving aside all the 
commercial and other reasons to do it, I think we are making head- 
way on this specific area, in part because of this policy. 

Senator Cleland. Thank you. 

If we were to exclude China as a site for launching U.S. commer- 
cial satellites, what would we then have left in terms of countries 
that we would lean on to launch U.S. commercial satellites? 

Mr. Holum. You might ask Secretary Reinsch to comment on 
that, too, but as I understand it, it would essentially be Russia and 
France, and there is a consortium of countries, including Ukraine 
and others, that is forming to do sea-based launches. That's basi- 
cally it, maybe some other odds and ends. 

Senator Cleland. Mr. Secretary, would you like to add to that? 

Mr. Reinsch. Thank you. Senator. Secretary Holum is correct; 
the Russians have a commercial launch operation. It is actually in 
Kazakhstan, but it's a Russian organization. The French launch in 
French Guiana. And then there is also the United States, as well 
as the consortium which would be a sea-launch platform that is, I 
believe, now under construction or preparation. 

With respect to the United States, I would only observe that the 
statistics that we have indicate that the domestic satellite industry 
has about a two-thirds share of the satellite market, and about a 
40 percent share of the launch market. So you can see immediately 
that there is a gap there that isn't going to be made up under cur- 
rent circumstances with U.S. launch capability or U.S. launch ca- 
pacity. 

To remove from the playing field one of the alternatives creates 
a significant competitive disadvantage for two reasons. The less im- 
portant reason, actually, is cost; the Chinese tend to be cheaper. I n 
fact, we have a bilateral agreement with them, going back to the 
Reagan Administration, to make sure they are not dumping their 
services. 

The bigger problem is not so much cost, but time. Normally the 
way these things work is that the entity buying the satellite pays 
up front for the satellite but doesn't get any revenue until it is up, 
operating and performing whatever services it is performing. 
Therefore, the time from manufacture to launch and operation is 
a significant issue. If I, as a satellite manufacturer, tell you that 
"Well, you could launch American but you have to wait 2 years be- 
cause that's the next window, but you can launch Chinese and they 
can do it in 6 months," what I'm telling you is that you have an 
additional 18 months of revenue that you can obtain. 

If you're going to knock one of the available resources out of the 
mix, you're really tying our companies' hands behind their backs. 
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I would like to make one other point, if I may, in response to 
your previous question. I just observed that there are also foreign 
policy issues that come up here with respect to satellites that, at 
the end of the day, will be owned and operated by the Chinese. The 
Chinese normally require, if it's going to be their satellite, that it 
be launched on a Chinese vehicle, which is not particularly un- 
usual; I think the French probably have the same requirement for 
their satellites with respect to French vehicles. 

I would simply observe the last one on the chart, the Loral 
Chinasat-8, which has not yet been launched. It is in fact a sat- 
ellite that will bring telephone, Internet, and television services to 
the people of China. We think that's a good thing; we think that's 
entirely in line with the tone of the summit and the President's ef- 
forts to bring Western ideas and a spirit of debate and freedom of 
expression to the Chinese people. Those are some of the things that 
would be sacrificed if launches on Chinese rockets are prohibited. 

Senator Cleland. Thank you. 

Did I understand correctly, that we— "we" being the United 
States— still are launching some commercial satellites, but we don't 
have the launch capability to do what the market out there would 
require? 

Mr. Reinsch. As I understand the situation, that's correct. Sen- 
ator. One of the questions that came up in hearings on the same 
subject in the other body was whether there is more that the 
United States could do to promote domestic launch capacity here. 
And that's a very good question, and there is a lot of history about 
the rocket industry over the last 15 years that I'm not really the 
best person to testify to, but it's something that the Subcommittee 
might want to look into. 

Senator Cleland. Thank you very much. 

If I could just shift your focus now, please, to the question of how 
we do this and which agency should be, in effect, in the lead when 
questions of dual-use technology are involved, and certainly, na- 
tional security interests. 

Apparently, members of the Intelligence Committee in the Sen- 
ate have expressed some interest in shifting the basic responsi- 
bility, or the lead role, in reviewing launch applications back to the 
State Department. Also, apparently, on j une 25 this panel heard 
from Dr. Lightner of the Defense Technology and Security Adminis- 
tration that the current and formal process to control exports of 
dual-use items has failed in its stated mission, and that there are 
instances where compromises have been made in the safeguarding 
of our national security interests. 

Further along that point, the GAO testimony to the Congress has 
indicated that U.S. national security was better served when the 
State Department took the lead role in reviewing the launching ap- 
plications. 

There seems to be a growing concern that maybe the State De- 
partment should actually become the lead agency here when na- 
tional security issues are involved and when dual-use technology is 
basically involved. Flave you all changed your mind about this in 
the last few days at all? Or have you come to an opinion that you 
would like to share with us on this point? 
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Mr. Holum. Well, I would urge against transferring jurisdiction 
back to the Department of State, and let me make a distinction 
here, or make clear, that this is still divided jurisdiction, and the 
Department of State has, through two different means, the protec- 
tion that we feel we need for important national security and policy 
considerations. 

One is our participation in the Commerce Department licensing 
process. We nave an opportunity to review these licenses. We 
haven't opposed any; the Department of Defense does, as well, have 
a very active role in that, including the right to escalate all the 
way to the President. 

And second— and perhaps an area that doesn't get enough atten- 
tion— is the fact that the State Department now retains control 
over every case in which the Chinese could gain direct access to the 
technology in the satellite, or any other related technology related 
to the launch. 

Senator Cleland. May I ask how long has that policy been in 
effect? 

Mr. Holum. That policy has never changed. The State Depart- 
ment now and continuously has controlled, for example, all the 
technical data regarding the satellites, except the limited data that 
was transferred to the Commerce Department, which is form, fit 
and function, regarding mating the satellite to the rocket. Which 
really gains the Chinese nothing that's of particular value, other 
than to launch that particular satellite. 

Mr. Reinsch. If I could elaborate, I think I, at least, got confused 
as to what we've testified to in the House and what we've testified 
to in the Senate. I think the House went into this in great detail. 

The fact is that the President's decisions in both 1993 and 1996 
has been very narrowly circumscribed, the kind of technology that 
the Commerce Department has authority to deal with with respect 
to satellites. The only technology that we can license is one of our 
licenses, as Secretary Holum said, is form, fit and function, which 
relates to how you literally mate the satellite to the rocket. If the 
company needs to go beyond that in any way, that is a State De- 
partment license. It had been a State Department license before 
1996, it was a State Department license after 1996, and there isn't 
any argument about this. 

And the fact of the matter is, particularly these days, as sat- 
ellites become more complicated and larger and have bigger anten- 
nas and take on more features, virtually all of the satellites that 
are coming down the line these days in fact need an additional the 
State Department license along with the Commerce Department li- 
cense, because of that, the technology that they control. And that 
hasn't changed. 

Mr. Holum. We also have jurisdiction over anything related to 
the launch vehicle. And our policy precludes any assistance to the 
design, development, operation, maintenance, modification or re- 
pair of the launch vehicle. That's the thing that we're really con- 
cerned about here, because that's the rocket. That's the dual use 
technology that could also be a missile. And there's very little way 
to distinguish between the two. 

And that has to be licensed by the State Department, and we 
don't license that for China. And of course, as has been made clear. 
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in the conditions to the Commerce Department license, the State 
Department has jurisdiction over all launch failure investigations. 
So any time there's an inquiry going back into what happened 
when a launch failed, that's a State Department license as well. 

So any circumstance under which the Chinese customer or 
launcher could have access to technology still requires a State De- 
partment license, except for this limited form, fit and function area. 

Senator Cleland. Thank you very much, Mr. Chairman. 

Senator Cochran. Thank you. Senator Cleland. 

Let me say with respect to the charts that I owe Secretary 
Reinsch an apology, because I did assure him that I would see that 
he got copies of these charts that we were going to use in advance 
of the hearing, and I didn't do that. That was an oversight on my 
part, and I apologize to you for that. 

I want to elaborate on the assurance that I gave Senator Levin, 
and that is that it would be helpful to us, in our full understanding 
of the facts, if you and Secretary Holum could give us your impres- 
sion of the information that is on these charts with respect to its 
accuracy, first of all, and if there is in any way that these charts 
are misleading, I urge you to point it out in your reaction to it, so 
that we can put it in the record. 

Mr. Reinsch. Thank you, Mr. Chairman. 

Mr. Holum. We'd be happy to, Mr. Chairman. 

INFORMATION FOR THE RECORD 
China Satellite Launch Charts 
S tate Department L i censed L aunches 

• We believe the information depicted in thej uly 6, 1998 chart is accurate. 

Commerce Department L i censed L aunches 

• With regard to the column entitled 'TAA From State?," it would be more ac- 
curate to refer to this entry as 'TAA/License from State?" This is because in 
certain instances (e.g., Asiasat-2, Apstar-2R, Mabuhay, and Iridium) there 
were munitions licenses (but not technical assistance agreements, per se) ap- 
proved by the State Department for technical data for which a TTCP was re- 
quired. 

• Concerning Hughes' Apstar-2 and Apstar-IA satellite launches that were ul- 
timately licensed by the Commerce Department, the State Department had 
earlier approved a technical assistance agreement governing the exchange of 
information between Hughes and certain foreign nationals of the Asia-Pacific 
Telecommunications Satellite Co. (the prospective owner of the Apstar sat- 
ellites). That TAA concerned the initial configuration of the Apstar satellite 
system when it was comprised of two series 376 satellites. Following the im- 
position of missile sanctions by the State Department in August 1993, Hughes 
sought and obtained the Commerce Department approval for a different 
Apstar-2 satellite (a series 601 rather than series 376 satellite), and also, 
thereafter, for the Apstar- lA. Hughes did not seek amendment of the TAA 
to cover the Apstar-2 or the Apstar- lA. 

Senator Cochran. Thank you very much. 

Senator Levin, any other questions? 

Senator Levin. J ust a quick commentary while Senator Cleland 
is here. My recollection relative to the GAO position was a little bit 
different from his. But we can just let that testimony speak for 
itself. My recommendation is that they said they were unable to 
draw a conclusion as to whether or not this two-track process in 
essence contains adequate safeguards for licensing. They're in the 
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midst, in fact, the Chairman I believe tasked them to come up with 
a conclusion on that question. 

Mr. Reinsch. I think that's right. Senator. At the time they did 
the report, they said they were unable to draw that conclusion. 

Mr. Holum. And there have been some changes since the conclu- 
sion of their report, or some clarifications. 

Senator Levin. If I could, Mr. Chairman, ask a couple quick 
questions for Secretary Holum, and that has to do with the pro- 
liferation aspects of this question. 

There was a witness who testified before the House last month, 
Gary Milhollin, who said that the decision to transfer control over 
satellite exports from the State Department to the Commerce De- 
partment "effectively pulls the teeth from any future U.S. sanctions 
against Chinese companies guilty of missile proliferation." And the 
reason for that, he said, was because the sanctions that apply for 
so-called category two violations of the Missile Technology Control 
Regime do not apply to items on the Commerce Control List, but 
do apply to the items on the M unitions List. 

And so my question to you, Mr. Secretary, is whether you agree 
with that statement? 

Mr. Holum. I agree with the factual predicate in the end, but I 
don't agree with the conclusion, because of the fact that category 
one sanctions still remain available over purely Commerce Depart- 
ment launches. Because no licenses would be granted in the case 
of cat^ory one sanctions. Category one relates to full-up missiles 
or major components of missiles. 

Second, for the reasons we've been describing, more and more of 
these arrangements do r^uire munitions licenses because of the 
technology that may be involved. And as a result of that, there 
would also be limitations. The category two sanctions would apply. 

Senator Levin. He also testified that the decision to invite China 
to join the Missile Technology Control Regime was a mistake be- 
cause, "if accepted, it would immunize Chinese firms from any fu- 
ture application of U.S. sanctions laws from missile proliferation." 
The concern here being that if China is a member of the Missile 
Technology Control Regime that exporting missile-related items to 
China would no longer require a license. And he said that U.S. 
firms could deliberatdy outfit Chinese missile manufacturing sites 
without telling anyone. 

Could you comment on that? 

Mr. Holum. I don't read U.S. missile controls that way, nor do 
I read the Missile Technology Control Regime that way. First of all, 
the Missile Technology Control R^ime does not exempt member 
companies from the licensing requirement. We don't have a policy 
of automatic approval of licenses for missile-related technology to 
MTCR member countries. It's still reviewed on a case by case basis. 

Second, there is built into the MTCR a presumption that the 
member countries will adopt their own enforcement mechanisms, 
their own domestic laws, to control the technologies that are cov- 
ered by both category one and category two technologies in the 
MTCR annex. That's the virtue of having China and Russia join 
the MTCR. It gives us a much stronger lever to go and say, you've 
committed to control these exports from your country. 
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And that's one of the strongest methods we have to get them to 
comply, is if they've made a commitment, as opposed to we're sanc- 
tioning them because we have a domestic requirement that th^ 
behave in certain ways. But if they fail to enforce their domestic 
law, the possibility of sanctions is still there. We just began with 
the presumption that they will enforce their own laws against their 
own entities. And that's the first avenue, and the best avenue. 

Senator Levin. You begin with the presumption, but you don't 
end with the presumption. 

Mr. Holum. That's right. 

Senator Levin. Thank you, Mr. Chairman. 

Senator Cochran. Thank you. Senator Levin, very much, and 
thank you both for being here and helping us understand this com- 
plicated issue. We appreciate your returning to the Subcommittee. 

We'll now hear from the Principal Deputy Assistant Secretary of 
Defense, Franklin C. Miller. Our witnesses here will be excused, 
and we would invite Secretary Miller to come forward. 

Mr. Miller, if you would please raise your right hand. Do you sol- 
emnly swear the testimony you give before the Subcommittee will 
be the truth, the whole truth, and nothing but the truth, so help 
you, God? 

Mr. Miller. I do. 

Senator Cochran. Thank you. You may be seated. 

TESTIMONY OF HON. FRANKLIN C. MILLER, PRINCIPAL DEP- 
UTY ASSISTANT SECRETARY, U.S. DEPARTMENT OF DE- 
FENSE 

Senator Cochran. Secretary Miller, we have had a lot of atten- 
tion focused on the Loral Company analysis of a launch failure in 
1996. Some have suggested that serious national security informa- 
tion was transferred as a result of giving the Chinese a copy of the 
analysis that was done by a Loral-led team following that launch 
failure in 1996. 

We've since learned about this analysis that was done in 1995 by 
Hughes. And I think you were here in the hearing room when you 
heard that a copy of the report has been given to the Department 
of Defense. 

Have you had an opportunity to review that report, and has the 
Department of Defense, to your knowledge, made any determina- 
tion as to whether any national security interests have been 
harmed as a result of that unlicensed transfer in 1995, relating to 
the Hughes APSTAR 1 1 launch failure? 

Mr. Miller. Senator, the report arrived in my office at 10 min- 
utes of noon today. I can assure you I have not had any chance to 
look at it, nor have I had time to get copies made and distributed 
in the Department. So I can also assure you that the Department 
has not had the opportunity to review that. 

We will of course be doing so in the days and weeks ahead. 

Senator Cochran. As I understand the new process under the 
Executive Order that President Clinton issued and put in place in 
1996, each relevant agency has the opportunity to participate in 
the dual-use licensing process, and to appeal disagreements, if they 
have any, all the way to the President. 
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Is it correct that the process and procedure changes as a result 
of this Executive Order 12981? Were they considered by the De- 
partment of Defense to be sufficient to give national security con- 
cerns ample protection in commercial satellite export licensing deci- 
sions? 

Mr. Miller. Yes, Senator, they were considered by the Depart- 
ment of Defense, and the Department of Defense agreed to the ex- 
ecutive order. 

Senator Cochran. Now, we've had testimony previously that li- 
cense disputes have never been appealed all the way to the Presi- 
dent, because under the executive order's dispute resolution proc- 
ess, disagreements have been worked out at lower levels. Is that 
correct, and has the Department of Commerce accepted conditions 
requested by the Department of Defense for certain licenses that 
DOD was willing to agree to in licensing decisions for commercial 
satellites? 

Mr. Miller. It is correct that we have never felt the need to ap- 
peal an issue to the President. As in other kinds of interagency 
areas, we have been able to come to compromises. And as the keep- 
er of the process in this particular case, the Commerce Department 
has told DOD representatives at whatever level is involved or in- 
voked that the Commerce Department accepts the proposals put 
forward by DOD. And on that basis, the issue is resolved or closed. 

Senator Cochran. After the decision then is reached by this con- 
sensus arrangement at the lower levels of the Department, does 
the Department of Commerce provide to the Department of Defense 
a copy of the export license that is issued under the executive 
order? 

Mr. Miller. No, sir. 

Senator Cochran. How does DOD then know if its conditions 
that it's recommended in this process were accepted by the Com- 
merce Department or actually included in the license as issued? 

Mr. Miller. We have to rely, Mr. Chairman, on the Commerce 
Department to carry out in good faith the commitments it made in 
the interagency. 

Senator Cochran. Has there come a time when you have been 
made aware of any Commerce Department-issued license that did 
not include everything that had been agreed to as part of the exec- 
utive order process? 

Mr. Miller. Yes. I did not learn in real time, but my staff in- 
forms me that there was at least one incident where they became 
aware of a license that did not exactly track with the agreement 
that had been made. And that we called the Commerce Department 
and the license was modified to correctly reflect what had been 
agreed. 

As a matter of course, that's the only one I'm aware of. I don't 
know what I don't know. 

Senator Cochran. As we look for ways to try to improve the 
process and make sure that national security interests are truly 
safeguarded in this process, as we all hope they are, would it be 
a more appropriate practice for a copy of the license to be given to 
the Department of Defense and/or the Department of State as 
issued? 
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Mr. Miller. That's certainly my personal opinion. That's the way 
we do with, my analogy is to clearing a cable. You work a cable 
that goes out to diplomatic posts in the interagency, you all put 
your fixes in. At the end of the day, when the State Department 
sends out the cable, we all see it. So we all have the final copy. 

My personal opinion would be yes, that would strengthen the sit- 
uation. 

Senator Cochran. On another subject, when we had our hearing 
on J une 18, our initial round of questioning of the three depart- 
ments on this subject, we discuss^ the commodity classifications 
and the unilateral determination that is made by the Department 
of Commerce as to the type of license under which a commodity is 
to be exported. We heard that the Commerce Department has noti- 
fied exporters that as a result of a commodity classification, general 
licenses can be used to export a commodity. 

And as I understand, what we heard from the witness is, general 
licenses receive no government review, but are self-issued licenses, 
in effect. And that only commodities requiring what's called an in- 
dividual validated license are subject to the executive order process 
that we've been talking about. 

Is that your understanding of the process as well? 

Mr. Miller. Yes, Senator. You have described the process ex- 
actly. Now, what changed as a result of the executive order, the 
new executive order, is that whereas, formally, prior to the Decem- 
ber 1995, when the Commerce Department would decide what 
would be licensed we would only, we as the Department of Defense 
would only review those individual license requests that the Com- 
merce Department believed DOD should look at in terms of dual 
use technology. Now we see all of the dual use licenses that the 
Commerce Department has in communications satellites and in, 
say, hot section technology. 

But it is certainly true that for those technology exports that the 
Commerce Department decides do not require a license that we 
have no visibility into those. 

Senator Cochran. So if an exporter consults with the Commerce 
Department and asks whether an individual validated license is re- 
quired, DOD is not necessarily consulted? 

Mr. Miller. Is not consulted. 

Senator Cochran. Is not consulted in that process. 

Mr. Miller. Unless someone were to raise an issue that said, is 
it really the Commerce Department's call, is it a State Department 
call. 

Senator Cochran. And the Department of Defense officials 
would not be a part of the process in making the determination as 
to whether a license is required or not? 

Mr. Miller. That's right. That's the Commerce Department's re- 
sponsi bility. 

Senator Cochran. Let me ask you about sensitive dual use 
items, such as satellites, which are reviewed by the Commerce De- 
partment under a Department commodity classification process. 
DOD has no opportunity to participate. Is there a procedure by 
which you could suggest that DOD is involved or could be involved 
in this? 
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Mr. Miller. The honest answer, Senator, is that I do not know 
what I do not know. I don't know what kind of technology is or is 
not allowed by the Commerce Department to go out without the 
IVL. 

Senator Cochran. The IVL means the individual validated li- 
cense? 

Mr. Miller. Yes. Certainly the Commerce Department under- 
stands that items with national security impact are supposed to be 
given licenses and reviewed in the process. Whether something 
slips through, I honestly don't know, because I don't have any visi- 
bility into that. So I can't tell you whether it would strengthen the 
situation. Perhaps there are things that are going out without a li- 
cense that we ought to be looking at. I don't know whether that 
represents 2 percent or 40 percent, either. So I'm really unable to 
answer that question. 

Senator Cochran. Was the Department of Defense, in your judg- 
ment, in favor of a process or procedure that included DOD in that 
decision making process of whether a license is required or not? 

Mr. Miller. I guess I would answer that in two parts, Mr. Chair- 
man. One, again because I don't know what— we may be talking 
30,000 cases or 3,000 cases or 500 cases. I don't know how large 
that is. But if there is a subset, and in the subset a very sensitive 
technology that is still going out without license review, I would 
presume that that would be something we ought to be looking at. 

Senator Cochran. Yes. 

Mr. Miller. Again, I have no idea. 

Senator Cochran. I'd like to call to your attention a specific 
issue. On November 30, 1992, I'm advised that the Hughes Cor- 
poration asked for a commodity classification to determine if var- 
ious technical information, consisting of some eight pages of tech- 
nical information, which Hughes submitted to the Commerce De- 
partment, required an individual validated license for export. 

I asked the staff to please give you a copy of this. It is a letter, 
with an attachment, and to provide a copy to other Senators as 
well.i 

The Commerce Department responded to this November 30, 1992 
request on J anuary 25, 1993, about 2 months later, issuing a com- 
modity classification which I'm also going to have handed to you 
and the other Senators. It's commodity classification number 
33173, granting Hughes Corporation the authority to export all of 
this information that was contained in the November 30 letter, 
without an individual validated license. 

Now, as I understand the process, and your testimony, the De- 
partment of Defense did not review, had no chance to review or 
comment, on this action by the Commerce Department. But some 
months later, someone privately made a request to the State De- 
partment for a commodity jurisdiction, known by the initials Cj , on 
these eight pages of technical information. They requested State 
Department to pass on the question of jurisdiction of all of these 
eight pages of technical information. 


iJhe letter from Hughes Corporation, dated Nov. 30, 1992, with attachments appears in the 
Appendix on page 115. 
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At a hearing on J une 18, we brought this subject up, the subject 
of the commodity jurisdiction. Secretary Hoium wiii remember 
that. 

And we iearned that the purpose of the commodity jurisdiction 
is to determine whether an item shouid be iicens^ for export 
under either the jurisdiction of the State Department and its Muni- 
tions List, or the Commerce Controi List. Now, is it correct in your 
experience that the Department of Defense had a chance to exam- 
ine this decision by the Commerce Department because a private 
citizen wrote to the Department of State and asked for a State De- 
partment commodity jurisdiction ruiing? And whether or not the 
Commerce Department commodity dassification ruiing was ren- 
dered uniiateraiiy, that is without the invoivement of either the 
State Department or the Department of Defense? 

Mr. Miller, i'm informed that that's correct. Senator. 

Senator Cochran. And so if this ietter had not been written to 
the Department of State, in effect resuiting in a partiai overruiing 
of the Department of Commerce, had the ietter not been written to 
the State Department, the decision of the Department of Commerce 
giving the iicense without the review of other departments, it 
wouid have stood, and it wouid have been permitted to, it wouid 
have permitted Hughes Corporation to export aii those eight pages 
of technoiogy information, is that correct? 

Mr. Miller. Yes, Mr. Chairman, that's correct. 

Senator Cochran. Now, we have a copy of the DOD submission 
to the State Department on this subject, which we wiii aiso give 
you a copy of, and want you to iook at it. This document suggests 
that the Department of Defense agreed with the Department of 
Commerce on oniy 23 percent of the specific items in this request. 
That is, that no iicense is required for the export of the technicai 
information. 

The Department of Defense determined that 64 percent of the 
items shouid be exported oniy pursuant to an individuai vaiidated 
iicense. And the remaining 13 percent DOD couid not or did not 
pass judgment on, because the request contained insufficient infor- 
mation or documentation. 

So the Department of Defense, as i understand this document, 
took the position that oniy 23 percent of the information couid be 
exported without a iicense. Though the Commerce Department had 
issued a commodity dassification aiiowing aii of it to be exported 
without a iicense. 

Can this be described, in a fair way, as an exampie of why the 
Defense Department wouid iike to have greater invoivement in the 
Commerce Department's commodity ci ossification process? 

Mr. Miller. Mr. Chairman, i can't, just giancing at this, teii you 
that the percentages are correct. But it is dear from the document 
that Defense did recommend spiit jurisdiction on this point, and 
that that wouid, that tends to indicate that Defense viewed this 
originai decision as not being correctiy dassified. 

But i wouid aiso say, especiaiiy with Secretary Reinsch and Sec- 
retary Hoium here, that i can't give a fuii answer to this, that they 
ought to be aiiowed to comment on this. 

But in answer to your question, this wouid indicate that Defense 
had gone on record saying that in this specific case, there was in- 
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formation which we believe belonged under the State Department 
jurisdiction and which we needed to review. 

Senator Cochran. I appreciate that you can't at a glance verify 
all the percentages. And we're not asking you to do that. We're 
simply trying to find out whether this is an example of what would 
happen if DOD were involved in helping make the decision about 
whether an individual validated license is required, or whether a 
blanket permit can be issued to a company that writes in and gives 
eight pages of technical information, and then Department of Com- 
merce, under current procedures, as I understand it, has the legal 
authority, under the executive order, to make that decision without 
consulting the Department of Defense. 

Is that a correct statement that I just made? 

Mr. Miller. That is my understanding, Mr. Chairman. But 
again, Mr. Reinsch or Mr. Holum may have a different view. 

Senator Cochran. I have some aclditional questions on the sub- 
ject of monitors. But at this point, I think I will defer to my col- 
leagues and give them a chance to ask questions on the subjects 
that I 've covered or any other subjects they wish to explore. 

Senator Levin. 

Senator Levin. Thank you, Mr. Chairman. 

This process that was just described by the Chairman was a 
1992 letter, is that correct? 

Mr. Miller. That is correct. Senator. 

Senator Levin. That was years before the 1996 Executive Order 
that we've been talking about, is that correct? 

Mr. Miller. That is correct. But again, not passing myself off as 
an expert, and deferring to Secretary Reinsch or Secretary Holum, 
it is my understanding that that is still the system under which 
we operate. 

Senator Levin. I don't doubt that, but I 'm just simply saying that 
this is not because of an executive order. This system long pr^ated 
1996, is that correct? 

Mr. Miller. That is correct. 

Senator Levin. So I think it's worthy for us to explore the proc- 
ess that's used, but we ought to do it understanding that this sys- 
tem of allocation or classification apparently goes back to 1992, and 
perhaps before that, is that correct? 

Mr. Miller. That is correct, I mean, looking at this 

Senator Levin. Mr. Chairman, I'd like to ask Secretary Reinsch 
if I could, is it appropriate at this point for him to comment on this, 
to give him an opportunity to comment on this? 

Senator Cochran. Why don't we complete our questioning of this 
witness, and then if you'd I ike to recall him, we'll do that. 

Senator Levin. All right. I would like to do that. So perhaps he 
can stick around. 

Has the Defense Department suggested that we make changes in 
the law or whatever it is that determines who does the com- 
modity— I guess it's the classification that you were talking about 
here. I'll call it that. Has the Defense Department suggested that 
we make changes in this law? 

Mr. Miller. I understand I can't say that I did this personally. 
Senator Levin, but I understand that there was interagency debate 
and Defense did advance some positions along those lines. 



66 


Senator Levin. To the Congress, do you know? 

Mr. Miller. Not to the Congress. Within the Executive Branch. 

Senator Levin. Could you find those items and forward those to 
this Subcommittee? 

Mr. Miller. Excuse me? 

Senator Levin. Could you try to locate those suggestions or rec- 
ommendations which were interagency at some point, and forward 
those to this Subcommittee, so that we can consider those changes? 

Mr. Miller. I'll certainly take that back. Senator Levin. 

Senator Levin. All right. 

Does the Defense Department believe that your power to influ- 
ence the decision making process on satellites has diminished or 
was diminished by the executive order? 

Mr. Miller. No. Absolutely not. In fact, it was strengthened, in 
that we now have the clear right to review all Commerce Depart- 
ment licenses for communications satellites, commercial commu- 
nications satellites. 

Senator Levin. And the executive order that we're referring to 
here is the Clinton executive order in early 1996? 

Mr. Miller. December 1995. 

Senator Levin. All right. 

Mr. Miller. Nor do we believe. Senator Levin, as was suggested, 
not by Senator Cleland, but in the quote that he had from a prior 
witness before the Subcommittee that our role has been diminished 
in this or our effectiveness has been diminished. 

Senator Levin. Does the DOD see every Commerce Department 
license application to export a satellite to China? 

Mr. Miller. Yes. Under the new executive order, yes. 

Senator Levin. And for these licenses, does the Department al- 
ways require a technology transfer control plan? 

Mr. Miller. Yes. 

Senator Levin. Does the Department of Defense always require 
U.S. supervision of a satellite in transit and while on Chinese soil? 

Mr. Miller. Absolutely. Our technology control plan, or tech- 
nology transfer control plan, to go with the chart, requires that we 
have U.S. control of the satellite from when it is shipped, at the 
moment it is shipped to China, up through launch and indeed al- 
lows us to recover debris if the satellite fails and if the rocket fails 
and explodes. 

Senator Levin. So that you, the DOD, have with every launch, 
a person who is physically monitoring the satellite, as of 1996? 

Mr. Miller. Well, 1995, early 1996. Yes. And again, for most of 
the period, with the exception of those three launches that were 
mentioned earlier, we also had monitors present. 

Senator Levin. Well, I don't know, it's kind of hard to read that, 
because it says, were monitors required, it says no, then there's a 
little footnote on that chart that says even though they weren't re- 
quired, they were present in a couple cases, if I can read that foot- 
note correctly. That's the way I read it. 

Mr. Miller. Previously witnesses have told this Subcommittee 
and other committees that there were three unmonitored launches. 
As I read this chart, and again, reacting in real time, there are 
seven yellow squares where monitors were not required, take away 
two where they were not required but otherwise present is five. 
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Senator Levin. One was canceled. That gives you four. 

Mr. Miller. And I can't account for that other one. 

Senator Levin. All right. Well, perhaps you could do that for the 
record, then. And also, as the Chairman and others, I 've suggested, 
would you also give us your comment for the record on that chart, 
when you've had a chance to review it. 

Mr. Miller. Yes, sir. 

Senator Levin. Finally, on J une 25, the full Governmental Af- 
fairs Committee had a hearing focusing on the Defense Technology 
Security Administration, or DTSA. And a long-time DTSA em- 
ployee had some criticisms of the agency, and I understand that 
the Department heard those charges for the first time during the 
hearing. There was some response from the DOD at that hearing. 

Mr. Miller. I was the witness. 

Senator Levin. I was otherwise occupied on the Floor. But in any 
event, I'm wondering if you've had a chance to study that matter 
now, and if there's anything more that you would want to add, 
since you've had a chance to review it, or whether whatever you 
had to say at the time was it. 

Mr. Miller. I disagreed with much of what was said in that tes- 
timony. And if the Subcommittee desires, we can send over my per- 
sonal assessment. I think that it was unfortunate that a number 
of issues were raised and confused. And I can give you some exam- 
ples. 

A great deal was made about the decontrol of lasers and laser 
weaponry. I'm not aware of any, and I've asked my staff, and they 
are not aware of any decontrols of laser weapons at all, or any de- 
controls of lasers that could be turned into or converted into weap- 
ons under dual use. And certainly, there are enough, as we all 
know from both the classified and unclassified material, there's 
enough laser weaponry that has come out of the former Soviet 
Union to make this a problem anyway. 

There was an allegation that the administration's decontrol of os- 
cilloscopes somehow was related to the Indian and Pakistani ability 
to test nuclear weapons, whereas the administration's decontrol of 
oscilloscopes specifically said that those objects could not be ex- 
ported to countries of proliferation concern. The question was 
raised about the export of computers to Russian nuclear weapons 
facilities at Arzamus and Chelyabinsk, whereas in fact, when the 
license request was submitted to the administration, enough ques- 
tions were raised that the license request was withdrawn. 

The fact that computers went there has nothing to do with the 
licensing process. No licenses were granted. In fact, a criminal in- 
vestigation was launched. So it had nothing to do with how the ad- 
ministration looked at it. In fact, the administration looked at it so 
critically that the request was withdrawn. 

So throughout that testimony, there were a number of serious 
charges that were put in front of the Subcommittee that I believe 
the record will show, the facts will show, were without any sub- 
stance whatsoever. 

Senator Levin. If you could supply for the record any more com- 
plete statement that you might wish to have, I would appreciate 
that, if that's all right with the Subcommittee. 
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Senator Cochran. Without objection, we will receive that and 
make it a part of the record. 

Senator Levin. And finally, Mr. Chairman, in addition to my re- 
quest that the Department submit to the Subcommittee any rec- 
ommendations that it had relative to the classification process— the 
Department of Defense— I would ask the other witnesses from the 
other departments to do the same. Not just any prior suggestions, 
but I would request these agencies to submit any suggestions that 
they have at this time relative to that subject, so that assuming 
there was a mistake made here in 1992, very possible there was 
a mistake made in this kind of a letter, but how can we avoid that 
kind of a mistake if indeed it was a mistake. 

I don't want to prejudge it, you haven't had a chance to look at 
it. But I think we ought to ask the agencies, Mr. Chairman, all of 
our agencies, for any recommendations on this subject they have, 
whether or not they were existent at the time of this interagency 
discussion, so that we get their current thinking. 

Senator Cochran. I think that's an excellent suggestion, and we 
may even put that in writing, so we have a copy of our request in 
the record to each Department— Commerce, State and Defense. 

Senator Levin. Thank you, Mr. Chairman. 

Senator Cochran. Thank you. 

Senator Durbin. 

OPENING STATEMENT OF SENATOR DURBIN 

Senator Durbin. Thank you, Mr. Chairman. 

Secretary Miller, help me to understand context here a little bit. 
The decision as far back as the Reagan Administration that we 
would not develop the capacity to launch commercial satellites real- 
ly meant that we had to go to the open market to find other coun- 
tries with that capacity. I believe that became an inevitable result 
of that policy decision. 

And now we find ourselves more and more dependent on that 
satellite technology for a variety of things that we believe benefit 
us and other countries in the world. As I understand, trying to 
parse through the process here, we are trying to make certain that 
we achieve the gooa that can come of this without sacrificing or in 
any way jeopardizing our national security. There have been a vari- 
ety of different procedural approaches used here, including the 
President's executive order. 

I guess my first question, an open-ended question, is do you feel 
at this moment that the current system that is in place protects 
our national security, so that our use of rocket launches for sat- 
ellite technology in other countries will not jeopardize our national 
security or in any way transfer technology that is crucial for our 
national defense? 

Mr. Miller. Senator, I believe that the procedures now in place, 
which resulted from the December 1995-J anuary 1996 executive 
order and change, are adequate to protect our national security. We 
in Defense review every license for a communications satellite 
launch. From a national security standpoint, that is really impor- 
tant. 

Also, this is really much more under the purview of Secretary 
Reinsch. It means that our satellite, U.S. satellite manufacturers 
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have vehicles that they can use to get their satellites in orbit and 
start their money stream faster. The maintenance of a strong sat- 
ellite production base is, at the end of the day, critical to our na- 
tional defense needs. 

So I believe we have the saf^uards, and I believe it does help 
the satellite industry, and that is also important. 

Senator Durbin. How frequently do these launches fail? 

Mr. Miller. I can supply that for the record. It varies by launch 
system. I was looking at these statistics the other day. There are 
a few systems out there that have 100 percent record. There are 
some in the 80s, there are some in the 70s. It depends whether it's 
the European Arianne system, or whether it's the Russian Proton 
system or the U.S. Atlas or the U.S. Delta or the Chinese Long 
March. 

So it really is, as I understand it, system-specific. 

Senator Durbin. J ust taking the Chinese for an example, do you 
recall what the fail rate was? 

Mr. Miller. I think, again, let me get back to you for the record, 
because there are four or five different types of Chinese rockets 
that are used, they're different variants of the Long March system, 
some of which have 100 percent success rate, some of which have 
about a 75 or 60 percent success rate. Let me take that back and 
get you the accurate information. 

Senator Durbin. It's my understanding in reading and in con- 
versations that in the event of a failure, a private company in the 
United States, before it can launch another satellite and obtain the 
insurance for that purpose needs to determine the cause for the 
failure and make some sort of effort to make certain it doesn't hap- 
pen again, which would involve, I think, one of the fact situations 
that we've been talking about here. 

One of the things that comes up as we discuss this is whether 
or not in improving this launch capacity of any country, China or 
any country, we are improving the capacity which could be used for 
a military purpose. How do you draw that line as you make the call 
from the Department of Defense in each of these instances? 

Mr. Miller. Our intent in creating the strict conditions on the 
licenses is to ensure that no technology is transferred to the Chi- 
nese with regard to improving their launch systems. We are using, 
not we, the U.S. company, is using the Chinese rocket as a delivery 
bus. That's all. As I think an editorial by Brent Scowcroft and Ar- 
nold Kantor said a few weeks ago, it's like FedEx. You give FedEx 
the envelope and FedEx takes it some place. 

The saf^uards that we put in place forbid the U.S. company to 
provide the Chinese with any information which would assist them 
in improving their rockets. So from that standpoint, we believe we 
have in place a series of safeguards that protect national security. 

Now, to anticipate a question you didn't ask, what happens when 
somebody breaks the safeguards or breaks the laws, and it's a 
question that I think would go for any law. The laws are there, the 
regulations are there. It is clear what you're allowed to do and 
what you're not allowed to do. And if you break those, then there 
are obvious penalties, and the J ustice Department gets involved. 
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Senator Durbin. But the launch failure, the launch system fail- 
ure, in and of itself, you are saying we don't address the improve- 
ments or the repairs necessary, or we try to draw a line? 

Mr. Miller. We try to draw a line. 

Senator Durbin. And stay on the other side, in terms of the de- 
velopment of that technology? 

Mr. Miller. That is correct. 

Senator Durbin. Even though the commercial customer may 
have a very personal interest in getting this rocket back up into 
space with his own satellite technology? 

Mr. Miller. Sure. But our requirement from a Defense stand- 
point, a national security standpoint, is to protect this country by 
not allowing China's military capability to be improved in this 
manner. That's why we put the conditions that we do. That's why 
we require a monitor to be present for any technical discussions be- 
tween the satellite manufacturer and the launch provider. That's 
why all of our requirements on the license, the TTCP, are what 
they are. 

Senator Durbin. There's been some complaints in the commercial 
sector about dealing with China and difficulties and resistance. In 
the Department of Defense's role here, concerning these Chinese 
launches, have you detected any type of resistance or efforts to cir- 
cumvent the clear intent of our laws to protect our national secu- 
rity? 

Mr. Miller. I personally have not, but I don't know that we 
would get involved. I personally have not, no. 

Senator Durbin. Thank you, Mr. Chairman. 

Senator Cochran. Thank you. Senator Durbin. 

Secretary Miller, we had testimony at our earlier phase of this 
hearing on J une 18 that there were three launches that DOD was 
aware of that were licensed by the Commerce Department and 
completely unmonitored by DOD. And I know we've had some ques- 
tion about whether it's four or five. But Secretary Lodal at that 
time testified, "We are not aware of any transfer of technology from 
these unmonitored launches that contributed to China's missile or 
military satellite capabilities." 

Does this mean in your judgment that no technology transfer oc- 
curred at these launches, or because DOD monitors were not 
present, DOD doesn't know if any technology was transferred? 
Could you help us interpret that? 

Mr. Miller. Mr. Chairman, speaking for myself and not Mr. 
Lodal, because I don't want to put words in his mouth, it would be 
to me the latter. That is, we have no knowledge of any technology 
transfer. Full stop. 

Senator Cochran. The Department has suggested that monitors 
were neither required nor present at three launches of satellites in 
China, specifically APSTAR II, APSTAR I A and Chinasat-7. Those 
are the three that have been identified to us as having no monitors. 

All of these satellites, we are told, are manufactured by Hughes 
and licensed by the Department of Commerce. The chart shows 
four other satellites that did not require monitors pursuant to its 
Commerce Department-issued license. That's our interpretation, 
that's what I understand is trying to be reflected in that chart. 
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Neither Echostar-1 nor Echostar-2 required monitors. Echostar- 
2 was ultimately canceled, which someone has already suggested, 
while Echostar-1 was monitored at the launch, but not throughout 
the process, because monitors already present for the launch were 
there for a previous satellite, and they stayed to monitor this 
Echostar-1 launch. 

But there were no monitors required, as I understand it, and 
there were no monitors throughout the process, except at the 
launch, because of the coincidence. 

On Chinastar-1, which was launched at the end of May, there 
were also no monitors required, but the company, which was Lock- 
heed-Martin in this instance, showed up of its own volition and 
asked for monitors. That's the information obtained from the com- 
pany. But monitors were not present throughout the entire process. 

The Optus B3 is one where no monitors were required. Hughes 
has told us that no monitors were present at any stage in the proc- 
ess. But I understand from DOD that monitors were present at the 
launch. 

Whether or not Hughes is correct, isn't it clear, that while the 
Commerce Department has been licensing satellites for launch in 
China, the technology transfer safeguards have been less stringent 
than when the State Department ran the process. Isn't that cor- 
rect? 

Mr. Miller. I think it's certainly correct to say that the proce- 
dures now in place, as of December 1995, require that DOD mon- 
itors be present throughout. I can't speak to the details that you 
have just given with authority. I will take those all back and inves- 
tigate those. 

But I think as of the new executive order, there are supposed to 
be monitors and DOD wants there to be monitors and requires that 
there be monitors. Clearly there was a period in the transition 
when there were not DOD monitors, which is not what we would 
have preferred. And had things, as Secretary Lodal explained, had 
a State Department license that we had been expecting them then 
applied for, we would have had monitors there. But that license 
was not applied for. 

But I would say to you that as of December 1995, that situation 
has been corrected. 

Senator Cochran. Thank you. 

I have no further questions of this witness. If you would like to 
ask additional questions, we can do that, or recall previous wit- 
nesses. It's up to you. 

Secretary Miller, thank you very much. You are excused. 

At the request of Senator Levin, Secretary Reinsch is invited 
back to the witness table, and we remind you, you're still under 
oath. 

Mr. Reinsch. Thank you, Mr. Chairman, it's a pleasure to be 
back. [Laughter.] 

Senator Cochran. Senator Levin. 

Senator Levin. I just thought that we ought to ask the Com- 
merce Department to comment on this process of classification of 
commodities, I guess it's called, or items. There was a reference to 
a 1992 decision of the Department of Commerce which the Depart- 
ment of Defense at that time, when it was brought to their atten- 
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tion, thought should have been at least partly, I gather, either on 
the Munitions List or on the dual use list of the Commerce Depart- 
ment. It's not clear to me, it may be clear to you from looking at 
those documents. 

Could you talk to it, could you tell us what the process is, and 
whether or not suggested changes were made to get the DOD in- 
volved in that classification process, and if not, whether they 
shouldn't have a look at all the applications, to see whether or not 
they would agree that an item should be on either list? 

Mr. Reinsch. Thank you. Senator Levin. One of the advantages 
of old age is being able to remember, at least for a while, some of 
the things that happened a long time ago that are reasonably ob- 
scure. In fact, we addressed precisely this question as part of the 
President's decision in 1996 to transfer jurisdiction. 

What is not well known, because the satellite transfer has occa- 
sioned all the publicity, is that at the same time, the President ad- 
dressed the question of commodity classification and commodity ju- 
risdiction issues, which has been, I think, by all accounts, a thorny 
one for a long time. In fact. Congress has sought to address it in 
1990, 1992, and 1994 in legislation, which was subsequently not 
enacted for a variety of reasons. It's a difficult question. 

What the President did was, with respect to the general question 
of how you settle these disputes, which is what we're talking about 
here, was to do two things. First of all, he created 

Senator Levin. Excuse me for interrupting, you say settle these 
disputes. We've had a lot of disputes we're talking about where 
there's differences as to whether or not there should be a waiver. 
You're talking about whether or not an item, any item, should be 
controlled, should require a license. Is that what you mean by dis- 
pute? 

Mr. Reinsch. No. By dispute— I've used a poor choice of words. 
The term commodity jurisdiction is kind of a term of art in our 
business. And it refers to the decision of whether an item is con- 
trolled by the State Department under the Munitions List, or 
whether it's controlled by the Department of Commerce under the 
Commerce Control List. 

Senator Levin. But I thought this letter, which was referred to, 
said that they were not controlled on either list. 

Mr. Reinsch. Well, that letter said that, yes. And I can comment 
on that in a minute. 

Senator Levin. That's what my question goes to. I think we've 
spent a lot of time on whether one should be on one list or another, 
and then Congress is notified if it's shifted from the Munitions List 
onto the Commerce Department list, we're given a certain amount 
of time to act if we want to act. We've, I think, spent a lot of time 
on that, and I have no problem with you going back to that, if you 
want. 

But there's a different issue which has been raised here, it seems 
to me, today. And I hope I'm not misinterpreting the Chairman's 
letter. I'm seeing this also for the first time, but let me tell you 
what I understand this letter to mean. 

That November 1992, the letter went to the Commerce Depart- 
ment asking whether an individual license was needed for any of 
these items. The answer came back, no. Then the Defense Depart- 
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merit got into it when somebody raised a question about that letter, 

I think someone in the State Department or some department 
raised a question about this. 

The question I'm asking you is, on that issue, whether an item 
belongs on either list, is that decision made in the first instance by 
the Commerce Department and should the DOD have some role in 
that question as to whether it should go on either list? 

Mr. Reinsch. Well, what I was getting to is, we've set up a pro- 
cedure where DOD would have the opportunity to review these. I n 
this particular case, the answer to your question is that, because 
the question is whether it belongs with the State Department or 
Commerce 

Senator Levin. Or neither. 

Mr. Reinsch. Well, but you have to go somewhere to decide 
which it is. And the applicant can go to either place. You can ad- 
dress, this is the company in question who has an item in question 
and wants to know, is it subject to anybody's license and if so 
whose, effectively under the system that's been in existence for 
years has a choice. He can go ask the State Department that ques- 
tion and they can say, yes, it's ours, or go to the Commerce Depart- 
ment, they can come to the Commerce Department, and we'll say 
whatever we say, or they can go to both. 

In fact, in this particular case, that's what happened. Because 
there's one document that's not included in the pile that's here. 
And the sequence of events, as I understand it, and keep in mind 
this was largely before my time in the Department, the letter that 
you refer to was sent to us in November 1992. In J anuary 1993, 
we responded with the commodity classification that was described. 

Subsequently, the State Department was asked essentially the 
same question. What the State Department responded with in its 
letter to the Hughes company of September 17, 1993, was a com- 
modity jurisdiction decision in which they refer 

Senator Levin. Excuse me, is that the letter which was given to 
you here today? 

Mr. Reinsch. No. 

Senator Levin. That's your letter, you got it from some other 
source? 

Mr. Reinsch. This is the State Department's letter. 

Senator Levin. I don't think any of us have that. 

Mr. Reinsch. Well, I'd be pleased to provide it.i 

Senator Levin. Is it short enough so you could read that letter? 

Mr. Reinsch. As these things always are, it's in the form of a 
memorandum. It says, "the purpose of this letter is to inform you 
of a recent commodity jurisdiction on the subject data." The data, 

I believe, is the same as the eight-page document that the Chair- 
man referred to. 'This commodity jurisdiction request was referred 
to the Departments of Commerce, Defense, and the National Aero- 
nautics and Space Administration for their review and rec- 
ommendations." 

"As a result, the Department of State has determined that the 
data outlined in this document is subject to the licensing jurisdic- 


iJhe State Department letter, dated September 17, 1993, appears in the Appendix on page 
132. 



74 


tion of the Department of Commerce. Please consult that agency's 
office of technology and policy analysis, and there's a phone num- 
ber, to determine their requirements prior to export." 

So the sequence of events here was that in J anuary 1993, the 
Department of Commerce determined that this was under our ju- 
risdiction and provided the classification to the exporter. In Sep- 
tember 1993, the State Department came to the same conclusion 
and referred the exporter to the Department of Commerce with re- 
spect to how this should be treated. 

Subsequently, and there's a reason why this kept going back and 
forth. Senator. But subsequently, the Commerce Department sent 
another letter, dated in this case January 1994, to the Hughes 
Company, reaffirming both of the previous decisions, the one by the 
State D^artment and the one by the Commerce Department, since 
they were the same decision. 

What happened, if you want to know the story, is that essentially 
throughout this period, notwithstanding the decisions that were 
made by both the State Department and the Commerce Depart- 
ment, there were individuals in the Department of Defense who 
continued to tell the company that these items were under the ju- 
risdiction of the State Department, notwithstanding the State De- 
partment's determination to the contrary. This caused the issue to 
be constantly going back and forth between agencies, as we at- 
tempted again and again and again to come to what was effectively 
the same conclusion. 

Senator Levin. When you read that letter, you made reference 
there to the fact that that was referred to the Department of De- 
fense. 

Mr. Reinsch. That's what it says, yes. And I assume that the 
document that was provided last here, this thing that the Defense 
Department filled out, the one with the reference to the percent- 
ages, I assume that this was the document, that this was the De- 
fense Department's response to that referral, the response to the 
State Department. 

Senator Levin. So that the process in place at that time called 
for a referral to the Defense Department, or at least there was a 
referral to the Defense Department? 

Mr. Reinsch. That certainly indicates that's what happened in 
this case, yes. 

Senator Levin. So that we did get the Defense Department anal- 
ysis, based on a referral from the State Department, is that cor- 
rect? 

Mr. Reinsch. That's what the documentary record indicates, yes. 

Senator Levin. Well, it seems to me then we do have the kind 
of protection which we should have for this kind of an inquiry, to 
make sure that the Defense Department had an input in it. Is that 
the usual process? 

Mr. Reinsch. Well, yes. Senator. And in fact, we've done better 
than that. Because as a result of the President's decision in 1996, 
that I started to refer to, we now have a process in place at the 
Commerce Department where we refer our commodity, a number 
of our commodity classification decisions to Defense for their review 
and objection, if necessary. If they believe we've made a wrong de- 
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cision, they can come back and tell us. And they've done that on 
several occasions. 

Senator Levin. So that since] anuary 1996 

Mr. Reinsch. It was later in 1996. 

Senator Levin. Since 1996, there's been even a tightening of the 
reference process to be sure that something's referred to Defense. 
But I 'm interested in this exhibit, back in 1992. What you're saying 
is that that inquiry was referred to the Department of Defense, and 
the Department of Defense responded to a State Department in- 
quiry. Is that correct? 

Mr. Reinsch. The State Department referred it, that's correct, 
and they responded, and you have their response. As I understand 
the situation. 

Senator Levin. Well, was there an earlier letter that went out 
from the Commerce Department saying that none of that, that you 
didn't need a license at all? 

Mr. Reinsch. Well, the sequence of events was, the Hughes com- 
pany wrote us in 1992. That's the lengthy letter. We responded in 
J anuary 1993, with our judgment that this was licensed under— 
what a commodity classification means is we give them a code 
number indicating under what categories this stuff falls. We said 
it was 9E96G. 

At the time, that was a category that meant for the material in 
question, no license required. 

Senator Levin. No license r^uired was your judgment? 

Mr. Reinsch. That was our judgment. 

Senator Levin. OK. 

Mr. Reinsch. Now, what the State Department determined later 
that same year was that the same technology, the same informa- 
tion, the same document from Hughes, was under our jurisdiction 
and not theirs. And so they referred the writer back to the Com- 
merce Department for a decision. Our decision was the same, yes, 
it is our 

Senator Levin. At that time. But your decision at the end of 
1993 differed from your decision 

Mr. Reinsch. No, our decision at the end of 1993 was the same 
as our decision at the beginning of 1993. 

Senator Levin. I thought at the beginning 

Mr. Reinsch. We reaffirmed it. If I misspoke, I apologize. 

Senator Levin. I don't think you did. I think I'm confusaj. 

Mr. Reinsch. This was one of the great ping-pong balls of 1993. 

Senator Levin. I understand ping-pong, I know that game pretty 
well. But it seems to me that in j anuary 1993, what you've said 
is that it didn't require a license at all. 

Mr. Reinsch. Didn't require one of ours, that's correct. 

Senator Levin. One of your licenses. 

Mr. Reinsch. Well, we determined that it falls under our juris- 
diction, not the State Department's, and that within our system, it 
didn't require a license. 

Senator Levin. All right. Then the State Department was asked 
about it. They referred it to the Defense Department. The Defense 
Department came back and said the 22 percent or whatever it is 
does fall on whose list? 
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Mr. Reinsch. I don't know. I haven't examined that. I think they 
said part of it was ours and part of it was the State Department's. 

Senator Levin. OK, then, if part of it belonged on the Commerce 
Department list, that would be a difference from your own judg- 
ment in early 1993, would it not? 

Mr. Reinsch. Yes. 

Senator Levin. And then you accepted the Defense Department 
judgment later on in 1993? 

Mr. Reinsch. No. The State Department took the matter up with 
the Defense Department. Presumably the Defense Department 
gave its advice to the State Department. 

What the State Department said in 1993 was that the material 
was within the Commerce Department's jurisdiction, all of it. 

Senator Levin. But that's different from the conclusion you 
reached, is it not? 

Mr. Reinsch. No. Different from the conclusion the Defense De- 
partment reached. The State Department and the Commerce De- 
partment came to the same conclusion. 

Senator Cochran. Senator, would you yield to let me ask one 
question? 

Senator Levin. Sure. 

Senator Cochran. There's another part of this letter, down at 
the bottom in the last paragraph that you didn't read, that says 
this ruling does not include technical data for launch vehicle sat- 
ellite compatibility, integration or processing. Finally, this ruling 
does not cover detailed design technology or manufacturing proc- 
esses or techniques. 

Mr. Reinsch. Yes, sir, that's correct. What happens in these, and 
we would certainly agree that our ruling didn't include that, either. 
What both agencies were presented with was the eight-page docu- 
ment you referred to. And that eight-page document, as I recall, I 
don't have it in front of me, is a list of technology. 

Based on our review of that document, we determined that the 
technology that was referenced in that document had this licensing 
classification. What the Defense Department is saying is the same 
thing, but making clear that it doesn't include this other stuff. And 
we would certainly agree with that. Our decision didn't include the 
substance of what you just read, either. 

Senator Cochran. Why did Hughes write you back 9 months 
later and say, we don't understand your previous decision, would 
you explain it to us, and you never answered that second letter? 

Mr. Reinsch. Well, no, we did answer the second letter. We 
wrote them on j anuary 6, 1994, and then we wrote them again in 
May 1994, answering repeated inquiries. The reason they contin- 
ued to write us back is that individuals at the Department of De- 
fense continued to tell them that our decision was wrong, and that 
they were acting illegally. And they sought— this was a case, frank- 
ly, where the government was sending, different individuals in the 
government, were sending different signals. 

The company returned to the Commerce Department and the 
State Department to get a decision. It is the Commerce Depart- 
ment and the State Department who make these decisions. The de- 
cisions were consistent, and they were the same. But the message 
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that the company got from other individuals was not always con- 
sistent with those decisions. 

So the company returned periodically to reconfirm the decision 
that had been made previously. 

Senator Levin. Could I ask one more? 

Senator Cochran. Of course. I was just going to make the obser- 
vation here that we're going to have to get somebody from the com- 
pany to tell us what they meant when they wrote their letter. I 
think we're all wasting our time here trying to interpret a Hughes 
letter. We've got one dated October 8 which seems to clearly show 
that they are confused by the Commerce Department's response. 

"Since there is some difference of opinion as to what event trig- 
gers the ability to utilize a Commerce Department license excep- 
tion, please clarify conditions under which the exception is applica- 
ble." That's dated October 8, 1997. They're still trying to find out 
what it means. If they can't find it out, and they've got the job of 
complying with the rules, how are you and I going to figure it out? 
They're the experts. 

I ask that a copy of this October 8 letter be placed at this point 
in the record. ^ 

Mr. Reinsch. If I could comment on that letter? 

Senator Cochran. Of course. 

Mr. Reinsch. I'm sure you're looking forward to this. [Laughter.] 

We believe what the company intended with that letter, and we 
have had some interagency meetings that have included the De- 
partment of Defense and others to discuss how best to respond, we 
believe what the company was asking us effectively was whether 
our ruling of 1993, which I've just referred to, and the State De- 
partment ruling of 1993, still stands, or whether the result of the 
jurisdiction transfer in 1996 changed anything. That's the question 
they were asking. 

We do not believe that the question they are asking includes 
more technology than what they asked us in 1993, and they are es- 
sentially asking for a reconfirmation. 

Senator Cochran. Have you answered this October 8 letter yet? 

Mr. Reinsch. No, sir, we have not. 

Senator Levin. Let me go back to 1992, because I think I may 
understand this now. Basically, you, the Commerce Department 
and the State Department agr^ back in 1992 and 1993. The De- 
fense Department disagreed. 

Mr. Reinsch. That appears to be the case. 

Senator Levin. But the key to me is that the Defense Depart- 
ment was involved. 

Mr. Reinsch. Yes, sir. 

Senator Levin. That's what I want to make sure of, because I 
think there was an implication here, an impression that was given 
that somehow or other, the Defense Department wasn't involved in 
this process. And the Defense Department was involved in that 
1992-1993 incident. They said they interpreted whatever the regs 
were a certain way, and both the State Department, which has the 
Munitions List, and the Commerce Department, which has the 


iJhe letter from Hughes Space and Communications Company, dated October 8, 1997, ap- 
pears in the Appendix on page 133. 
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Commerce Control List, reached the same conclusion, that the De- 
fense Department was wrong. Is that correct? 

Mr. Reinsch. That's correct. 

Senator Levin. All right. I have no way of knowing whether the 
State Department and the Commerce Department on the one hand 
were right or whether the Defense Department was right. That's 
way beyond my understanding, maybe, at least current knowledge. 

But the important issue to me is that there was a reference to 
the Defense Department, they weighed in on the issue and they 
had their opportunity to be heard, whether they were agreed with 
or not by the folks that have to make these licensing decisions. 

Now, the next question seems to me would be of the Defense De- 

E artment as to whether or not something that they thought should 
e licensed was not subject to license. That, it seems to me, we ei- 
ther ought to ask for the record or, I guess that's the best way to 
do it, because that's what this all came down to back in 1992 and 
1993, I gather, is that something which they thought should be 
subject to license was not subject to license in the opinion of both 
the State Department and the Commerce Department. 

And we ought to find out, well, then, wait a minute, should any- 
thing which the Defense Department thinks should be subject to a 
license be subject to a license. Why not. Why not err on the side 
of caution. If the Defense Department thinks there should be an in- 
dividual license, why not add that to either the Commerce Depart- 
ment or the State Department. That's a question I'd like to think 
about and ask the Defense Department or I can ask you. Why not 
just say, if that department thinks it ought to be subject to indi- 
vidual license, make it subject to an individual license? 

Mr. Reinsch. That's a complicated question. I think over the 
years the Congress has felt, and various successive administrations 
have felt, that we ought to do the best we can to make this a col- 
laborative process in which no one has a veto, but everybody has 
a role. And particularly with respect to dual use items, where there 
are significant commercial consequences either way. 

As I said, in the past, that's not the dispositive issue, but it's not 
irrelevant either. That the legislation that Congress has passed 
and the actions administrations have taken, particularly this one, 
have consistently held that the exporter is entitled to an efficient, 
timely decision, and one that is made through a collaborative proc- 
ess in which everyone with equities plays, but no one has the 
power to stop the process. 

If we're going to get into the business of saying that an indi- 
vidual agency should be determinative, we've witnessed in the past 
some of the consequences of that through processes that existed 
prior to the Executive Order of 1995 that we've discussed in the 
past, in which individual agencies essentially have the power to 
hold up licensing actions or commodity classification decisions in- 
definitely, simply by not making the decision. The common phrase 
in the exporting community at the time was, we had a licensing 
process that was like the roach motel, the applications check in, 
but they don't check out. 

And the consistent demand that we got from Congress through- 
out that period, and something that I participated in at the time 
when I was here, and something that I know this administration 
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feels strongly about, is that the exporter is entitled to something 
better than that. He is entitled to a rapid decision, even if it's a 
"no." And he's entitled to a process in which there is, a collabo- 
rative process in which there is debate. Engineers get together and 
contend. 

These are complicated, difficult questions. And they are technical 
questions. Reasonable people, competent engineers, will disagree. 
These things happen. 

What I think is important is that we have a process in which 
there is a conclusion one way or the other; someone makes the de- 
cision. That is what happened in this case. 

Now, what I 've said frequently in other contexts is, these are con- 
troversial matters, virtually every decision that is made, and you've 
had a list of them and other people have had a list of them, vir- 
tually ever decision that is made, you can find a dissenter for. And 
if you can't find it in the Department of Defense, you can find them 
in the Department of Commerce or the Department of State. 

I think the public interest is better served by a process in which 
decisions get made and not one in which they are simply put onto 
the back burner, which would happen if we started handing out ve- 
toes or veto rights. 

Senator Cochran. Senator, they've signaled that we have a vote 
on that's commenced on the Floor of the Senate. I suggest we try 
to wrap up the hearing, if it's OK with you. 

Senator Levin. Thank you very much. 

Senator Cochran. Mr. Reinsch, let me ask you one further ques- 
tion, then I 'm going to ask that we call Mr. Miller back for a couple 
of questions, then we'll be done. 

We can't find the requirement for DOD monitors resulting from 
the 1996 executive order change in licensing jurisdiction that gave 
the Commerce Department the lead role, not in a statute or policy 
or regulation or a memorandum of agreement, which we had in 
1993, that allows for monitors but does not require them. Isn't this 
a fact that what we have here is a practice of the Department of 
Defense to suggest monitors? But there's no real requirement that 
there be monitors? Isn't that the state of affairs? 

Mr. Reinsch. I would go a step further than that. Senator. We've 
agreed to do it, and we do it. 

Senator Cochran. But it's not required by law, statute, regula- 
tion? 

Mr. Reinsch. It's not required by law, it's not required by regula- 
tion. I would say it is our policy to do it. 

Senator Cochran. Well, what happened was Secretary Lodal 
was here last time, and I don't want to try to impeach him, but 
he said this monitor requirement was incorporated as a require- 
ment in 1996, when jurisdiction for all commercial communication 
satellites was transferred to the Commerce Department. 

Mr. Reinsch. He was referring to the fact that we put it in each 
of our licenses as a requirement. 

Senator Cochran. OK. But it's not a statute, policy or regula- 
tion, it became a practice? 

Mr. Reinsch. Yes. We have not promulgated a regulation that 
says, we are going to put it in every one of these. In fact, we do 
put it in every one of these. 
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Senator Cochran. OK. Now we've got it, I think. 

Could we have Mr. Miller come back for a couple of other ques- 
tions? Let me remind you again, you're still under oath as well. 

Is DOD review of the completed license prior to its issue by the 
Commerce Department one of the needed improvements you had in 
mind when you earlier commented that you do not get a copy of 
the license now under current practice? 

Mr. Miller. Yes, sir, that is my personal opinion. 

Senator Cochran. And you also said, when you were before the 
Subcommittee on J une 25, that our system is not perfect, it needs 
improvement, and even these hearings and preparing for them has 
given us some ideas that we need to carry out within the Executive 
Branch to better that. One of which would be getting a copy of the 
license as issued by the Department of Defense, is that correct? 

What other changes, if any, can you tell us, or improvements in 
the process, should be made to minimize the technology transfer 
risk when launching a U.S.-built satellite in China? 

Mr. Miller. I think the system, as far as it goes to minimize the 
risk of technology transfer, is very good. I think that there are 
some things we in Defense could do better internally. 

Senator Cochran. And Senator Levin has suggested that this 
would be good to have from each department, and I concur in that. 
If you would do that for us, we would include it in the record. 
State, Commerce and Defense Departments. 

Is DOD involvement in the Commerce Department commodity 
classification process another of the needed improvements you had 
in mind? You touched on this earlier. I wanted to nail that down. 

Mr. Miller. I think that after our discussions so far, and the 
conflict between Senator Levin and Secretary Reinsch, that's one 
we'd all better go back and look at and submit to you in very clear 
form. There's one thing that I need to discuss with Secretary 
Reinsch in the history of what was just said about Defense's in- 
volvement as an historical fact we need to nail down. 

Senator Cochran. In other words, there's a disagreement over 
that fact, isn't there? 

Mr. Miller. Well, I'm not quite sure. I only have what you told 
me, Mr. Chairman, about how DOD was brought into that process 
back in 1992 by a private citizen calling for a CJ and Defense not 
having been involv^ in the beginning. 

What I'd like to do is check the history with Secretary Reinsch, 
and then submit to you for the record my understanding of how 
DOD got into that or didn't get into that. 

Senator Cochran. And whether a formal change needs to be 
made to give you that right. 

Mr. Miller. I'd prefer to submit all of that as a package. 

Senator Cochran. We would appreciate that. 

Senator Levin, any further comments? 

Senator Levin. That would be fine. Thank you. 

Senator Cochran. We appreciate your help, all three witnesses. 
Thank you very much. The hearing is adjourned. 

[Whereupon, at 4:07 p.m., the Subcommittee was adjourned, to 
reconvene at the cal I of the Chair.] 
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Mr. Chairman and members of the Committee, thank you 
for the opportunity to address U.S. policy regarding the 
launching of U.S. satellites from China. 

I'd like to make several fundamental points to place 
this issue in context. The first is that nonproliferation 
of weapons of mass destruction is a cornerstone in U.S. 
foreign and national security policy . We have placed great 
emphasis on strengthening international standards - a 
permanent NPT, completing the comprehensive test ban 
treaty, entry into force of the Chemical Weapons 
Convention, efforts to strengthen the Biological Weapons 
Convention, tighter multilateral restraint such as in the 
Missile Technology Control Regime. We have pressed better 
detection - our own technologies, enhanced IAEA safeguards, 
and others. We have pursued all the tools of diplomacy at 
all levels. 

In her speech last week at the Stimpson Center, 
Secretary Albright catalogued in some detail our emphasis 
on nonproliferation and arms control and our broad strategy 
for pursuing those goals. Trends such as Iran's progress 
toward a medium range missile capability and the nuclear 
tests in South Asia make clear that these are not 
theoretical concerns, but looming threats. There is no 
disagreement between the Executive Branch and the Congress 
on the vital importance of these issues. 

The second point is that China is indispensable to any 
effective nonproliferation policy . 

China is a nuclear weapon state. Since the 1980s it 
has had a small but potent arsenal of ballistic missiles, 
some of which are capable of reaching the United States. 

It is a potential supplier of weapons, materials and 
technology to countries of proliferation concern. China's 
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approach can make the crucial difference between success 
and failure -- whether in negotiating international arms 
control and non-proliferation agreements, dealing with 
difficult regional proliferation challenges, or 
constraining the transfer of potentially destabilizing 
goods and technologies. 

Unquestionably, China has been part of the 
proliferation problem. Its relationship with Pakistan's 
nuclear weapons has been a major concern since the 1970' s; 
by 1990, the U.S. could no longer certify the absence of a 
nuclear weapons program in Pakistan. We also take sharp 
issue with China's chemical and missile cooperation with 
Iran. In 1991, the Bush Administration sanctioned two 
Chinese entities, and in 1993 the Clinton Administration 
sanctioned eleven Chinese entities, for transferring 
missile equipment and technology to Pakistan. 


At the same time, my third basic point is that although 
we still have serious concerns, China's approach to 
nonproliferation has changed markedly in recent years . 

Recall that China once advocated proliferation of 
nuclear weapons as a means of "breaking the hegemony of the 
superpowers." But in 1992 China joined the Nuclear Non- 
Proliferation Treaty (NPT) and thereby accepted a legal 
obligation not to assist others to acquire nuclear arms. 

As an NPT member, China has proven to be a constructive 
partner in our efforts to constrain the nuclear ambitions 
of North Korea. China has ratified the Chemical Weapons 
Convention and signed the Comprehensive Test Ban Treaty. 

In 1994, China committed not to export MTCR-class 
ground-to-ground missiles. China's exports of missile- 
related components and technology appear to reflect a 
narrower understanding of the MTCR Guidelines than ours, 
but we have no evidence that China has acted inconsistently 
with its basic 1994 commitment. Similarly, we assess that 
China continues to abide by its 1996 agreement to end 
assistance to unsafeguarded nuclear facilities in Pakistan 
or anywhere else. China is taking steps to improve its 
export controls, including recent announcement of new dual 
use nuclear-related controls. And last year, China agreed 
to conclude its nuclear cooperation with Iran, and also to 
terminate its export of cruise missiles to that country. 
Today, it is working with us in efforts to promote 
stability and prevent an arras race in South Asia. 
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So the picture is mixed. The progress is substantial, 
but not enough, especially given the stakes. Therefore, my 
final broad point is that we must continue to use all the 
tools at our disposal to make China part of the 
nonproliferation solution . And we need to fashion the mix 
of tools in the way best designed not necessarily for 
psychic satisfaction, but for nonproliferation results. 

What are the tools? 

• Intensive diplomacy at all levels, including that of 
President Clinton and his predecessors. 

• The front-line, day-to-day work of nonproliferation, 
with experts sifting through intelligence reports and 
generating demarches aimed at preventing specific 
transfers . 

• Technical collaboration, such as our expanding 
cooperation to improve China's export controls. 

• Sanctions. China's undertakings on missile restraint in 
1992 and 1994 came about through waivers of sanctions 
then in force. The potential for sanctions was part of 
the atmosphere in 1996, when China pledged not to assist 
unsafeguarded nuclear facilities, and in 1997 when China 
agreed to cease sales of cruise missiles to Iran. 

• And positive incentives. Unquestionably, China's recent 
far-reaching steps on nuclear nonproliferation were 
motivated, at least in part, by the prospect of civil 
nuclear cooperation with the United States. 

Let me emphasize, however, that there are clear limits 
to incentives. Specifically, the United States continues 
our long-standing support for and cooperation with Taiwan, 
as President Clinton's actions during the 1996 crisis 
demonstrated. And, of particular relevance to the subject 
of this hearing, neither this Administration nor its 
predecessors have been willing to sell China arms or 
transfer sensitive technologies that could contribute to 
China's own WMD or missile programs. 


One aspect of our efforts to persuade China to adopt a 
more responsible nonproliferation policy, particularly 
regarding missile transfers, has been the basic policy of 
three administrations, beginning in 1988, to allow U.S.-made 
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satellites and foreign satellites with significant U.S. 
components and technology to be launched on Chinese rockets. 
This policy has been used judiciously as a "carrot" to 
encourage China to enforce strengthened nonproliferation 
standards. 

But, again, the incentive is clearly limited, to 
exclude transfer of sensitive missile or satellite 
technology when satellites are licensed for launch from 
China. The U.S. has a very strict policy, secured in a 
bilateral technology safeguards agreement between the 
U.S. and China, designed to prevent the transfer of 
sensitive missile technology to China that could assist 
its space launch vehicle program. The agreement 
specifically precludes U.S. persons from assisting 
China in any way on the design, development, operation, 
maintenance, modification, or repair of launch 
vehicles. 

The agreement itself also limits the level of 
technical data that may be provided to the Chinese to 
specific interface data related to form, fit and 
function that are necessary to mate the satellite to 
the launch vehicle. And the agreement provides for the 
right of U.S. Government oversight of all stages of a 
planned Chinese launch, including preparations, 
satellite transportation, and launch. 

The Department of State has delegated the 
responsibility for implementing this agreement to the 
Department of Defense. The Defense Technology Security 
Administration (DTSA) acts as the executive agent for 
the U.S. side. 

Licenses for the export of satellites for launch 
from China are issued subject to conditions designed to 
ensure the protection of sensitive technologies, 
including a requirement that the U.S. licensee conform 
to the technology safeguards agreement. Under current 
regulations DTSA representatives attend meetings 
between manufacturers and Chinese launch service 
providers to ensure that there is no transfer of 
unauthorized technology or technical data. 

We do not believe that the commercial space launch 
activities that have been authorized by licenses and 
monitored under these procedures have benefited China's 
missile or military satellite capabilities. 

* * * * 
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Against this background, 1 would like to give you 
the State Department's perspective on two events that 
have been the subject of broad reporting and 
commentary; first, the transfer of jurisdiction from 
the State Department to the Commerce Department for 
commercial communications satellites, and second, the 
most recent waiver, in February 1998, for Loral's 
Chinasat-8 project. 

One unfinished piece of business facing the 
Clinton Administration when it took office in 1993, was 
a set of amendments to the International Traffic in 
Arms Regulations (ITAR) that had been prepared at the 
end of President Bush's Administration. The ITAR, 
administered by the State Department, implements the 
President's authorities under Section 38 of the Arms 
Export Control Act. The ITAR contains the U.S. 
Munitions List, which specifies articles and services 
which require a State Department license before they 
may be exported or, in certain cases, discussed with a 
foreign person. 

In 1990, Congress inserted specific provisions in 
reauthorization of the Export Administration Act 
calling for removal of certain items from the U.S. 
Munitions List. In his veto message on the bill. 
President Bush said his Administration nonetheless 
would act to remove dual-use items from the U.S. 
Munitions List, except for those warranting the special 
controls of the ITAR. This led to an inter-agency 
study, and then draft amendments to the ITAR to remove 
certain dual use items, including commercial 
communications satellites. 

However, since the conclusion of that study 
generally coincided with the election of President 
Clinton, the State Department deferred implementation 
so the incoming Administration could review the matter. 

In July 1993 following further interagency study, 
the Clinton Administration approved the Bush 
Administration' s proposed ITAR amendments without 
change. As a result, many commercial communications 
satellites were removed from the U.S. Munitions List 
and placed under the export licensing jurisdiction of 
the Department of Commerce. Commercial satellites 
remaining on the Munitions List were outlined in 
Category XV of the list, and cover nine specific 
performance characteristics such as antennae 
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capabilities, encryption devices, and propulsion 
systems. Over the next two years, those 
characteristics continued to define which 
communications satellites required a U.S. Munitions 
License and which required approval by the Department 
of Commerce. 

The U.S. aerospace industry continued to press for 
treatment comparable with other communications trade, 
such as fiber optics and telephone switching equipment, 
which were controlled under the Commerce Department's 
Control List. They pointed out that characteristics 
once unique to military satellites were now routinely 
employed on commercial communications satellites. And 
they argued that the 30-year U.S. lead in building and 
exporting commercial coiranunications satellites was 
under challenge from Japan, Europe and Canada, who were 
promoting the view that American manufacturers were 
unreliable because of the U.S. Government's restrictive 
export policies. 

Secretary Christopher agreed on the need to ensure 
that U.S. Munitions List controls in this area are up 
to date and justified, and requested that an 
interagency study be undertaken on whether the 
characteristics specified in the International 
Traffic in Arms Regulations appropriately identified 
those communications satellites having significant 
military or intelligence capability. This inter-agency 
study was organized by the State Department and 
included the participation of the Defense Department, 
the Intelligence Community, the Arms Control and 
Disarmament Agency, the Department of Commerce, NASA 
and other interested agencies. 

In September 1995, Secretary Christopher received 
and approved recommendations from the interagency group 
narrowing, but not eliminating, U.S. Munitions List 
controls. Those recommendations were supported by the 
Defense Department and the Intelligence Community. The 
Commerce Department supported removal of all commercial 
communications satellites from the U.S. Munitions List. 
Commerce then exercised its right to seek Presidential 
review. 

This led to additional inter-agency review under 
the aegis of the National Security Council. As 
distinct from the earlier, split recommendation, this 
review produced a common recommendation from State, 
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Commerce, Defense and the Intelligence Community, with 
two important parts. 

Henceforth, commercial communications satellites 
would be controlled by Commerce even if they had 
embedded in them individual munitions list components 
or technologies; in all other cases, munitions list 
technologies or components themselves would continue to 
be controlled on the U.S. Munitions List, subject to 
State Department licensing. 

However, the further shift in control was 
accompanied by new control procedures and regulations 
to strengthen safeguards. Interagency review was 
strengthened, giving State and Defense the right to 
review all Commerce export license applications, fi new 
foreign policy and national security control was 
established in Commerce's Export Administration 
Regulations whereby State and Defense could recommend 
denial of a satellite export to any destination on the 
basis of national security or foreign policy interests. 
Commercial communications satellites were made exempt 
from the foreign availability requirements of the 
Export Administration Act. 

As Secretary Christopher noted in a recent letter 
published in the Los Angeles Times , these new features 
made it possible for the State Department to change its 
position and support the March 1996 recommendation to 
the President. 

The bottom-line question is, of course, has this 
change resulted in a degradation of protection for U.S. 
national security. It was Secretary Christopher's 
conclusion, and remains the judgment of the Department 
of State, that the changes made in the Commerce export 
licensing system in 1996 were sufficient to deal with 
the national security sensitivities associated with 
foreign launches of communications satellites. They 
provide a degree of protection for these items when 
under Commerce control that approximates the strict 
controls of the International Traffic in Arms 
Regulations. Therefore, the State Department was 
provided with reasonable assurance that U.S. national 
security would not be adversely affected with the 
jurisdictional change. 


* * it 
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Finally, let me report that the waiver of 
Tiananmen Sanctions earlier this year for Loral's 
Chinasat-8 project was handled in a normal manner, in 
accordance with the procedures used in previous waiver 
requests. 

This dealt with the proposed export under a 
Commerce license of a commercial communications 
satellite to the China National Postal and 
Telecommunications Appliances Corporation for launch 
from China. The satellite, once launched, will provide 
commercial voice, video and data traffic to China. The 
State Department received applications to approve 
technical assistance agreements in conjunction with the 
export, and these were distributed for interagency 
review. After all consulted agencies concurred in the 
issuance of the proposed technical assistance 
agreements, subject to the normal limitations and 
conditions, the State Department recommended to the 
President that he waive Tiananmen sanctions, in 
accordance with established procedures. 

When we recommended the waiver, senior 
Administration decision-makers were aware that Loral 
was under criminal investigation for alleged violations 
of the Arms Export Control Act. But the State 
Department's long-standing policy has been that, 
provided the activity proposed for waiver is consistent 
with U.S. national security and foreign policy, we do 
not deny export privileges to U.S. firms that are under 
investigation but have not been indicted. However, if 
a U.S. firm is indicted, the Department does adopt a 
denial policy on the basis of the indictment, and does 
not wait for a conviction. 

The State Department recommended the Presidential 
waiver for Chinasat-8 in line with the established 
policy that such exports are in our national interest. 
Permitting the launch of satellites from China is part 
of our broader engagement policy, which includes a 
strong basis for U.S. -Chinese cooperation on missile 
nonproliferation issues. 

Of course there were other arguments for the 
waiver, including the desire to help preserve the U.S. 
lead in telecommunications industry and jobs for 
American workers. But these aspects would not outweigh 
nonproliferation and national security considerations. 
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It is against this backdrop that the United States 
conducts commercial space launch cooperation with China. We 
strive to accommodate U.S. commercial and economic interests 
— including promoting U.S. satellite exports — but within 
our paramount nonproliferation and national security 
objectives. We have a system, involving the licensing and 
technical safeguards processes, to deny access to sensitive 
missile technology by China. At the same time, if any 
persons violate our laws and regulations in this area, then 
such violations need to be investigated fully and prosecuted 
accordingly. 

The United States has engaged China at the highest 
levels regarding its nonproliferation policies and 
practices. We continually encourage China to strengthen its 
export controls and to bring its nonproliferation polices 
and practices more in line with international norms. The 
prospect of launching U.S. satellites — under technology 
safeguards and according to the disciplines of our 
commercial space agreement — is an important inducement to 
a positive evolution in Chinese policy, which, in turn, is 
indispensable to the containment of proliferation in a 
dangerous world. 
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Mr. Chairman, I want to thank the suhcommittee for this opportunity to testify on the export of 
commercial communications satellites to C hina. I believe this Administration’s policy on the 
export of commercial communications satellites to China both protects our national security and 
facilitates our economic well-being. In allowing C hina to launch U.S. satellites and transferring 
licensing jurisdiction for commercial communications satellites to Commerce, this 
Administration has continued and enhanced the policy of the Reagan atal Bush Administrations 
and has been consistent with Congress’ expressed intent. 

Our current policy continues the decision by previous administrations to allow C hina to launch 
U.S.-built satellites subject to bilateral agreements on price, number of laimcbes and tedmology 
safeguards. President Reagan began this policy in light of the growing demand for satellite 
launches, a demand which could not be met by U.S. launch service providers. His decision was a 
wise one, and he deserves credit for ensuring that the U.S. would continue its lead of the 
commercial communications satellite industry. Our view, like that of Presidents Reagan and 
Bush, is that under the appropriate safeguards these launches need not pose a risk to national 
security. In a moment I will describe these safeguards as they a|^y to Commerce licensed 
commercial corrununications satellites. 

Commerce licensing of commercial communications satellites grew out of a 1990 dccisioa by 
President Bush to veto a revised Eiqnrt Administration Act which would, among other things, 
have moved all communications satellites to Commerce jurisdiction. President Bush’s veto was 
not related to the satellite issue, but in his veto ttKssage be directed that State review its control 
list to determine if a range of hems, itteludirtg communications satellites, could be moved to 
Commerce jurisdiction, in light of the strong interest expressed by members of both parties in the 
jurisdictional issue and as the U.S. was the only country in the world to control communications 
satellites as munitions items. As a result of this directive, the State Dqrartment transfared an 
initial tranche of roughly half of all commercial corrununications satellites to Commerce 
licensing jurisdiction at the end of the Bush Administration. President Clinton committed in 
1993 to continue the list rationalization exercise begun by President Bush. It is also worth noting 
that in 1990 and 1992 both houses of Congress passed legislation that would have transferred 
jurisdiction over commercial communications satellites to Commerce, and in 1994, committees 
in the House introduced and in the Senate reported bills with this provision. These actions ate in 
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addition to the letters the Administration received from a number of Members of Congress 
urging either the jurisdiction transfer or the export of satellites to China. 

The 1992 transfer had established nine technical parameters relating to communications 
stellites' components and capabilities. Satellites widi capabilities above the parameters were 
controlled by State. Those with lesser capabilities wm controlled by Commerce. A 1 995 
review, imdertaken by a working level group of technical experts led by the State Department, 
attempted to adjust these parameters to see if additional satellites could be moved to Commerce 
jurisdiction. However, this technical woricing group Nras unable to resolve several issues. R^id 
technological change in the current generation of commercial communications satellites meant 
that the nine parameters could not consistently separate ‘"military” from “commercial” 
communications satellites. These changes made the parameters outdated and illustrate the 
migration of military technology into the commercial communications satellite sector as the 
demand for satellite telecommunications services grows. 

A cursory review of some of the parameters illustrates the problem. For example, a satellite 
flown at high earth orbit has a laiger “footprint” on the ^und than one flown at a low earth 
orbit Even though the two satellites could be exactly the same, the one with die larger footprint 
would be treated as a munition if it flew at a higher orbit. As satellites become lighter, the same 
propulsion system provides greater acceleration. This means that new satellites, vsbich weigh 
less than old models, would be controlled as munitions only because of their lighter v/eight. 

Anodier parameter, cross-link capability, allows satellites to exchai^e data without going 
through an intermediary ground station. In 1 9%, only military satellites needed to “talk,” but the 
development of communications satellites for a global mobile phone network means that civil 
satellites also needed to be able to ensure global coverage and to avoid the expense of numerous 
ground stations. Satellite antennae size was also a parameter. Satellite antennas allow the 
transmission and reception of signals from the ground. The larger the antenna, the better it can 
receive signals from small transmitters like cell phones. Successful implementation of global 
mobile telephone systems required that future civil communications satellites use these 
^>ectalized antennas. Usii^ these parameters to determine lionising jurisdiction means that 
Iridium, Teledesic and other satellite systems would now be licensed as arms exports. 

With respect to the transfer of jurisdiction. Secretary of State Christopher, in a Jime 8 statement 
in the Los Angeles Times, makes clear tirat his 1995 decision was to task State and its industry 
advisory group to continue tiie process begun by Presidoti Bu^ in 1990 to determine what 
additional communications satellites could be moved to Commerce control. It was the 
Secretary’s instruction that led to the evmtual transfer of all satellites to Commerce, a decision 
which all agencies involved ~ State, Defense, Commerce — supported. 

As Secretary Christopher noted, this unanimous recommendation was due in part to President 
Clinton’s December 1995 Executive Order 12981, ubich revised the Commoce licensing 
process. This executive order provided the participating t^encies — State, Defense, Energy, and 
ACDA — with the right to review and make recommendations on any Comm^ce license 
^plication they wished, and it established time lines and rules for interagency review and 
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I^ocedures for dispute resolution and allows any agency the chance to object to proposed e}q)orts 
through a hierarchy of committees &om the working level all the way to the Piesidait 
Moreover, as part of the transfer of jurisdiction. President Clinton amended Executive Order 
12981 to specifically give State, Defense, Ene^, and ACDA greater ability to oliject to a 
IMoposed export of commercial communications satellites. 

In reality, no licenses have ever been sent to either Cal^et Secretaries or the President in this 
Administration, but disagreements go as high as tiie assistant secretary level in peilnq>s five 
percent of our cases. Every license approved by Commerce for commercial communications 
satellites since the 1 996 transfer has had the unanimous assent of State, Defense, and ACDA, has 
been sut^ect to the same level of stringent technology safeguards as satellites licensed at State, 
and has made clear to exporters that no rock^ technology could be transferred 

The President’s decision ^plied only to commocial communications satellites and the mininiiiin 
equipment and technology needed for launch. Space launch vehicles and all detailed design or 
manufacturing data for space launch vehicles or communications satellites were not transferred 
to Commerce as part of this decision. Nor was there a transfer of numerous satellite components, 
if they were beii^ exported separately rather than as part of a sii^e satellite launch package. 

The President's decision to transfer jurisdiction required that Commerce impose enhanced 
controls on s^llites. These new controls excluded commercial communications satellites fiiom 
certain provisions of the Commerce regulations, such as foreign availability, which can be used 
to release items fiom licaising. In addition, the oihanced controls created a new and higher 
standard fOT reviewing communications satellite licenses \riiich requires a review of every 
application to determine if the export is cemsistent with U.S. national security and foreign policy 
interests. Language fiom the Aims Export Control Act was used with the intent of ]»ovidir^ die 
same level of control under Commerce regulations as was found under State regulations. 

Commerce licenses for commimications satellites contain numerous conditions and provisos 
developed in conjunction with the Departments of Defense and State. Under Commerce 
licenses, exporters are oUiged to comply with the terms of the satellite techmlogy safeguards 
agreement between the U.S. and China, which requires them to: 

— develop a technology transfer control plan which identifies the level and esdent of 
technical data to be released, and which also includes plans for securing the satellite 
during its transportation to the launch site; 

~ have all technical data under the license reviewed by the Defense Department prior to its 
release to the launch service provider and have a Defense Department monitor present at 
technical meetings and launch activities with the Chinese launch service provide 

transport the satellite in a sealed container allowing no access to equiixn^ or technical 
data and with U.S. monitm^ to accompany the satellite if it is transported on a non-U.S. 
aircraft; 
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have a separate cryptographic equipment safeguard plan for communications security 
equipment; 

limit technology which can be released under the Commerce license to only form, fit and 
function data used to mate the satellite to the rocket and require the exporter, in the event 
of a launch failure, to obtain a license from State before releasing any new technical data. 


In light of these safeguards, I believe the existing Commerce licensing system fully protects our 
nationals security and foreign policy concerns. There have been no allegations regarding export 
control violations of Commerce satellite licenses since the transfer of jurisdiction, 

I understand there have been questions raised about an analysis conducted of the 1995 APSTAR 

II launch failure. After that failure, the company involved conducted an analysis without the 
participation of the Chinese launch service provider. The analysis was written in order to satisfy 
insurance requirements. The analysis was reviewed by the Department of Commerce, which 
determined that it contained only information already authorized for export under the original 
Commerce license issued in February 1994. The unclassified report was provided first to a 
consortium of Western insurance companies and later to the Chinese launch service provider. 

I would also like to correct some misunderstandings which have arisen regarding the Commerce 
licensing process as a result of an earlier review by the General Accounting Office. In particular, 
GAO asserted that there are five differences in the treatment of satellite licenses at Commerce 
and at State. A closer look shows these differences do not affect national security. GAO 
reported that: 

Congressional notification of individual licenses is not required in the Commerce system. 
Commerce regularly briefs the Hill, issues annual reports, provides licensing 
documentation and answers inquiries upon request. We have provided briefings on 
satellite exports, and we briefed on the transfer of jurisdiction in 1 996. We are not aware 
that the Congress has ever objected to any satellite export, and the message that Congress 
has consistently sent is that it wants satellites controlled as dual-use items under the 
Export Administration Act, which does not generally provide for Congressional review of 
individual licenses. In the specific case of satellites, of course, there can be no exports to 
China without a Tiananmen Square waiver which is notified to the Congress. 

- Sanctions for missile proliferation do not apply to Commerce licenses. Sanctions do 

apply to Commerce in cases of Category 1 violations, and the President generally has 
flexibility to include dual use export sanctions in other cases. Normally, however, 
Category II missile sanctions apply only to munitions and dual-use items controlled under 
the Missile Technology Control Regime. Commercial communications satellites fall into 
neither category. Congress clearly intended Category 11 sanctions to be less onerous than 
Category I sanctions, which do cover dual use items. 
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Defense 's power to influence the decision making process has diminished. DOD’s 
authority has not diminished in this regard. Commerce has denied licenses v^dien Defense 
has raised national security concerns found credible by the reviewing agencies, but 
Executive Order 1 298 b does not give Defense or any other agency a veto over licensing, 
which would be contrary to legislative authorities and Congressional intent. It does, 
however, permit an agency, including DOD, to prevent approval of any license until the 
President has heard and decided on its objections. 

Technical information may not be as clearly controlled under Commerce procedures. 
Since Commerce technology conditions are almost identical to those used at State, it is 
hard to see how the level of control on technology has changed. 

The additional controls placed on communications satellites transferred in 1996 do not 
apply to those transferred in the Bush Administration. This the assertion misses the 
point. In practice, all satellite applications subject to Commerce license after the transfer 
are subject to the same safeguards, and the other agencies have the same review and 
escalation rights. 

Let me also suggest that as a matter of policy th^ are several reasons why allowing Chinese 
launches of U.S. -manufactured satellites is in our interest. First, this is a large and important 
industry that is growing rapidly. U.S. industry revenues last year were $23.1 billion, a 15% 
increase from the previous year. Employment in 1997 was over 100,000, a 10% increase from 
the previous year. The industry indicates that it currently has $1.7 billion in launch contracts on 
Chinese rockets, with 8,000 U.S. aerospace jobs directly supported by those contracts. With over 
1200 satellites expected to be launched over the next ten years, it is clear that the U.S. industry 
will continue to need access to the full range of launch providers if it is to remain the world's 
leader. And that is a status I think we all support, because it is not only good for our economy, it 
is good for our military and our national security as well. As the line between military and 
civilian technology becomes increasingly blurred, what remains clear is that a second class 
commercial satellite industry means a second class military satellite industry as well — the same 
companies make both products, and they depend on exports for their health and for the revenues 
that allow them to develop the next generation of products. 

Second, some of these satellites bring telephone, television, and Internet services to the Chinese 
people. I believe such services are an integral part of any effort to bring democracy and freedom 
to China. History has shown that it was the successful example of the West -- not only in 
military strength but in standard of living and freedom of expression ~ that brought the Cold 
War to an end. Our goal should be to bring not only our products but our ideas and values to 
China, but we caimot do that if they do not have the technological tools to receive them. 

International security since the end of the Cold War poses very real problems for the United 
States. We are in the midst of a serious debate as to Aether we should seek to constructively 
engage those with wfiom we have disputes or whether we should simply try to punish them 
through unilateral embargoes and sanctions. It may make us feel good to impose Cold War-style 
embargoes on these countries ~ even though they rarely work - but they do not help us achieve 
our objective of changing the other country's behavior. Those who find it in their interest to 
exaggerate the threat of trade with China seem incapable of defining our relations with this 
emerging power in any terms but those of military conflict. However, we believe that treating 
China as a committed adversary is the quickest way to ensure it becomes one, and we remain 
convinced that it is better to engage China frankly in dialogue, in trade, and in ideas than it is to 
seek to isolate them. 
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I am pleased to appear today to discuss U.S, policy regarding the export of 
satellites to China. In my statement 1 will outline the policy framework and the 
role of the Department of Defense in implementing this policy. 

In September 1988, President Reagan decided to permit the launch of U.S. 
commercial communication satellites by China. This decision was motivated by 
the desire to allow commercial relations with China to expand in a more normal 
manner. The Reagan administration understood the potential risk that such a 
program could lead to the transfer of missile-related technology to China, but also 
recognized that China had for many years had the basic technology necessary to 
develop and deploy effective ballistic missiles, including intercontinental missiles 
capable of hitting the United States. 

To help ensure that no significant missile or satellite technology is 
transferred to China, the U.S. negotiated a bilateral technology safeguards 
agreement with the PRC in 1988. This bilateral technology safeguards agreement 
was renewed with minor modifications in 1993 and remains in force today. The 
agreement has two important features to protect U.S. national security interests: (1) 
it prohibits the transfer of specific technical data and assistance by U.S. companies 
to China and prohibits the Chinese from seeking that technical data or assistance; 
and (2) requires oversight and monitoring of the launch campaign by the U.S. 
government. 1 will address these particulars of this monitoring activity later in my 
statement 



96 


2 


The requirements of the bilateral technology safeguards agreement are 
implemented through conditions on export licenses. From 1988 to today, the 
jurisdiction for export licensing of satellites has shifted between the State 
Department munitions system and the Commerce Department dual-use system. 
There are three periods of time where the jurisdiction was different: (1) 1988 to 
1992; (2) 1993 to 1996; and (3) 1996 to today. I will discuss each of these periods 
in turn. 

From 1988 to the end of 1992, all communications satellites were licensed 
by the State Department under the International Traffic in Arms Regulations. Up 
to 1988, State had always had jurisdiction over such satellites and the decision by 
President Reagan to permit transfers to China did not change this system. In brief. 
State controlled all of the technical data and technical assistance required to 
perform a launch of a U.S. built satellite in China. These controls also extended to 
all design, development, and manufacturing data on communication satellites. 
Licenses issued by State for satellite transfers to China for launch contained several 
safeguards including conditions that required USG monitoring of the launch 
campaign as outlined in the U.S.-China bilateral technology safeguards agreement. 
During this period, there were four licenses issued by State for the launch of U.S. 
built satellites in China. 

In late 1990, Congress passed the “Omnibus Export Amendments Act” 
which President Bush ultimately vetoed. One of the bill’s provisions was a 
requirement to transfer to Commerce jurisdiction over those items on the State 
munitions list that were on the then-COCOM dual-use list. As an administrative 
matter. President Bush directed a review to accomplish this jurisdictional transfer 
in a manner that also ensured national security interests would be protected. 

One result of this review was a decision by the Bush Administration in 1992 
to transfer license jurisdiction for purely commercial communication satellites from 
the State Department to the Commerce Department. Commerce controls also 
extended to include “form, fit and function” technical data necessary to mate the 
satellite to the launch vehicle. Nine technologies were identified as giving a 
satellite specific military capabilities, and any satellite containing any of these nine 
technologies continued to require a license from the Department of State. For 
example, satellites with large antennas, intersatellite relay links, and specialized on- 
board processing remained under State control as did the “kick motors” necessary 
to launch satellites into high earth orbits. State also retained control over: (1) all 
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launch vehicles; (2) all technical data beyond “form, fit, and function” that is 
associated with the integration of satellites with launch vehicles; (3) all design, 
development, and manufacturing data on satellites; and (5) all technical assistance 
(e.g., engineering services) that might be provided by U.S. companies to the 
foreign launch service provider including any analyses of launch failures. The 
Clinton Administration issued some of the regulations implementing this 
jurisdictional change shortly after taking office in 1993. 

During this period, monitoring by the U.S. government was required in all 
licenses for launches of satellites that contained one or more of the identified 
military-related technologies or kick motors, any launch vehicle integration 
technical data or any technical assistance — that is, in all the licenses issued by the 
Department of State. There were three launches during this period that were not 
monitored. These were launches of purely commercial satellites, licensed by 
Commerce, that did not include DoD monitoring. Monitoring had always been 
associated with the licenses issued by the State Department, and DoD license 
review procedures anticipated that there would be at least one State license 
required for the launch of even these commercial satellites now licensed by 
Commerce. However, these launches did not require any State licenses. We are 
not aware of any transfer of technology from these unmonitored launches that 
contributed to China’s missile or military satellite capabilities. Nevertheless, DoD 
did conclude that full monitoring would be a strong safeguard at relatively low cost 
to the companies that should be applied to all license cases, even those that did not 
require Department of State licenses. This was agreed by all agencies and 
incorporated as a requirement in 1996 when jurisdiction was transferred to 
Commerce for all commercial communication satellites 

The basic approach to implementation of the Bush Administration policy 
was to follow the established interagency procedures for the review of dual-use 
export licenses. During this period, it became increasingly clear that these 
procedures needed reform, not just for satellites, but across the board. The Clinton 
Administration undertook such a review, which led to the issuance of Executive 
Order 12981 in December of 1995. This Executive Order established strict 
timelines for license reviews, and put into place a disciplined dispute resolution 
process. 

In 1996, President Clinton decided to transfer additional jurisdiction for 
commercial communication satellites from the State Department to the Commerce 
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Department. DoD supported this transfer because the transfer did not involve 
certain sensitive technology associated with satellites and launch vehicles and 
because the transfer was aceompanied by several changes in procedures that 
protect DoD's ability to ensure that transfers are consistent with U.S. national 
security. The system is now the following: 

(1) Companies can export complete commercial communication satellites under a 
Commerce license even if they contain one or more of the individual military 
technologies that defined State jurisdiction over communication satellites prior to 
1996. All of those individual military technologies, however, must still get a State 
license when not exported as part of a complete communications satellite. 

(2) Commerce continues to control certain limited “form, fit, and function” 
technical data necessary to mate the satellite to the launch vehicle. 

(3) State retains control over all launch vehicles, all technical data associated with 
launch vehicles or the integration of satellite payloads with launch vehicles, all 
design and manufacturing data for satellites, and all technical assistance that might 
be provided by U.S. companies to Chinese launch service providers including any 
launch failure analyses. 

In addition, several changes were made to strengthen the Commerce system 
and the 1995 Executive Order governing interagency reviews of dual-use licenses. 
The changes in procedures that are now in effect include: 

(1) License determinations are subject to majority vote of reviewing agencies with 
a continuing right of any dissenting agency to escalate the matter up to and 
including the President. 

(2) Licenses can be denied for broad national security reasons to any destination. 

(3) Communication satellites are not subject to formal foreign availability 
determinations under the Export Administration Act. 

(4) All communication satellite licenses must include strong safeguards including 
DoD monitoring and payment of DoD monitoring expenses by the companies. 
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EXDD currently reviews all communication satellite licenses to ensure that 
the proposed export would be consistent with U.S. national security interests. 
DOD's recommendations reflect inputs from relevant DoD components such as the 
Air Force and the National Security Agency. DoD's recommendations to approve 
such satellite exports are conditional on strong safeguards including; 

•• A requirement that the satellite exporter prepare a Technology Control Plan 
which must be approved by DOD. 

•• The Technology Control Plan must include: (1) a detailed transportation plan 
for shipping the satellite to ensure that only U.S. persoimel have access to the 
satellite at all times; and (2) a detailed physical and operational security plan 
including procedures for the supervised mating of the satellite to the launch 
vehicle. 

•• A requirement that technical data that the U.S. company wants to transfer to 
the Chinese launch service provider is approved in advance by DoD's 
Defense Technology Security Administration. 

•• A requirement that a DOD monitor be present at technical meetings between 
the U.S. exporter and Chinese launch service personnel to ensure that no 
information is exchanged that would improve Chinese missile or satellite 
capabilities. This includes a requirement that EXDD monitors be present at 
the launch site in China to oversee physical site security and launch 
operations. 

Statutory Tiananmen sanctions require that the President issue a "national 
interest" waiver before a license may be issued for any U.S. satellite export to 
China. A memorandum with a recommendation is prepared for the President, 
typically by the State Department. In this connection, DOD has reviewed such 
memoranda to ensure that the memorandum accurately describes the safeguards 
and other conditions that DoD has recommended for inclusion on the license. 

As the committees know, allegations that Loral Space Systems and Hughes 
Aircraft Company have committed export violations in connection with a failure of 
a Chinese launch of a Loral satellite in February 1996 are the subject of an 
ongoing criminal investigation by the Department cf Justice. There is little that I 
can say about this matter beyond assuring you that DOD is cooperating fully with 
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all Department of Justice inquiries into this matter. DoD was aware of these 
allegations at the time it was asked to review the export license applications for the 
launch of Loral’s Chinasat-8 satellite in 1998. Those applications were reviewed 
carefully taking into account all the relevant information available to DoD at that 
time. DoD’s decision to recommend approval of those licenses was based on the 
facts of those particular cases and on the specific safeguards required by the 
licenses. 

In addition, DOD is cooperating fully with all Congressional inquiries and 
requests for a broad range of documents. EXJD has already provided some 
documents even as we continue to collect and assemble additional documentation. 

I should note that the range and scope of those document requests is quite 
voluminous. We are committed to being fully responsive, but this means taking the 
time to make sure we are providing all of the materials that you and others have 
requested. 

In summary, DoD takes its overall role in the development and 
implementation of export control policies very seriously. The case of commercial 
communication satellites and China presents significant challenges to the U.S. 
export control system as we seek to ensure that no technology is transferred that 
would improve China's indigenous missile or satellite capabilities. We believe that 
the current system protects our national security. 
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NOTICE TO CONGRESS OF PRESIDENTIAL WAIVERS 
AND MUNITIONS LIST TRANSFERS RELATED TO 
U.S. EXPORTS OF COMMERCIAL SATELLITES TO CHINA 


EXECUTIVE 

ACTION 

NOTICE TO 
CONGRESS 

CONGRESSIONAL 

ACTION 

Waiver for Asiasat-1 

12/19/89 

NONE 

Waiver for Aussat 

4/30/91 

NONE 

Waiver for Freja 

4/30/91 

NONE 

Waiver for Asiasat-2 

9/11/92 

NONE 

Waiver for Apsat 

9/11/92 

NONE 

Waiver for Intelsat-7A 

9/11/92 

NONE 

Waiver for Starsat 

9/11/92 

NONE 

Waiver for Afiisat 

9/11/92 

NONE 

Waiver for Donfanghong-3 

9/11/92 

NONE 

Waiver for Iridium 

7/2/93 

NONE 

Waiver for Intelsal-8 

7/2/93 

NONE 

Waiver for EchoStar 

7/13/94 

NONE 

Waiver for Mabuhay 

2/6/96 

NONE 

Waiver for Cosat-1 & 2 

2/6/96 

NONE 

Waiver for Chinasat-7 

2/6/96 

NONE 

Waiver for APMT 

6/23/96 

NONE 

Waiver for GV' halstar 

7/9/96 

NONE 

Waiver for Fengyn-1 

11/19/96 

NONE 

Waiver for SinoSat-1 

11/23/96 

NONE 

Waiver for Chmasat-8 

2/18/98 

NONE 

Transfer of about half of 
commercial satellites on Munitions 
List to Commerce Control List 

6/15/92 

NONE 

Transfer of remaining commercial 
satellites on Munitions List to 
Commerce Control List 

9/20/96 

NONE 


Prepared by Senate Subcommittee on International Security, Proliferation 
and Federal Services, Minority Staff (6/98) 
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STATEMENT OF SENATOR CARL LEVIN 
Heariog on 

THE ADEQUACY OF COMMERCE DEPARTMENT SATELLITE 
EXPORT CONTROLS 

Subcommittee on International Security, Proliferation, and Federal 
Services 
June 18, 1998 


It’s been ten years since President Reagan changed our policy with respect to 
China and approved the export of commeicia! commimications satellites for launch in 
China. Both President Bush and President Clinton continued that policy. Congress 
will hopefiilly look in a bipartisan way at whether the policy is working and whether it is 
in our natioiial interest to continue it. 

Over these past ten years Congress has had ample opportunity to weigh in on this 
issue. [See chart.] Since Tiananmen Square, Congress has received 20 notices of 
decisions by the President to export a communications satellite to China. 20 times. 20 
waivers. We could have acted to stop satellite exports it we had a concern, but we did 
not. The same is trae with respect to the decision by President Bush in 1992 and by 
President Clinton in 1996 to sUft certain types of commercial satellites fiom the State 
Department Munitions List to the Coitunerce Department Commerce Control List. 
Congress received 30 days' prior notice in which it could have taken action to disapprove 
each of these transfers, fa fact, with respect to the 1 996 transfer ordered by President 
Clinton, Congress had almost seven months in which to act. The White House issued a 
press release in March of 1 996 announcing the proposed transfer of commercial satellites 
faom the Munitions List to the Commerce Dqrartment, and the trairsfer itself didn’t take 
place until November. That was right in the middle of the appropriations process, where 
Congress also had the opportunity to block the use of appropriated funds to carry out that 
transfer. Yet there was not one step taken by anyone in Congress to block the licenses 
for those individual satellites or to reverse the decision by Presidents Bush and Clinton 
with respect to the Munitions List. 

Moreover, it is the responsibility of Congress to reauthorize the Export 
Administration Act. We have been unwilling or unable to complete that reauthorization 
for over 4 years. Reauthorizing the Export Administradon Act is a direct opportiuiity for 
Congress to address any issue it may have on how Commerce handles “dutd-use" items, 
items which can be used for both commercial and military applications. Yet that 
legislation has sat uiuesolved for years. 

Now the export of satelUtes to China is getting our attention because there is the 
hint of a political advantage to raising it at this time. But we should not allow a 
legitimate public policy debate over how we should bring China into the world 
community to be used for partisan purposes. Members of both political parties have 
argued passionately for and against the export of commercial satellites to China. And 
both the proponents and the opponents have reasonable and legitimate arguments. 

The reality is that our national security interests are on both sides of this question 
-- it’s in our national interest to bring China into the world community and open lines of 
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communication about democracy and &ee enteipiise; and it’s in our national interest not 
to assist China in improving its miiilary capabilities. Our task is to determine how open 
we want to be and can be with China on an economic and technological level without 
affecting our national security. To answer that question, we need to know whether our 
export controls have been and continue to be adequate. 

Until 1 994 the United States was a membCT of the international Coordinating 
Committee for Multilateral Export Controls, which urged its member nations to control 
munitions and dual-use and nuclear items in a coordinated fashion according to the 
agreement of the members. CoCom, as it was called, treated commercial 
communications satellites as dual-use items and not as munitions. President Bush, 
therefore, initiated a two-year effort in 1990 to review the State Department’s Munitions 
List to determine what dual-use items should be transferred to the Cotrunerce Control List 
for licensing. As a result of that review, approximately 1/2 of the commercial 
communications satellites on the Murritions List, according to GAO, were moved to the 
Corrtmerce Control List in 1992. 

From 1992 to 1996, Members of Congress fiom both parties as well as some 
satellite manufacturers pushed for transferring the remaining satellites to Commerce, 
arguing that cotmnunications satellites are not munitions and shouldn’t be listed as 
munitions. In 1 996, President Clinton completed the process begun by President Bush 
and transferred the remainder of the commercial communications satellites from the 
Munitioirs List to the Coirunerce Control List 

But before doing so ~ and at the urging of the Departments of State and Defense • 
- President Clinton changed the Commerce license tgtproval process to strengthen the 
authority of the D^artments of State and Defense to determine what Commerce 
Department licenses should be issued. (See chart.) It is not an easy or simple process ~ 
nothing is when so nrany agencies are involved. But the process is not intended to be an 
easy one. It is intended to allow for a balancing of a range of competing national 
security, foreign policy and conrmercial concerns. The current process is a two-track 
process; one for issuance of an export license, one for presidential waiver. Both the 
Department of Defense and the State Department have two bites at the apple and three 
appeals if their position is not heeded, right up to the President. 

Today we need to find out if this process, in place for almost two years now, 
contains adequate safeguards for the licensing of satellites for launch in China. GAO said 
last week that it was unable to draw a conclitsion to lhat question because it hadn’t 
examined the operation of the two-track process. They have now been tasked to do so, 
and I expect it will take several months to complete. 

Today we have the three agencies most deeply involved in the current process, 
and, Mr. Chairman, 1 hope we can make some headway in understanding how the two- 
track process works and whether it adequately protects om national security. 
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DEFENSE TECHNOLOGY SECURITY ADMINISTRATION 

400 ARMY NAVY ORIVC, ■UITC 300 
ARUNOTON, VA 33301-3aa4 


June 17, 1998 



Hononble Ctrl Levin 
Ranking Minority Member 
Subcommittee on Intemationai Security, Proliferation, 
and Federal Services 
Committee on Oovemmental Af&in 
United States Senate 
Washington, D.C. 20S 10-6250 

Dear Senator Levin: 

I am responding to your letter of June 3, 1998 tequesting information regarding 
DoD’s role in the review of commeroial communications satellite exports to China. My 
answers below are keyed to the specific questions in your letter. 

(1) For each of the export licenses issued by the Bush and Clinton Administrations 
permitting Chinese launches of U S. built satellites or satellite parts, including the 
1998 export licenses for the Loral-built Chinasat-8 satellite, did the Department of 
Defense: 

(a) have an adequate opportunity to review national security concerns prior to 
approval of the license and ensure the inclusion of r^propriate technology 
security ufeguarda in the proposed license? 

(b) determine that the proposed erqrort license would be consistent with the national 
security of the United States? 

(c) support the approval of the proposed export license? 

Answer : For those license requests for U.S. built satellites or satellite parts referred to 
the Department of Defonse for review by the State and Commerce Departments since 
1990, DoD has had an adequate opportunity to provide recommendations regarding 
whether the license would be consistent with U.S. national security, whether the license 
should be approved or not, and whether the license should include safeguards and 

o 
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other conditions. While we are still reviewing relevant records, we are not aware of any 
license having been issued since 1990 without DoD concurrence. However, the license 
record will show at least one case where DoO had recommended against export of some 
satellite parts for which Commerce ultimately issued a license. In this instance, senior 
DTSA officials resolved the objection satisfactorily with Commerce officials and it was 
approved with DoD’s concurrence. The record of DoD*s objection was apparently not 
changed to reflect this outcome. As for the 1998 license requests for the etqiort of the 
Loral-built Chinasat-8 satellite, DoD conducted a thorough review and recommended 
approval on all associated licenses referred to DoD by the State and Commerce 
Departments. Our recommendation was subject to the qtplication of safeguards and 
other conditions including requirements for DoD monitoring of the satellite launch and 
associated technical meetings, and DoD review of technical data prior to its transfer to 
China. 

Question ; 

(2) With respect to the 1998 export licenses for the Loral-built Chitusat-8 satellite, was 
the Department of Defense aware at the time it was reviewing the proposed license 
that Loral was under criminal investigation for participating in a post-launch analysis 
of a foiled 1996 laundi? 

Answer : DoD was aware of these allegations at the time it was asked to review the 
export license applications for the 1998 launch of Loral's Chinasat-8 satellite. Those 
applications were reviewed carefully taking into account all the relevant information 
available to DoD at that time. DoD's decision to recommend approval of those licenses 
was baaed on the facts of those particular cases and on the specific safeguards required 
by the licenses. 

Quotion: 

(3) With respect to each traiufer by the Bush and Clinton Administrations of 
commercial satellite technology items fiom the State D^artment’s Munitions List to 
the Commerce Department's Commerce Control List, did the D^artment of Defense: 

(a) have an adequate opportunity to evaluate national security concerns prior to the 
transfer of the cmnmcteial satellite technology fiom one list to another? 

(b) determine that the pnqxMed traiufor would be consistmt with the lutional 
security of the United States? 
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(c) wppoit the p r o poKd tmufer frmn the Munitionf List to the Commerce Control 


Answm : DoD perticiptted AiUy in the interegency reviews end sivported the final 
decisions by the Bush Administration in 1992 and the CUnton Administration in 1996 to 
tranafcrcoinmatcial communications satelUtas from the Stats D^ertmant to Commerce 
Da p a i t mcnt juriadicticii. 
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United Sutes Department of State 
D.C. 20520 

JUN i 7 1998 


Dear Senator Levin: 

This letter is in response to your letter of June 3 to 
John Barker, in which you seek answers to questions about 
the government's approval of export licenses permitting 
Chinese launches of CJ.S. built commercial satellites. 

(1) For each of the export licenses and waivers issued 
by the Bush and Clinton Administrations permitting Chinese 
launches of U.S. built satellites or satellite parts, 
including the 1998 waiver and export licenses for the Loral- 
built Chinasat-8 satellite, did the Department of State: 

(a) have an adequate opportunity to review each 
proposed license and related waiver prior to its issuance? 

He are still reviewing our files. But based 
on our review to date, we find that the E)epartment 
of State has had adequate opportunity to review 
each proposed license application and related 
waiver prior to its issuance. 

(b) support approval of the proposed export 
license? 

The Department of State supported approval of 
those export licenses that were referred to the 
Department of State and were ultimately approved, 
subject to conditions that we required be placed 
on the export licenses. 


The Honorable 

Carl Levin, 

Subcommittee on International Security, 
Proliferation and Federal Services, 
United States Senate . 
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(c) support issuance of a Presidential waiver? 

The Departaent of State sui^sorted issuance of 
each of the Presidential waivers that was 
ultimately approved. 


(2) With respect to the 1998. waiver and export 
licenses for the I«ral-built Chinasat-8 satellite, was the 
Department of State aware at the time it was reviewing the 
proposed waiver and licenses that Loral was under criminal 
investigation for participating in a post-launch analysis of 
a failed 199S launch? 

The Department of State was well aware of the 
Justice Department investigation. In the spring 
of 1996 the Department of State discovered 
potential violations by O.S. firms- and requested 
the support of the Departatent of Justice and other 
U.S. law enforcement agencies in investigating the 
matter fully. 


(3) With respect to each transfer by the Bush and 
Clinton Administrations of commercial satellite technology 
items from the State Departaient' s Munitions List to the 
Commerce Department's Conmerce Control List, did the 
Department of State: 

(a) have an adeipiate opportunity to evaluate foreign 
policy and other concerns prigr to the transfer of the 
commercial satellite technology from one list to the other? 

(b) support the proposed transfer from the Munitions 
list to the Coirnwrce Control List? 

There have been three decisions to 
remove commercial communications satellites 
and related items from the United states 
Munitions List (USML) to the CCL, in 1993. 

1996 and 1997. 
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The State Department was fully involved , 
in these processes and ultimately supported 
all three decisions, including the 1996 
recommendation to the President. In this 
respect, a number of specific measures were 
developed to deal with the concerns 
identified by the Defense and State 
Departments regarding the transfer of 
jurisdiction. These additional measures, 
approved by the President, formed the basis 
of State Department concurrence in the 
transfer of jurisdiction . 


We hope this information is useful to you. As always, 
please do not hesitate to contact us if you have further 
questions. 


Sincerely, 



Assistant Secretary 
Legislative Affairs 



Ill 


From 

U. S. Senator Carl Levin 



STATEMENT OF SENATOR CARE LEVIN 
Hcariagoa 

THE ADEQUACY OF COMMERCE DEPARTMENT SATELLITE EXPORT 
CONTROLS 

Snbcommittec on Intcrnationil Secnrtty, Prolifcniion, and Federal Services 
Ja^<,1998 

At our hearing last month, we began an inquiiy into whether the 
current export control process for communications satellites is adequate to 
protect our national security and promote our national interest. We learned 
that the current system - established by Executive Order in 1 996 and which 
allows for Commerce to issue the licenses for expmts of U.S. made 
satellites - is a multi-step process that seeks inter-agency agreement and 
allows for a multi-level appeal process when there is disagreement among 
the agencies. Each agency — State, Commerce, Defense, Energy and the 
Arms Control Disarmament Agency — has the opportunity to object to the 
issuance of a license for a communications satellite and force the licensing 
decision to a higher level — first to an Assistant Secretary level and if that 
fails to resolve the differences, to the Secretaries of the respective agencies. 
If there is still disagreement, the decision goes to the President. 

We also learned that for every one of these licenses, because they 
must have a waiver from the President under the Tiananmen Square 
sanctions. Congress was given notice that the item had been approved for 
export Since 1 989 Congress has received official notice of decisions made 
by Presidents Bush and Clinton to export 20 different communications 
satellite to China. We could have acted to stop any one or all of these 
satellite exports if we had wanted to, but we did not The same is true with 
respect to the decision by President Bush in 1992 and by President Clinton 
in 1996 to shift certain types of commercial satellites from the State 
Department Munitions List to the Corrunerce Department Commerce 
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Control List. Congress received 30 days’ prior notice in which we could 
have taken action to disapprove each of these transfers, but we did not. 

When I asked each of the witnesses from each of the agencies -- 
State, Commerce, Defense -- whether they would prefer to undo the actions 
by Presidents Bush and Clinton and return to the licensing procedtires under 
the previous system -- where all communications satellites are on the 
Munitions List and licensed by the State Department -- they each said, “no”; 
it would be “a bad thing” to do. The present system, they testified, “works 
well” -- it protects our national security and it does so without harming our 
national interest. The current system allows U.S. commercial interests to be 
considered and a timetable followed in making the licensing decision while 
maintaining a coequal role for the national security and foreign affairs 
interests represented through the Departments of Defense and State. And it 
is more transparent than the previous system - with clear deadlines for the 
various steps in the license review process. 

Questions remain as to the adequacy of this process. The agencies 
think it is adequate. GAO says it doesn’t know whether the new procedures 
are adequate or sufficiently effective. It’s reviewing the implementation 
over the past two years and has yet to make that determination. Today’s 
hearing should provide additional relevant information to guide us in 
reaching our own conclusion. 
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HUGHES 


November 30, 1992 


U.S. DEPARTMENT OF COMMERCE 
Bureau of Exiiort Administration 
Office at Tecitnolegy and Policy Analysis 
14th St. & Pennsylvania Ave. 
Washington, D.C. 20230 

Gentlemen: 


We- are enclosing a 6<ll disclosure of Rie typo of data to be released to Hughes 
customers tor communications satellites now covered by ECCN 9A04A. 

This technieal date does not disetoae any detailed design, development. 
fflKiutoeturing or production information. We theretore believe that the technical 
data may be released under Department of Commerce general licenses. 

Pteese contom the Department of Commerce as the appropriate licensing authority 
tor this data and provide us with a determination. 

I may be reached to (310) S6S-7493 for any ftirthsr questions you may have. 


Respectfully, 


HUGHES AiRCRAPr COMPANY 



Ene. 


7200 Hughes Terrace . P.O. BoxSOOOB . Los Angeles, CA 90000-0020 



TECHNOLOGY DATA TRANSFER FOR 
COMMERCUL COMMUNICATIONS SATELLITE PROGRAMS 


PCRPOSF 

This document outlines the technical data that will be transfemed to Commereial 
Communications Satellite customers for use exclusively in accordance with the 
terms of the contracts. 

■All data made available to the customer and its consultants by Hug.hes Aircraft 
Company (Hughes) shall be unclassified. 

This data covers all technology in the form of docum.entition and information 
(both oral and written) which'is provided to customers by Hughes (including ail 
subsidiaries; e.g.. Hughes Communications International. Inc, and Hughes 

ConuTtunicaiions' Galaxy, tnc.). 

SCOPE 

The contracts generally require Hughes to design, fabricate, asse.mbie, test, and 
deliver commercial communications satellites plus associated ground control 
software and equipment for integration/launch services and on-orbit test and 
operations. 

TECHNICAL D ATA TO BET RANSFERRED 

Infoimaiion tnnsferred includes written or oral data. Set forth in this secdon is a 
brief descripdon of Hughes dau and accompanying technologies which are to be 
made available to our commercial customers. This lechnoiogy transfer is 
specitTcally limited, h owever, to that technical information necessary to provide 
contract comoliance. Desim analysis and study reports, etc., will be VimuteJ — 
generally to analytical results and summary level infottnadon. .No deniled cesiin 
teennology o r manufacturing nrocesse.s o r lechnioues will be provuied. ^ 

3.1 Telemetry. Trackinc and Control rTTAC Engineering. Onernden a.-d 
Maintenance Data) 

Technical infonTiadon relating to the overall operadon of the syste.Ti to be 
provided will be resmeted to that which wUl' enable performance of the 
required TTjcC openuon and intermediate level maintenance activides. 
This will include a funedonai descripdon of basic system capabilides of 
satellite command and dau processing. The informadon will be of such a 
nature that the overall performance of individual equipment and the 
inierfKes among the equipmenu will be described. 

Other infoimadon to be supplied will include sifiial. controL and data line 
switebinf, layout of cabling between subsystems, and rack layouts. 
Information supplied to support interaiediate level maintenance will 
include ciicuit diagrama. paru iocadons, and paiu lists. 

Customer personnel paidcipadon in the performance verificadon tesdng of 
individuai units or subsystems, and in ovenil system levei tests, will be 
limited to sundard test procedures and the measurement of quantitadve 
data. 
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3.2 SawHiie Sv«ig~ gnr-»;rng Daa 

No ieehno!o|y wiil be ceasftersd fesirding origi.nil design eeneeris, 
dat>/infdmiadci) coRcensini bow to design or minuiacntre ^cein-ar:. 

Hughes will not transfer detailed design, manufacturing p.ticess or test 
information which reveals specific UKthodology for any radiattcn 
hardening capability of microelecsonic devices. 

The following types of svstetn eiitineer.nt dau will be transfered to the 
extent reouired to nta-naSlhe pracam: 

Power Budeets 

Chans identifying pcwer usage of individual satellite sucsystems agat.-tst 
allocated margins and overall power teguirements of the satellite ssiil be 
prepared. This will be a condnuous and iiendve task duhng the sateiiite 
development process, requiting ptmodic monitoring and review of die 
power system design activity and preparation of power budgets a.'.d 
allocations. 

Weiitit Budgets 


This task is similar to the power budget task, requiring the continuous 
monitoring of sateiiite subsystem weights against allocated weight 
margins, thus ensuring that the overall satellite weight does not exceed die 
allocated weight. 


Satellite Radiated Powe- a.fla!v«is 


Tnis analysis may be performed by either the customer or Hughes system 
engineers. The task will require die analysis of satellite radio frecuettcy 
power available for users throughout the regional areas covered by the 
satellite beam. 

Mission Seoitences 

This requires the preparation of a plan defining the chronological sateiiite 
and ground station evens which occur during the satellite's transfer orbit 
and drift orbit The plan will be prepared in coordination with the orbiral 
planning engineers (see Section 3.S below), who require knowledge of the 
anticipated transfer orbit to determine sareilite-relaied evens. 

Fuel Badvors 

This task is similar to the power and weight budget task. It is essentially a 
task requiring a continuous monitoring of the satellite fuel allocation 
aga^ the allocated weight and a monitoring of transfer orint and on- 
station ftiel requiremens to ensure that the sateiiite has sufficient fuel 
capacity to fuUuI is mission requiremens. 


2 
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Rgjijbllilv Anj!v<:S 

This requires ajiajysis of individual sa»Hiis subsysiems and uho overall 
sarsiiite syste.-n in ores: to dearn-Jne the rctiability of operation over tne 
satellite's mission life. Tne task will require the analysis of existing 
system design and component count using standard reii'isility analysts 
techniques. 


System Text Data Evaluation 


The task will include the redaction of test data collected during unit, 
subsystem and sysie.m level tests of the satellites, .^n evaluation of this 
data' will be made against the expected results and appropriate 
recommendations made regarding these results. 


XtSizins 


Satellite system engineerinE daa will be ransferrtd via a aountnc program 
for selected engineers. 

3.3 Saiglliie SvsmT;u',iit 


CusramCT personnel may Barpeioite in the mxnng of the satellites under 
test conditiMs similar to those which they will encounter during acraai in- 
orbii saiemie openiloas. Testing will include check out of specific 
satellite subsystems such as power, communications, lele.me:^' and 
command. System level tests will be conduced with the satellite under 
ambient conditions, in a thermal vacuum chamber to approximate me on- 
orbit operational eondittons and under vibration. Testing wU! be 
concalled by equipment similar to that used during the in-orbit operation. 
Customer personnel will also assist in dau reduenon a-nd in corr.pam.scr. to 
expeemd results. 

3.4 Launch Vehicle InteEriden ServiceE 

Hughes wilt provide lauKb vehicle intepxtion services and pamtotpate 
with the customer and their launch vehicle provider in a number of latincn 
related activities. This will include v»hir |e Inte.-cic si 

infarnixtiaii. includini fliihi dvpimi cs. s ifetv coniidtratiens . 
weigh i/tevei^'' dia . power condinonin g. and related tnfttmationT 

3.5 Orbiim Plaimine 

Cusieiner personnel will be involved in the ofoial planning aedvides only 
to the exrant specified below; 

PW..1 .imrb MUiian Plaimine ind analysis 

This will iaetude coordination with the Itunch contractor to demmnine 
launch window tcquirenientt and consoaiais. and the preparation of 
launch eonsnitii docutnenta. 


3 
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Tran«f" ind Drift Orbil Ptonint 

This includes saieiliie orbii predictions and earth station visibiiiiy. 
dfitermtniiition of required orbit and attitude maneuvers, and de:erm:r.a::cn 
of data requirements durinf transfer and drift o^il 

StaHonA-eKt!fl«.Pl3nnine 

This wiii involve on-station orbit and attitude deierTrjnation and coaroi. 
maneuver plartninf. solar eciipse predictions, ephemeris predicdons. and 
ea.'th sstion sun-outage predictions. 

Tec.hnici! data on the orbital dynamics sofnvare prosra.'ns involved in this 
planning will be limited to knowledge of its operation from a user s point 
of view. 


.6 S;ie!!!i» Oo-rednns Tninine 

Training will be provided at either Hughes or on-site at the customer s 
control facility. The objective of this training is to provide the recuired 
knowledge for die in-orbit operation and control of the Mteiiites. 

The training will include classroom lectures on the overall systems 
operations and operational procedures required to operate, monitor, 
control and command the siteUiics. These lectures will oriented toward 
the operationsi features of the satellite. The training will also include 
simulation exercises on the satellite simulator, on-the-job training in the 
use of the operational procedures through udlixation of die actual facilities 
and simulate satellite data. 

The on-site training will be in die following areas: 

1. Overall description of the satellites with emphasis on co.m.ma.hd 
and telemetry features, and monitoring of the saieiliie. 

3. Saieiliie control ^uipment deschpdon with emchasis o.*. ccnrci 

and display capabilities. 

3. Satellite cotnmand procedures 

4. Satellite telemetry procedures 

5. Data handling procedures 

6. Computer operaiians 

7. Ranging procedures 

t. Satellite maneuver procedures 

9. Saieiliie battery management procedures 

10. Satellite testing procedures 
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1 1 . Emergency operating procedures 

1 2. Maintenance of TT&C ecuipmcnt 
3.7 Tg;hnic!!l Dcc-r;r:::!cr; 

The following Technicii dccon'.enuuon wiU be provided: 
3.7,1 firo'jnd Svt Tf-i Teehn-col Docomeniz’icn 


TTirC De;ien Review 

A copy of the maiehi! to be presented at the TTiC Design 
Review will be provided. This will be .'•estricted to subsyste.ni 
and sysie.-n level block diagrams, equipment and site layout 
diagrams, and equipment sc.hedules. 

TTitC Scuir-ent Accetttattc eTest P!a- 

System .Acceptance Test Plans used by Hughes for the TTiC 
w’ill be provided. These plans will be used by the TTiC 
trainees dar.ng the test activity. 

qp^rremft Operations P-ocedures 

A series of spacecraft operations procedures required for the 
command, control and monitoring of operations wtii be 
provided. 


TTiC Qnera tien and Maintenance Manual rOiSli 


TTiC Oi.VI .Vlanuals will be provided for each unit. These 
documents will be used by customer maintenance personnel 
and will contain operation and maintenance insirucuons. 

TT&C and O rbital Dynamics. Decumentarien. Sofr.vare C=er« 
Cuiaes andTsoes 

Softwife doeumentition fo r ill delivenble softwire w ill be 
provided . A list o/ deliverable softwire is provided in Secr.on 
3.8 below. 


3.7.1 Spacecraft Te chnical Documentation 
5Bficifi£2SU2CJ 

a) Performance parameters of the customer satellite 
system, subsystems, major components, and ertucal 
items. 

b) Interface requirements with ihe launch vehicle. 

c) Test and handling speciiicidons. 
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All satellite shipping and storage spec^ficiuons. 

Gengril Test Rea'jirernents Documents 

Accepunce test procedures for customer spacecrrt. ihej- rrajcr 
subsystems and components. 

Tg<! 


Test reports showing proof of accepta-nc: of customer 

spacecraft, cheir major subsystems arc components. 

Other Documentsticn 

a) .Mission planning and analysis docu.-nents 

b) Launch operations manuals 

c) In-orbit test plans and repons verifying that the 
satellites meet all pen'ormances dur.ng launch, ransfer 
orbit and drift orbit sequences. 

d) Spacecraft log books 

e) Material presented at satellite prei:.minaL.'7 and final 
design reviews 

0 Test repon predicting sateiliie life on orbit 

g) A summary of satellite failures duh.-.g subsystem and 
system level tests 

h) An overall summary of the spacecraft system to the 
block diagram level 

i) Spacecraft mechanical drawings showing equipment 

layouts 

j) A data package containing a summary of test data 
discrepancies and open items prior to shipment of the 
satellite to the launch site 

k) A payload integration plan defining the interface 
requiremenu (mechanical and electrical) and 
constraints (i.c.. thermal, power, telemetry) of the 
satellites and the launch vehicle 

l) Special analysis reports 

m) Periodic progress r e ports 

n) Documenttrion necessary for gviuation nf design^ 

performance considen&ons. assessment of test plans? 
and test results or for any other purpose connected with 
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the design, qualification. launch, acceptance, or 
operauon of the spacecraft. TT&C equipment, and 
spacccnft |round/airbome suppon equipment except 
where provision of such documentation is speciiically 
prohibited. 

3.7.3 Cenralizeri Dnctimenarion Services 

Hughes will establish and operate a centralized documentation 
service to fulfill the documentation requirements of the 
customer satellite consoruction agreement eonmacts. -Such 
sen^ice will be capable of immediately retrieving current 
information o n ail asoects of the performance o f the ccncact. 
reproducing material and forwarding t o the customer project 
office. This service will include definitions of lec.nnicai 
interfaces and project changes. 

All documenudon to be made available or to be deiivcred^will 
be included in the centralized documentation service, t nese 
documentation's include items such as: 

a) Test procedures and reports 

b) Technical analyses and reports 

c) Change reports 

d) Equipment locaaon listings 

e) Planning and pro^ss reports 

f) Progress meeang minutes 

g) Action items list 

h) Mass propert)’ reports 

i) Power balance reports 

3.8 Cotnouter Software and Documenaiion 

Computer software and documentapon to b e provided w ill be limited t o 
the following: 

3.8.1 Software programs required for the processing, display, and 
archiving of telemetry data, geoeranon of satellite commands, 
aiul siniuladon of satellite data. 

3.8.2 Software programs to perform satellite orbit and attitude 
determinaaoQ. maneuver planning and ephemeris ger.eretion 
during the satellite transfer orbit operanon. 

3.8.3 Similar programs to perform the same functions during the 
satellite's ditft and synchronous orbit 
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3.8.4 

3.8.5 

3.8.6 

3.8.7 


Software programs to predict solar eclipse periods and solar 

outage periods. 

Software programs to predict spacecraft propellant Ufe. and 

solar array and bauety p^ormance. 

Software prognms for the satellite simulator. 

Computer software documenudon. 

a) Copies of all the software documentation normally 
associated with the purchase of a commercia! computer 
systtrn shall be delivered by Hughes. 

b) For software developed by Hughes, the documer.tauon 
supplied shall include: 

.Macneuc tapes fontainin* source codes 

- Primer iistinis of the souiee code 

User's manuals containing high level flow 
chans, program descripoen. input and 
output specificadons. and a sainple code. 


t 
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THE WHITE HOUSE 

WASHINGTON 


Jvine 22 , 1998 


98 JUH2U IW>0-3' 


Dear Senator Cochran: 

Thank you for your letter regarding the current process by which 
Presidential national interest waivers are granted for the 
launch of U.S. -manufactured satellites by China. The relevant 
waiver provision — section 902(b), P.L. 101-246 — is part of 
the Tiananmen Square sanctions law. 

The waiver process is the same now as it was prior to the 1996 
jurisdictional transfer. Before the transfer. Commerce licensed 
some commercial satellites and some technical data, while State 
licensed the remaining comaercial satellites and technical data, 
plus military satellites. Even for satellites licensed by 
Commerce, a State license was often required for the associated 
transfer of technical data. Regardless of which agency had 
licensing jurisdiction, that agency was responsible for 
obtaining interagency concurrence on the license before 
recommending that the President issue a national Interest waiver 
to allow the license to be issued. Thus, the National Security 
Council staff did not process a waiver recommendation until 
Defense and State had reviewed the underlying license on 
national security grounds. 

This process has not changed since the 1996 jurisdiction 
transfer. As before, waiver recommendations may come from State 
or from Commerce (depending on which receives the first license 
application for the particular project) . As before, the 
underlying license has been reviewed by Defense and State to 
address national security concerns before the waiver 
recommendation reaches the National Security Council staff. The 
1998 Loral waiver, for exaiqile, was recommended by State because 
the company first sought a State license for the transfer of 
technical data, and that license application was thoroughly 
reviewed by Defense and State before the waiver was recommended. 

Once the waiver recommendation reaches the National Security 
Council staff, the process followed for granting the waiver is 
the same regardless of which agency recommended the waiver. 

State or Commerce. The "national interest" waiver standard 
requires that the President take into account a broad range of 
interests. The most important interest is U.S. national 
security. The National Security Council staff confirms that 



131 


these Interests have been addressed in the course of Defense and 
State review of the license application. This includes 
consideration of how the proposed satellite export will 
complement our ongoing efforts to encourage more responsible 
Chinese nonproliferation behavior. The President also considers 
foreign policy interests affected by the satellite project, such 
as promoting more open lines of communication to the Chinese 
people and advancing our policy of engagement with China. 
Finally, the O.S. economic interest in the project is considered 
— for exaigile, whether granting the waiver will support the 
con^titlveness of the 0.S. commercial satellite and 
telecommunications industries. 

Please let me know if I can be of additional asslstemce as you 
review this issue. 


Sincerely, 

Samuel R. Berger 
Assistant to the President 

for National Security Affairs 


The Honorable Thad Cochran 
United States Senate 
Hashington, O.C. 20510-2402 
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United SMc» Dcputncnt of Shte 

^PaafD^oatTwtitCmdnb 


. vraMt,gtm,DjC.30S23K)eoz 


la r«plr r«f«r to 

CmK C«s*: CJ lI«-93 


SEP I 7 BSB 


OOHHODITX JXntlSDICnOM FOB: Oats Outlimd in BnghM Aiccisft 
CootFsaj-'s Undsfcsd Docuiaeat Sntitl«d< 'Tschnology Data TransCaa.Fot 
Coomercial Coonuaica'tions Sat«llit« Frograatf' 


The purpose o£ this letter is to in£om you o« a recent consodiby 
jurisdiction on the subject data. This cooeoditr jurisdiction <CJ> 
request was referred to the Oepattnenta of Coaswree and D^ense and 
the Hational Aeronautics and Space Administration for their reriew 
and cecotaneadatioas. As a result^ the Departnaat of State has 
determined that the data outlined in this document is subject to the 
licensing jurisdiction of the Department, of Commerce. Flease 
consult that agency's Office of Technology and Policy Analysis at 
(202) 482-41<S to detac^ne their requirements prior to export. 

Additionally, as paragraph 3.0 of the subject document states, the 
data transfered as a result of this document is specifically limited 
to that technical information necessary to proelde contract 
compliance. This technical information will be limits to 
analytical results summary level information. This ruling does 
not include technical data for launch vehicle/satellite 
compatibility, integration, or processing. Finally, this ruling 
does not cover detailed design technology, or manufacturing 
processes or techniques. 

Should you require further, assistance on this matter, please contact 
Ha j . Gary H. Oncala at (703) S7S-5<55. 

Sincerely, 

William B. Bobinsoa 

Director 

office of Defense Trade Controls 


Hughes Aircraft Company 
7200 Hughes Terrace 
p.o. Box esose 
Los Angeles. CA 70045 
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HUGHES 


October 8, 1997 tmt * omwwuTwt 

A MMCS MCrMNB* C9N«Mn 


Export Classiflcatioa Request 


U.S. D^wrtment of Conunercc 
14th St and Pemusylvanit Ave. KW 
RoomHl099D 
Washiagton, DC 20230 

SUBJECT: Commerce Dept. Jurisdietioa Technical Data 
DeUvexed Under Notes 2 & 6 to ECCN 9A004 

To Whom It May Coocem: 

In accordance with EAR Part 74S.3. Hugbea Space and Communicatiom Company 
requests the ECCN and License Exeqition for the following tecboicnl data vdiich U 
provided to the launch service jwovidtt for the launch of eommetcial commumcadona 
satellites controlled by ECCN 9A004: 

form, fit and function 

mass 

electrical 

mechanical 

dyziumic/enviionniental 

telemetry 

safety 

fociUQr 

launch pad access 
launch pad parameters 

All of this data geaer^ed hy Hughes (die .qieceoafl manufocturer) desOThes the interfoce 
requiremcfUs for the mating of the salidlite to the laundi vditcle and parameters for the 
launch. We believe that dus data U classified as EAR99. oqioctablc under Commerce 
License ExeeptUm MLR. 

In addition, Hughes SpKc and Oommunicatioits Compaiqr requests the ECCN and 
License or License Excqrtion for the technfo^ data which is noenuUty delivered to 
cuscomcra/opcrators of commercial communication satrilitea, described in CCATS 
#33173 dated l/23/93(copy attached). Per the technical data description attached to die 
CCATS this data includes Telemetiy. Traddng and Coatcol(TTdbC) M ai nt eoance Data, 
Satellite System data such as power, weight and foel budgets, observance of sstollite test, 
openttional training for customer personnel . 

Since there is some dif&renoe of opinion as to whm event triggers die altiiity to utilize a 
Commerce Dept License Eicccptioa. please clarify conditions under which the exception 
is wlicable. 

If you have any questions, pleaas feel fiee to contact me at (3 l0)3d4<68dS. 

Sincerely, 

M.E. Mcnch 

Muucor. Export Compluiicc 

Hogbcx Space and Communicatians Campany 
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